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Offshoring and the Great Layoff
No, you’re not mistaken and not imagining things. I’ve written about the Great Resignation, the Great Stay Put, and 
now the Great Layoff. In case you haven’t noticed, the IT industry is in the midst of a massive contraction, in which 
thousands of workers have lost their jobs. According to one report, 37 percent of tech workers are in a state of worry 
about the looming possibility of getting laid off [1].
It’s a funny thing about the IT industry, and maybe it applies to all industries, but hiring in this field goes in cycles. 
Boom, bust, boom, bust, and so on. There’s never a happy medium where growth, prosperity, and normal attrition exist. 
What doesn’t make sense to me is that technology is still here, no matter what. The work still needs to be done. Services 
need maintenance, hardware needs to be replaced, and software needs to be compiled and installed, but today, we can 
do without 20 percent of the workforce we had yesterday?
When the economy slides into a downturn, companies look for ways to cut their budgets. In the high tech field, budgets 
are often cut through outsourcing to offshore providers. The perception among many executives is that offshoring pro-
vides an identical product for less overhead, but customers sometimes see it differently.
Some software companies try to outsource their customer support. Of course, this sometimes works adequately, but 
sometimes it doesn’t work at all. I’ve been frustrated in the past navigating the language barrier with phone support 
techs who have only a superficial understanding of the product they are supposed to be 
supporting.
Another problem for companies that provide products and support in the IT in-
dustry is that your customers will know you’re outsourcing, and they’ll want 
a lower price. I don’t blame them. If I hired Company X to be my managed 
service provider and knew they were offshoring support to get that sweet, 
cheap labor, I’d want to share in the lower cost too.
Another problem is that the country where your company is located 
won’t receive any economic benefits from the money it is sending over-
seas. You might be getting cheaper labor, but you’re not generating the 
economic activity needed to turn the local economy around: income taxes, 
product purchases, and local buying. Local spending builds an economy. I 
agree with the signs that say “Shop Local” or “Buy Local.”
The sadder part of the story is the quest for cheap labor is ongoing. One 
company I worked for devastated local economies in certain countries by first 
offshoring to them and then finding cheaper labor somewhere else.
Offshoring is bad for the economy and bad for workers, but if you’re obsessed 
with saving money overseas, how about moving some C-level executives to these 
cheap labor locations – mic drop.

Ken Hess • ADMIN Senior EditorLe
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[1]  Roughly 1 in 3 Workers is Worried about a Layoff:  

[https://  www.  cnbc.  com/  2022/  12/  19/  roughly-  1-in-3-workers- 

 is-  worried-  about-  a-  layoff.  html]
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JUPITER Exascale Supercomputer Planned in Germany

The JUPITER supercomputer is set to become the first European exascale computing system, ac-
cording to a recent agreement (https://eurohpc-ju.europa.eu/one-step-closer-exascale-eurohpc-ju-and-
forschungszentrum-julich-sign-hosting-agreement-exascale-2022-12-14_en) between the European High 
Performance Computing Joint Undertaking (EuroHPC JU) and the Jülich Supercomputing Centre 
(JSC) in Germany.

The supercomputer will be the first European system “to surpass the threshold of one billion bil-
lion calculations per second” and will support “high-precision models of complex systems and help 
to solve key societal questions,” the announcement states.

JUPITER (which stands for Joint Undertaking Pioneer for Innovative and Transformative Ex-
ascale Research) will also “be designed with a strong consideration for sustainability and eco-
conscious supercomputing.” The water-cooled system will be installed at the Forschungszentrum 
Jülich research institute in 2023 and will be operated by the JSC.

PineTab2 Linux Tablet Announced

PINE64 has announced details of the forthcoming PineTab2 Linux tablet. In a lengthy blog post 
(https://www.pine64.org/2022/12/15/december-update-merry-christmas-and-happy-new-pinetab/) recapping 
the past year’s activity, Lukasz Erecinski explains the demise of the original PineTab and shares 
details of the new model.

The “PineTab2 is much more than a spec-bumped version of the original,” he says, “it is a com-
plete physical redesign: you’re getting a metal chassis that is very sturdy while also being easy to 
disassemble for upgrades, maintenance, and repair.”

To facilitate end-user serviceability, the PineTab2’s parts are modular, easy to reach, and easy to 
replace, Erecinski says, noting that “the camera modules, the daughter-board, the battery, and USB 
keyboard connector can all be replaced in under 5 minutes.”

Two PineTab2 versions — featuring 8GB RAM with 128GB flash and 4GB RAM with 64GB flash 
storage — will be available upon launch, which is expected “sometime after the Chinese New 
Year,” Erecinski says. Pricing of the tablet has yet to be determined.

NIST Says Use of SHA-1 Algorithm No Longer Advisable

The National Institute of Standards and Technology (NIST) has deprecated use of the SHA-1 cryp-
tographic algorithm.

According to the announcement (https://www.nist.gov/news-events/news/2022/12/nist-retires-
sha-1-cryptographic-algorithm), the algorithm “has reached the end of its useful life,” and NIST 
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recommends that IT professionals replace it with newer, more secure options. “We recommend that 
anyone relying on SHA-1 for security migrate to SHA-2 or SHA-3 as soon as possible,” said NIST 
computer scientist Chris Celi. 

SHA-1, which stands for “secure hash algorithm,” has been in use since 1995 and was “one of 
the first widely used methods of protecting electronic information.”  However, the announcement 
notes, “as attacks on SHA-1 in other applications have become increasingly severe, NIST will stop 
using SHA-1 in its last remaining specified protocols by Dec. 31, 2030.”

Attackers Use PRoot to Expand Scope of Linux Attacks

The Sysdig Threat Research Team (https://sysdig.com/blog/proot-post-explotation-cryptomining/) re-
cently reported attackers “leveraging an open source tool called PRoot (https://proot-me.github.io/) to 
expand the scope of their operations to multiple Linux distributions.”

Typically, the researchers note, attacks are “limited by the varying configurations of each Linux 
distribution.” Using PRoot, however, “there is little regard or concern for the target’s architecture or 
distribution since the tool smooths out the attack struggles often associated with executable com-
patibility, environment setup, and malware and/or miner execution," Sysdig says.

Bill Toulas at Bleeping Computer (https://www.bleepingcomputer.com/news/security/hackers-hijack-
linux-devices-using-proot-isolated-filesystems/) explains it this way: “Hackers are abusing the open 
source Linux PRoot utility in Bring Your Own Filesystem (BYOF) attacks to provide a consistent 
repository of malicious tools that work on many Linux distributions. A BYOF attack is when threat 
actors create a malicious filesystem on their own devices that contain a standard set of tools used 
to conduct attacks.” 

A runtime detection layer, such as Falco (https://www.cncf.io/projects/falco/), can help observe this 
type of threat and reduce your risk of exploitation, Sysdig says.

WSL Version 1.0.0 Now Available

The Windows Subsystem for Linux (WSL) has dropped its “Preview” label and is now generally 
available as version 1.0.0 (https://github.com/microsoft/WSL/releases/tag/1.0.0) in the Microsoft Store.

According to the announcement (https://devblogs.microsoft.com/commandline/the-windows-subsystem-
for-linux-in-the-microsoft-store-is-now-generally-available-on-windows-10-and-11/), the Store version will 
now be the default for new users who run wsl --install. 

Existing WSL users can easily upgrade by running wsl --update. “Using the Store version of WSL al-
lows you to get updates to WSL much faster compared to when it was a Windows component,” says 
Craig Loewen (https://devblogs.microsoft.com/commandline/a-preview-of-wsl-in-the-microsoft-store-is-now-avail-
able/). As of this release, WSL in the Store will be available on Windows 10 in addition to Windows 11. 

Additionally, Loewen notes, “with the Store version of WSL, there are a lot of names to keep 
track of.” There are two types of WSL distros, Loewen explains: WSL 1 and WSL 2. “These mat-
ter for how your distro runs and behaves, as they have different architectures. WSL 2 distros have 
faster file system performance and use a real Linux kernel, but require virtualization.” Refer to the 
WSL version comparison (https://learn.microsoft.com/windows/wsl/compare-versions) to learn more.

Demand for Tech Talent Remains High

Despite industry layoffs, economic challenges, and reported hiring freezes, demand for tech tal-
ent remains high (https://www.fosslife.org/open-source-jobs-report-talent-high-demand), according to a 
recent survey from Dice, “with more than 3.8 million tech jobs posted in 2022 so far.” And, many 
technology professionals are still looking to change jobs. 

More than half of respondents (52 percent) to Dice’s 2022 Tech Sentiment Report (https://www.
dice.com/recruiting/ebooks/dice-tech-sentiment-report/) said they were likely to switch jobs in the next 
year (up from 44 percent last year).

Employer reputation and culture are among key considerations for job seekers, as “nearly 90 per-
cent of tech professionals feel an employer’s brand is important when considering a new employer, 
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and nearly 8 in 10 said they would not apply for a higher paying job at a company with a bad 
reputation,” the Dice report says. 

Respondents ranked the following factors as important in terms of employer brand:

• Culture (85%)
• Corporate reputation (66%)
• Product and purpose (62%)

The ability to work remotely is also important, Dice says, as 60 percent of respondents said 
“100% remote” was their most desired workplace setting compared to 53 percent in 2021. 

Frontier Supercomputer Retains Lead on TOP500 List

The Frontier system (https://www.olcf.ornl.gov/frontier/) at Oak Ridge National Labo-
ratory (ORNL) is the top-performing supercomputer in the world, according to 
the recently released 60th edition of the TOP500 list (https://www.top500.org/news/
ornls-exaflop-machine-frontier-keeps-top-spot-new-competitor-leonardo-breaks-the-top10/).

Frontier is the first U.S. supercomputing system with a performance exceeding one EFlop/s, 
the report says. “Frontier is the clear winner of the race to exascale (https://www.fosslife.org/
power-exascale-computing), and it will require a lot of work and innovation to knock it from the 
top spot.”

The Top 5
•  Frontier — The HPE Cray EX system is installed at ORNL in Tennessee, “where it is operated 

for the Department of Energy (DOE). It currently has achieved 1.102 EFlop/s using 8,730,112 
cores,” the report says.

•  Fugaku — The Fugaku system installed at the RIKEN Center for Computational Science in 
Kobe, Japan remains at #2 with an HPL score of 0.442 EFlop/s.

•  LUMI — This HPE Cray EX system at the EuroHPC center at CSC in Finland underwent a major 
upgrade to hold on to the #3 spot, with a score of 0.309 EFlop/s.

•  Leonardo — At #4, the new Leonardo system installed at EuroHPC/CINECA in Bologna, Italy 
scored 0.174 EFlop/s with 1,463,616 cores. 

•  Summit — This IBM-built system, also at ORNL, rounds out the top five with a score of 148.8 
PFlop/s on the HPL benchmark.

NetApp BlueXP Released

NetApp has announced general availability of BlueXP, “a unified control plane delivering a 
simple hybrid multi-cloud experience for storage and data services across on-premises and cloud 
environments.”

BlueXP (https://www.netapp.com/bluexp/), which integrates all of NetApp’s on-premises storage of-
ferings into a single console, is part of the company’s evolved cloud (https://www.netapp.com/blog/
cloud-evolution-better-hybrid-multicloud-experience/) approach in which “cloud is fully integrated into 
your architecture and operations.” NetApp BlueXP capabilities include:

•  Unified storage management 
•  AIOps-driven health 
•  Cyber resilience
•  Governance at a glance
•  Seamless mobility

According to the announcement (https://www.netapp.com/newsroom/press-releases/news-
rel-20221101-530154/), BlueXP is also the preferred method to manage NetApp’s ONTAP data 
management software. And, the most recent release of ONTAP (https://www.netapp.com/blog/new-
ontap-innovations-november2022/) features major changes, such as tamper-proof snapshots, reduced 
ransomware exposure, and hardened security incorporating Zero Trust principles.
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Opinions are divided into two 
major camps as to what constitutes 
a cloud database. The first camp 
claims they are databases provided 
by hyperscalers such as Amazon, 
Azure, and Google under the data-
base as a service (DBaaS) model. 
The other, more common, view is 
that they can be any database that 
someone deploys within any cloud 
infrastructure, whether it be a pri-
vate cloud, public cloud, hybrid 
cloud, multicloud, or hosted DBaaS. 
It’s just a matter of where the data 
is stored and how it is accessed. In 
the case of on-premises databases, 
access is over the corporate network 
(and VPN, if necessary) to internal 
database servers, whereas cloud 
databases will rely on Internet con-
nections to external (in some cases 
internal) cloud servers.

Deployment Models

Generally speaking, cloud databases 
have three popular deployment 
models. In the first case, the cloud 
database is operated in-house, either 
in the company’s own data cloud or 
a public cloud. In the second case, 
a hoster provides DBaaS. The third 
variant involves consuming the data-
base as a managed service.
In the first scenario, the cloud data-
base runs on an internal or external 
virtual machine (VM), but operations 
are handled by the company’s own 
database administrators. In contrast, 
DBaaS involves the hoster or pro-
vider provisioning the database and 
hardware infrastructure as part of a 
subscription agreement, depending 
on the service level agreement (SLA). 
You are still responsible for ongoing 

operation of the database, though. If 
you want the provider to handle da-
tabase operations, taking the load off 
the internal IT administrator’s shoul-
ders, the third option is a database 
as a managed service, or managed 
hosting.
The deployment model has no influ-
ence on the database type. Both re-
lational SQL and document-oriented 
NoSQL databases can be operated as 
cloud databases. The different levels 
of flexibility make an important dif-
ference, though. SQL databases rely 
on fixed table structures. Changes to 
this row-column scheme cause major 
overhead, if they are possible at all. 
The younger, cloud-native NoSQL 
databases, on the other hand, have 
a far more flexible data model based 
on JSON documents instead of tables 
that can be changed faster and with 
less overhead.
When people talk about cloud data-
bases, they often overlook the fact 
that using them only really makes 
sense if both the applications and 
the data are migrated to the cloud. 

Demand for cloud databases continues to increase, not only because of 
better scalability and availability, but because of lower investment and 
operating costs. We’ll look at some of the limitations. By Gregor Bauer

Why databases are moving to the cloud
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Put simply, a cloud 
database only 
makes sense if 
the cloud applica-
tions also use the 
data stored there. 
NoSQL databases 
cope better with the 
greater volatility 
of cloud apps than 
traditional SQL da-
tabases. Their oper-
ating principle dates 
back to a time when 
clouds were still the 
exclusive domain of 
meteorologists.

Advantages

Three major fea-
tures argue for the use of cloud data-
bases: scalability (Figure 1), fast and 
secure availability, and (purportedly) 
lower costs.
Extending databases that you run in 
your own IT infrastructure requires 
investing a large amount of cash in 
additional hardware and having at 
least the same amount of patience 
until everything is installed and 
running. Cloud databases, on the 
other hand, scale more-or-less in 
real time and in both directions. 
They are highly flexible and can 
adapt quickly to changing require-
ments, which means a sales slump 
can be cushioned just as quickly as 
a sudden boom in demand, without 
expensive hardware lying idle or 
having to be ordered hastily. More-
over, you can do without tricks like 
thin provisioning, which translates 
to rapid availability of database 
resources that depend on current 
demand. Long-term resource plan-
ning and preemptive, and costly, 
hardware (over)dimensioning are a 
thing of the past.
The demands on the IT infrastruc-
ture and administration drop at 
the same time. Depending on the 
design, expensive hardware instal-
lations can be almost completely 
eliminated, and the space required 
for them is reduced accordingly. On 
top of this, managed hosting of cloud 

Migration and Security

Anyone who wants to transfer their 
data – or even just part of it – to 
the cloud faces the often underesti-
mated problem of cloud migration. 
The greater the volume of data to 
be migrated to the cloud, the higher 
the costs. It makes sense to clarify in 
advance what data you still need and 
what is dispensable or even superflu-
ous and, in turn, a potential security 
risk. Other security and compliance 
issues are related to confidential in-
formation, such as the personal data 
of your customers, contractors, and 
employees.
Data cleansing and analysis is a good 
idea before migrating to the cloud. 
Data cleansing is primarily about 
removing redundant, obsolete, and 
trivial (ROT) data. The aim of data 
analysis is to clarify which of the 
remaining data should be allowed to 
move to the cloud and which should 
remain in-house for security reasons 
or issues with particularly sensitive 
intellectual property. In the course 
of cloud preparation, you might 
want to put an end to an undesirable 
spread of databases in the company. 
Before moving to the cloud, weigh 
up the extent to which it makes 
sense to consolidate databases into 
a unified database management sys-
tem (DBMS).

databases means you no longer need 
a dedicated administrator to oper-
ate, support, and maintain the da-
tabase, because it is handled by the 
database operator. Given the tight 
staffing situation in this area, this 
consideration is quite significant. 
One important advantage is simple 
handling of cloud databases, which 
can be controlled and used over a 
web interface.
On the other hand, you do need 
to invest in fast and stable broad-
band connections when operating 
cloud databases. The costs for this 
are usually worthwhile compared 
with the potential savings as just 
described. However, some caution 
is advisable when it comes to the 
cost of database usage. In many 
cases, only the standard hyperscaler 
functions are genuinely inexpen-
sive. High surcharges will often ap-
ply for special cases or individual 
requirements.
The pay-per-use or pay-as-you-go 
options, wherein only the database 
resources you actually use and con-
sume are billed, is attractive. Of note 
is that investments in hardware and 
software in many countries is depreci-
ated over several months or years for 
tax purposes, whereas subscription 
costs for cloud databases generally 
can be recovered directly as tax-
reducing operating costs.

Figure 1: Cloud databases are (almost) unbeatable for scalability and availability (courtesy of Couchbase [1]).
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When it comes to security, cloud pro-
viders go the extra mile and, in their 
own interest, ensure a general level 
of security that is often higher than 
the individually installed protection 
mechanisms in private clouds or in-
house data centers. Even database-
critical issues such as failover and 
backup are handled by the provider 
in the case of DBaaS and managed 
services. Fail-safes and high availabil-
ity of the cloud databases are imple-
mented in the availability zones in 
which database clusters are formed. 
To do this, the cloud database needs 
appropriate replication mechanisms 
(e.g., cross-data center replication 
(XDCR)) that constantly replicate be-
tween clusters. Alternatively, you can 
fall back on cloud resources with a 
redundant design in the background.
One commonly reported problem 
with cloud databases is speed, 
which does not primarily depend on 
the database itself; instead, it is a 
function of the general performance 
of the virtualized environment. The 
bandwidth is high, but generally 
does not achieve the performance 
of a bare-metal installation, even 
in the best of clouds. In contrast, 
latency times in cloud databases, 
attributable to the centralized cloud 
architecture, can be critical. All 
data first needs be transferred to 
one or more data centers – usually 
far away – and then returned from 
there. This process takes more time 

than accessing or transferring data 
in internal database servers. This 
limitation above all affects real-time 
applications, such as those typi-
cal for scenarios in the Internet of 
Things (IoT) environment or in the 
Industrial Internet of Things (IIoT).

Edge Computing

Cloud databases therefore only 
play a subordinate role in edge 
computing. An additional limiting 
dependency is the constant need 
for online connections. Even a brief 
loss of connection could bring entire 
production lines to a standstill. Re-
silience looks different. Therefore, 
sensor data is processed in real time 
directly on-site with edge databases, 
which have reduced functionality 
tailored to edge needs (e.g., analyti-
cal capabilities to evaluate periph-
eral data). On the other hand, edge 
databases do not need to be particu-
larly powerful or highly scalable, 
nor do they need full-text search 
capability.
Cloud databases enter the scene 
again for consolidation downstream 
and to store data no longer needed 
at the edge. For this to happen, 
you need a database that maps the 
decentralized architecture of edge 
computing and supports its special 
features. The pared-down edge data-
base and the full-format database in 
the cloud need to understand each 

other and complement each other in 
terms of functionality.

The Cloud Is Everywhere

That said, cloud databases can be 
useful in virtually any conceivable 
deployment scenario. In terms of 
functionality, they are by no means 
inferior to in-house databases. They 
come in the SQL and NoSQL data-
base flavors that harmonize well 
with virtualized and containerized 
environments (keyword: cloud na-
tive). They typically tie up fewer 
resources and are readily available, 
highly scalable, and usually less ex-
pensive to operate. 

Info

[1]  Couchbase:  

[https://  www.  couchbase.  com/  products/ 

 capella]
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Even in the cloud age, a classic IT 
task is operating databases. In ad-
dition to SQL relational databases, 
non-relational databases are making 
inroads into the corporate landscape. 
Today, companies likely use more 
than just one kind of database.
In principle, cloud databases can be 
operated in the same way as data-
bases in an organization’s data center. 
The admin team simply installs the 
database as a virtual machine. Ad-
ministration in this case is no differ-
ent from local administration. Aspects 
such as high availability, patching, 
backup and restore, disaster recovery, 
and scaling remain the administra-
tor’s responsibility.
To make it as easy as possible for 
companies to operate databases, 
cloud providers also offer databases 
as managed services, which means 
the customer is, by and large, only re-
sponsible for the application and the 
database logic but does not need to 
worry about operations issues.

Choosing a Database

Google is one of the cloud pioneers: 
Google Cloud Platform (GCP) is one 
of the three largest cloud providers 

alongside Amazon Web Services 
(AWS) and Microsoft Azure. As such, 
it offers a comprehensive portfolio of 
database technologies, but choosing 
the right database is not always easy 
and needs to be carefully considered. 
A catalog of criteria can help:

  The access method is important: 
Legacy applications such as billing 
software use SQL to access the da-
tabase. The database needs to have 
an appropriate relational schema, 
support highly available operation, 
and, of course, maintain a consis-
tent dataset at all times.

  Access techniques can differ: Rela-
tional databases rely on SQL com-
mands (e.g., SELECT, INSERT, UPDATE, 
DELETE) and usually support trans-
actions. In contrast, NoSQL data-
bases often use a REST interface, 
and object stores use files in the 
form of objects. Alternatively, a da-
tabase can also support streaming 
data and batch operations.

  The storage volume is relevant: Re-
lational databases are usually in the 
range of a few terabytes, whereas 
data warehouse systems and NoSQL 
databases break through the pet-
abyte barrier, with no conceptual 
size restrictions for object stores.

Cloud storage is not a database in the 
purest sense, but because it is used 
as a storage back end in many NoSQL 
and big data scenarios, it still makes 
sense to look at it as such. Cloud 
storage keeps data in buckets. If you 
compare this to a filesystem, all the 
objects are stored in a flat namespace 
with no folders. Objects are replicated 
and are therefore always stored with 
high availability. Thanks to replica-
tion, durability is very high: up to 
99.9999999 percent. The object store 
is accessed over REST or API inter-
faces. As a result, and because of the 
architecture, latencies when retrieving 
objects are fairly high – almost always 
in the double-digit millisecond range. 
Therefore, object storage is generally 
used for unstructured data.

Cloud SQL Databases

The Cloud SQL service offers both 
MySQL, PostgreSQL, and Microsoft 
SQL Server as managed services. 
Google operates the database, which 
means that patches and updates are 
Google’s responsibility. Backup and 
restore tasks can be easily config-
ured when you create the database 
– but you still have to set up user 
access yourself.
Creating a database is relatively easy 
in the graphical user interface (Figure 
1). To do this, click on Databases | 

The Google Cloud Platform offers a wide range of different databases 
for various purposes. By Guido Söldner

Databases in the Google Cloud

 Spoiled for Choice
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SQL in the menu at top left. If no da-
tabase exists as yet, you can continue 
directly with the wizard and select 
Create Instance. MySQL versions 8.0, 
5.7, and 5.8 and PostgreSQL versions 
9.6, 10, 11, 12, 13, and 14 are now 
available for selection. Alternatively, 
a managed database instance with 
Microsoft SQL Server versions 2019 
and 2017 is available.
A unique name is required to cre-
ate the database. It’s a good idea to 
use random characters, if possible, 
because after you delete an instance, 
you cannot reuse the name for seven 
days. The region is also important. If 
you want to provide the database in 
Frankfurt, Germany, for example, se-
lect europe-west3 as the region. If you 
want the database to be highly avail-
able, use the Multiple zones (Highly 
available) option under Zonal Avail-
ability. You can specify the Primary 
Zone and the Secondary Zone, as 
well. High availability incurs higher 
costs because a standby server is 
required to ensure that failover is pos-
sible at all times.
When it comes to hardware sizing, 
you have a wide choice; you can 
run a small test database with Post-
greSQL or MySQL on a shared core 
with a virtual (v)CPU and 614MB of 
RAM. On the other side of the scale, 
the maximum limit is 96 vCPUs and 
624GB of RAM (at the time of writ-
ing). Hard disk storage is available in 
the form of hard drives (HDDs) and 
solid-state disks (SSDs).
Size also determines disk perfor-
mance; for each gigabyte of storage 
space you have 30 input/ output oper-
ations per second (IOPS) for reading 
from and writing to SSDs, but these 
values are lower for writing on legacy 
magnetic drives. The data throughput 
is similar and also linked to size.
By default, databases are given public 
IP addresses. If this setup is undesir-
able for security reasons, deploy the 
database to a virtual private cloud 
(VPC) with private IP addresses only. 
Both normal and shared VPCs are 
supported.
In the backup options, you can set a 
time window in which an automatic 
backup will take place and enable 

The corresponding Terraform resource 
definition,

resource "google_sql_database_instance" U
  "instance" {
     name = "mysql-instance"
     region = "us-central1"
     database_version = "MYSQL_8_0"
     settings {
       tier = "db-n1-standard-2"
     }
  deletion_protection = "true"
}

is not difficult either.

Cloud Spanner Worldwide

Cloud Spanner is an interesting 
choice for companies that want the 
benefits of a relational database and 
the scale of a NoSQL database, with 
capacities in the petabyte range and 
an operational scope across multiple 
regions at the same time. This feature 
is especially interesting for applica-
tions that tolerate very little or no 
downtime. Unlike classic relational 
databases, Cloud Spanner scales hori-
zontally rather than vertically. Repli-
cation takes place automatically, and 
the database remains in a globally 
consistent state at all times.
Cloud Spanner supports a wide range 
of functions of classic databases, 
including system compatibility with 
ANSI 2021 standard SQL and support 

point-in-time recovery to restore an 
arbitrary database status in a granu-
lar way in the event of a problem. 
By default, Cloud SQL stores the last 
seven backups. You also configure the 
backup region at this point. In addi-
tion to selecting a dedicated region, 
multiregional backup is available. For 
example, you can choose to create 
backups in various regions within the 
European Union.
Because Cloud SQL is a managed da-
tabase service, you do not need to set 
time windows for patching and updat-
ing; instead, this process is handled, 
like the other options, in the graphical 
user interface, where you can config-
ure database-specific options, as well. 
For PostgreSQL, this process includes 
auditing queries or the number of 
possible concurrent connections, for 
example. One item of interest to devel-
opers is the Insights option, which can 
be used to identify performance prob-
lems at database runtime.
Of course, Cloud SQL databases can 
be created with tools other than the 
graphical user interface. The com-
mand-line interface or Terraform are 
especially popular. A simple call to 
create a MySQL database would be:

gcloud sql instances create myinstance U
  --database-version=MYSQL_8_0 U
  --cpu=2 U
  --memory=7680MB U
  --region=europe-west3

Figure 1: Importing data into Cloud SQL is easy in the GUI.
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for transactions. Like other databases 
in the Google Cloud, Cloud Spanner 
is integrated into the GCP ecosystem 
and offers encryption with key man-
agement service (KMS), audit logging, 
and integration with identity and ac-
cess management. In addition to typi-
cal interfaces such as Java Database 
Connectivity (JDBC), client libraries 
exist that support access in the Java, 
Python, and Node.js programming 
languages.
When migrating an existing applica-
tion, you need to keep in mind that 
not all features of classic relational 
databases are supported. For ex-
ample, sequences cannot be used 
for primary keys. Sequences make 
unique lines with numeric values. 
However, because Cloud Spanner 
distributes the data to nodes on the 
basis of the primary key, and the 
primary key must be alphanumeric, 
sequences are ruled out.
Another downer is the lack of sup-
port for triggers, stored procedures, 
and user-defined functions (UDFs). 
For this reason, Cloud Spanner 
might not be suitable for your 

application. However, a number of 
criteria still make Cloud Spanner in-
teresting, including applications that 
have become too large for a single 
database or that only run at all as 
classic databases after optimization 
measures such as database shard-
ing. Transactional consistency or 
global availability requirements also 
favor Cloud Spanner.

Cloud Firestore

In comparison, Cloud Firestore re-
sides in the NoSQL camp and acts 
as a document database. In contrast 
to the databases already described, 
Cloud Firestore is completely server-
less and has no management over-
head. With this database, you only 
pay for what you use and don’t have 
to worry about rightsizing or under-
utilized resources. The pricing model 
envisages users paying a certain sum 
for the volume of data stored (in gi-
gabytes) and for the number of read, 
delete, and write operations.
Google sees Cloud Firestore’s main 
area of application in mobile, web, 
and Internet of Things (IoT) data-
bases. Offline mode for smartphones 
or tablets is particularly interesting. 
As soon as the user is back online, 
they can synchronize with the Fire-
base back end in the Google Cloud 
with an integrated live synchroniza-
tion tool. If your users work with 
multiple devices, real-time updates 
are important because they sup-
port synchronization of data across 
different connected devices. One 
benefit for developers is that Cloud 
Firestore, a highly scalable NoSQL 
database for applications, supports 
transactions.
Cloud Firestore also has some tech-
nical drawbacks: It is not designed 
for use cases that require high write 
performance. If you put a great deal 
of emphasis on analytics, Cloud Fire-
store will not necessarily be your first 
choice; in this case, you should take a 
closer look at Cloud SQL or Cloud Big-
table. Normal read processes, on the 
other hand, are straightforward and 
quick and can be further optimized 
with the Memcached caching service.

Much like Cloud Spanner, Cloud Fire-
store provides automatic replication 
for multiple regions while ensuring 
strict data consistency. Google states 
the availability of the data as 99.999 
percent. The volume of data that can 
be stored in Cloud Firestore is broadly 
similar to Cloud SQL and is in the 
terabyte range. Saving data in Cloud 
Firestore is a quick process: Unlike a 
relational database, you do not need 
to create a schema, so storage can be-
gin immediately.
Applications access the database over 
the client API. As with Google’s other 
products, client libraries exist in a 
variety of programming languages. 
Listing 1 shows how this works with 
Node.js. The listing creates a key and 
an entity. The key Task references the 
key and contains a data element with 
the fields name, description, and done. 
It then interacts with the Cloud Fire-
store API and stores the entity.
In the same way –

const query = datastore
  .createQuery('Task')
  .filter('done', '=', false)
  .filter('priority', '>=', 4)
  .order('priority', {
    descending: true,
  });

– queries can be implemented with 
the client library.

Low Latency with Cloud 
Bigtable
Cloud Bigtable is a fully managed 
NoSQL database that originates from 
the big data environment where you 
can store data in the petabyte range 
for low-latency access. The underly-
ing storage engine takes care of scal-
ing, lifting the need to optimize off 
the admin’s shoulders.
This kind of performance is 
achieved by Cloud Bigtable’s inter-
nal separation of processing and 
storage. Figure 2 shows how clients 
access nodes. A Cloud Bigtable node 
is responsible for a subset of data. 
If more data is available or more 
performance is desired, you can in-
crease the number of nodes. HDDs 

01  async function addTask(description) {
02    const taskKey = datastore.key('Task');
03    const entity = {
04      key: taskKey,
05      data: [
06        {
07          name: 'created',
08          value: new Date().toJSON(),
09        },
10        {
11          name: 'description',
12          value: description,
13          excludeFromIndexes: true,
14        },
15        {
16          name: 'done',
17          value: false,
18        },
19      ],
20    };
21    try {
22      await datastore.save(entity);
23      console.log( ̀Task ${taskKey.id} created 

successfully.`);
24    } catch (err) {
25    console.error('ERROR:', err);
26    }
27  }

Listing 1: Accessing Cloud Firestore with Node.js
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addressed with the BigQuery data 
service. If you need your own special 
logic when transforming the input 
data, the Google Cloud Data services 
Fusion and Dataflow are there to help 
you. A number of other partner inte-
grations exist, as well. Data is stored 
in tables that can be combined to cre-
ate datasets and assigned the appro-
priate authorizations. The easiest way 
to work with BigQuery is through the 
Google Cloud console (Figure 3).

Conclusions

The Google Cloud platform offers a 
wide range of products for operating 
databases in the cloud. Depending 
on the deployment scenario, you can 
choose whether low latency, storing 
very large data volumes, or even ma-
chine learning is the focus. Moreover, 
you can specify whether classic SQL 
is required or whether you are happy 
with NoSQL services. 

on structured data. Machine learn-
ing functionalities such as training a 
model or executing predictions are 
easy to learn and can be handled with 
normal SQL syntax.
Typical fields of application are 
recommendation systems or regres-
sion analyses. With BigQuery Omni, 
Google has opened up to other 
cloud providers and supports query-
ing data stored in AWS or Azure, 
for example. Like Microsoft with its 
Power BI, Google also offers a fast 
in-memory analytics service that 
lets users analyze large volumes 
of data with sub-second response 
times. Additionally, BigQuery also 
acts as a system for analyzing spa-
tial-geographical information.
In addition to the option of local data, 
you can load data into BigQuery from 
various sources, such as cloud stor-
age buckets or Google Drive data. 
Special connectors exist for a number 
of third-party systems that can be 

or SSDs are available as the stor-
age types. HDDs are less expensive 
in principle, but they suffer from 
significantly higher access latency, 
especially in random read processes. 
In contrast, they perform well in 
batch analytics applications such as 
machine learning or data analytics 
involving a large amount of sequen-
tial reading. In contrast, SSDs are 
recommended for real-time access, 
such as ad serving or recommenda-
tion apps. Storage is billed by data 
volume (in gigabytes).
The number of Cloud Bigtable nodes 
can either be set manually or man-
aged automatically, which allows you 
to avoid unforeseen costs – although 
you do need to keep an eye on the 
utilization status of the Cloud Big-
table cluster – or with autoscaling, 
which automatically sets the number 
of nodes and adds or removes them 
depending on the workload. For a 
highly available cluster, you can set 
up a second cluster and replication.
The main use cases for Cloud Big-
table are streaming and batch op-
erations, as well as applications that 
require low latency when accessing 
data. Cloud Bigtable is usually ac-
cessed over the Apache HBase in-
terface, which avoids vendor lock-in 
because access is not handled by a 
proprietary interface.
Data is stored as key-value pairs in 
tables. Each row describes an entity 
and each column has an individual 
value. Columns that belong together 
can be grouped into families. Index-
ing goes by the line key.

Data Warehouse with 
BigQuery
BigQuery is a fully managed, server-
less data warehouse. As such, it 
scales easily into the petabyte range 
– without operational overhead. 
Google claims that the total cost of 
ownership is 26 to 34 percent cheaper 
compared with competitors. A special 
feature that BigQuery has had for 
some time is machine learning func-
tionality. In particular, it provides an 
integrated platform for classification 
and regression models that is based 

Figure 2: Isolation of processing from storage in Cloud Bigtable.

Figure 3: BigQuery can be managed in the Google Cloud console.
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Legacy databases are regarded as stateful applications and, theoretically, not a good fit for 
containers. We reveal how classic SQL can still work well on Kubernetes and the database options 
available to SMEs for scale-out environments. By Andreas Stolzenberger

Kubernetes StatefulSet

 Hide and Seek

Many enterprises are looking to mi-
grate legacy monolithic applications 
to scale-out architectures with con-
tainers. Unfortunately, this step turns 
out to be far more complicated than 
many IT departments would like. A 
cloud-native architecture requires that 
various components of the applica-
tions communicate with each other 
on a message bus to allow for distri-
bution and scaling to different nodes. 
The big challenge for the developer 
is: Where does the application back 
up its data files?
Up to now, SQL databases have 
mainly handled this task. However, 
very few SQL implementations can 
run as clusters in a scale-out archi-
tecture. Application developers now 
have a choice: Either run the existing 
database technology in a container or 
switch to a scale-out database. How-
ever, this choice is only available to 
large companies with their own soft-
ware developers. Small and medium-
sized enterprises (SMEs), on the other 
hand, tend to work with off-the-shelf 
tools and are forced to use one of 

the databases that their application 
supports.
Despite the steadily increasing 
number of NoSQL databases for 
scale-out architectures, many web 
applications still only support one 
or more classic SQL databases. The 
most popular candidates include 
MariaDB (MySQL), PostgreSQL, and 
Microsoft SQL. In this article, I dis-
cuss how to run these SQL classics 
reliably in container environments 
with Docker, Podman, or Kubernetes 
and present a few interesting NoSQL 
approaches.

Trusted Sources

In a genuine scale-out application, the 
failure of a single container should 
not affect the application as such. 
Therefore, early implementations had 
no function to provide persistent (i.e., 
non-volatile) mass storage for a single 
container. Unfortunately, the SQL 
classics run the database server in a 
single container: If the container fails, 
the database is lost, and it doesn’t 

help that the container platform can 
restart the container in a fraction of a 
second.
The platform therefore needs to pro-
vide the container a reliable mass 
storage device on which it can store 
its data and that will survive the 
demise of a container. This storage 
is then usually mounted as an over-
lay on the container’s filesystem at 
a specified location (e.g., /var/lib/
mysql), and the container template for 
the respective database needs to pro-
vide the appropriate logic to evaluate 
correctly the content of the persistent 
storage.
If a container starts with empty per-
sistent storage (and only then), the 
container template’s housekeeping 
system has to create the appropriate 
directory structure. If the container 
starts up with populated persistent 
storage, the application reads the data 
and configuration from the overlay. 
In the process, the logic also needs 
to start update or repair processes in 
case of doubt. If a database container 
crashes and corrupts the database Ph
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files in the process, the container 
needs to check for consistency on 
restarting.

x+1. This container then checks the 
dataset for its version and carries 
out an update without corrupting 
any data.
You have to be very careful where 
you pick up your container tem-
plates and just as careful if you 
build them yourself. Most database 
server vendors offer an official 
container template through one of 
the popular Docker or Kubernetes 
registries and on GitHub. The docu-
mentation specifies exactly what is 
included in the template and how 
it handles update and recovery sce-
narios. If you want to build your 
own template, check the GitHub 
repositories of the official builds to 
see what their entrypoint.sh scripts 
do before starting the database.

Small Steps to the 
Container
If you run containers on a single 
node with Docker or Podman, you 
will not usually assign separate IP 
addresses – at least not addresses 
that would be visible to other ma-
chines on the network. Port for-
warding routes one or more IP ports 
of the container to ports of the host 
system. A MariaDB container can 
forward its internal port 3306 di-
rectly to host port 3306 or any other.
Alternatively, you could provide a 

On the other hand, you could stop 
a container with database version x 
and start a container with version 

Kubernetes Test with Microshift

The simple Microshift, a variety of OpenShift-Kubernetes that targets the niche between lean 
Linux edge devices and OpenShift-Kubernetes edge clusters, is useful as a Kubernetes environ-
ment for testing and development. To proceed, simply set up a Red Hat Enterprise Linux 8 (RHEL 
8), CentOS Stream 8, or Fedora 35 VM with a minimal setup of two to four virtual (v)CPUs and 4 
to 8GB of RAM and turn off the firewall. Then, you just need to type a few lines:

dnf module enable -y cri-o:1.21
dnf install -y cri-o cri-tools
systemctl enable crio -now
dnf copr enable -y @redhat-et/microshift
dnf install -y microshift
systemctl enable microshift -now

While the service starts and fetches the required container images from the Internet, you can 
download the oc and kubectl clients:

cu rl -O https://mirror.openshift.com/pub/open-shift-v4/$(uname -m)/clients/ocp/stable/
openshift-client-linux.tar.gz

tar -xf openshift-client-linux.tar.gz -C /usr/local/bin oc kubectl

To check whether the back-end services are running, the command

crictl ps

should return a list of containers. If this is the case, copy the configuration file to your home 
directory:

mkdir ~/.kube
cat /var/lib/microshift/resources/kubeadmin/kubeconfig > ~/.kube/conf

If you want to manage your Kubernetes server from another system (e.g., a Windows worksta-
tion), first copy the specified kubeconfig file to the client system, load the file into an editor, 
and look for the line:

server: https://127.0.0.1:6443

Replace 127.0.0.1 with the external IP address of your VM. The line occurs several times in the 
kubeconfig file. Next, install the kubectl and oc client tools you need for your workstation. You 
can then control your Microshift VM from your workstation.

Figure 1: MariaDB StatefulSet for Kubernetes creates persistent storage and starts the database container. A web front end with 
phpMyAdmin runs in the namespace.
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bridge adapter to the container en-
vironment. The containers can then 
be managed directly with individual 
IP addresses like virtual machines 
(VMs). In such an environment, 
a “dedicated” MariaDB container 

could be run as a replacement for a 
MariaDB VM:

podman run U
  --name maria U
  --volume /var/pods/maria:U

           /var/lib/mysql:Z U
  --net pub_net U
  --ip 192.168.1.10 U
  --mac-address 12:34:56:78:9a:bc U
  docker.io/mariadb:latest

The host system /var/pods/maria di-
rectory contains the database files of 
the container. If it crashes, the data 
is retained. The whole setup works 
without port forwarding. The pub_net 
defined by the administrator runs 
on a network bridge. All the systems 
on the local network can access the 
MariaDB container by way of its IP 
address.
The code points to the mariadb:latest 
image. Each restart of the container 
can trigger an update of the database 
– major versions, too. For produc-
tion environments, you will therefore 
always want to specify the MariaDB 
version number and only update 
after appropriate testing. Image tags 
let you to specify only the major or 
minor releases (e.g., mariadb:10 or 
mariadb:10.8.3). However, a setup 
like this with a “generic” database 
server that many clients in the local 
area network address directly is not 
used very often. In far more cases, a 

Figure 2: The phpMyAdmin front end in the Kubernetes main space of the database uses the service to communicate with the MariaDB pod.

01  ---
02  apiVersion: v1
03  kind: Service
04  metadata:
05     name: mariadb
06     labels:
07          app: mariadb
08  spec:
09     type: NodePort
10     ports:
11     - port: 3306
12        protocol: TCP
13     selector:
14        app: mariadb
15  ---
16  apiVersion: v1
17  kind: ConfigMap
18  metadata:
19     name: mariadb
20     labels:
21        app: mariadb
22  data:
23     MYSQL_ROOT_PASSWORD: mysqlroot

24     MYSQL_DATABASE: db1
25     MYSQL_USER: mysqluser
26     MYSQL_PASSWORD: mysqlpwd
27  ---
28  apiVersion: apps/v1
29  kind: StatefulSet
30  metadata:
31       name: mariadb
32  spec:
33     serviceName: "mariadb"
34     replicas: 1
35     selector:
36          matchLabels:
37            app: mariadb
38  ---
39  volumeClaimTemplates:
40  - metadata:
41        name: mariadb
42      spec:
43        accessModes: [ "ReadWriteOnce" ]
44        resources:
45         requests:
46            storage: 10Gi

Listing 1: mariadb-state.yml
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or minimum values. This pod re-
trieves its environment variables from 
the ConfigMap declared earlier.
At this point, the volume mount point 
for the persistent volume (PV) is im-
portant. With volumeClaimTemplates 
(lines 39-46), StatefulSet automati-
cally generates a PV claim, which in 
turn creates the PV and binds it to the 

command line. However, the Config-
Map data is in plain text in the Kuber-
netes configuration. In a production 
environment, you would define the 
passwords separately as Secret for en-
cryption and security.
Now it’s time for the StatefulSet 
itself (lines 28-37). This section de-
clares the Kubernetes pod with its 
name and the number of replicas. Be-
cause MariaDB in this configuration 
does not support active-active mirror-
ing, the pod only has one replica, so 
StatefulSet makes sure that exactly 
one pod is running at any given time. 
If it crashes for any reason, Kuber-
netes automatically starts a new pod 
within seconds (Listing 2).
A pod can contain one or more 
containers that always run together 
and cannot scale separately. Mostly, 
however, a pod comprises a single 
container (i.e., mariadb:latest here); 
alternatively, the version number 
might be stated. You could optionally 
specify quota rules at this point (i.e., 
the RAM size and CPU shares the 
container will be given) as maximum 

database server only supports a single 
application.
The second example shows how to 
run a MariaDB server on Kubernetes 
(see the box “Kubernetes Test with 
Microshift”). The example uses State-
fulSet to ensure that an application 
with a state always has the appropri-
ate persistent storage available (Fig-
ures 1 and 2). To begin, create the 
mariadb-state.yml file (Listing 1) that 
launches with the service.
Lines 1-14 declare the database port 
as a service. This definition can then 
be used as an easy way to connect 
other applications to the database 
server. Because this example is a 
single-node cluster and you want 
to address the MariaDB container 
directly, you need to create the ser-
vice as a NodePort. Kubernetes then 
generates an automatic port mapping 
(Figure 3).
The file continues with a ConfigMap 
(lines 16-26). The values specified 
as data correspond to the environ-
ment variable declarations (-e) that 
you pass in at the Docker or Podman 

Figure 3: In a single-node Kubernetes structure, NodePorts allow access to applications in containers over the local area network; 
Kubernetes clusters use routes instead.

Listing 2: MariaDB Pod Reboot

01  template:
02    metadata:
03      labels:
04        app: mariadb
05    spec:
06      containers::
07      - name: mariadb
08        image: mariadb:latest
09        ports:
10        - containerPort: 3306
11          name: mariadb
12        volumeMounts:
13        - name: mariadb
14          mountPath: /var/lib/mysql
15        envFrom:
16        - configMapRef:
17          name: mariadb
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pod. To run StatefulSet, simply cre-
ate a namespace (projects) and run 
the specified YML file:

oc new-project mysql
oc create -f mariadb-state.yml

The command is

kubectl create namespace mysql
kubectl apply -f mariadb-state.yml

if you only use the kubectl client.

PostgreSQL and Microsoft 
SQL
You can also use exactly the same 
principle to create stateful sets for 
PostgreSQL or Microsoft SQL servers 
in containers. For PostgreSQL, use 
port 5432 instead of 3306 and the 
postgresql:latest or postgresql:14 
image and type the following lines 
into ConfigMap:

data:
   POSTGRES_DB: postgresdb
   POSTGRES_USER: admin
   POSTGRES_PASSWORD: test123

Microsoft delivers two different im-
ages for the SQL server. The link 
mcr.microsoft.com/ mssql/ server 
picks up the current SQL server im-
age on an Ubuntu basis from the 
in-house registry, whereas the link 
mcr.microsoft.com/ mssql/ rhel/ server 
gets a SQL server on an RHEL 8 
(UBI8=universal base image 8) ba-
sis. Microsoft (MS) SQL server uses 
port 1433. You have to pay attention 
to one small detail in the config map:

data:
   ACCEPT_EULA: "Y"
   SA_PASSWORD: "<LongPassword>"
   MSSQL_PID: "Developer"

MS SQL server requires a long pass-
word with eight digits or more. If you 
only specify test123 here, as in the 
PostgreSQL example, the MS software 
will stop the container immediately 
after it is started and you end up in a 
crash loop. The ACCEPT_EULA variable 
is also mandatory.

Implementing Failover

With a StatefulSet or Kubernetes 
deployment, you don’t have to 
worry too much about applica-
tion availability. If a database pod 
crashes, Kubernetes starts a new 
one within seconds and connects it 
to the existing persistent storage. Of 
course, in a Kubernetes cluster, this 
also covers the crash of a host, with 
Kubernetes then launching the new 
pods on another node. Complicated 
active-passive constructs with quota 
and Pacemaker rules are no longer 
needed.
How you back up the databases 
themselves from the persistent vol-
ume depends on the storage back 
end and your backup strategy. For 
example, you can have a sidecar 
container (second container in the 
same pod) or a separate pod access 
the PV in read-only mode and back 
up the physical files from there. In 
that case, you would need to stop 
the database in the database pod 
itself at the right times to close the 
database files correctly on disk. 
Built-in tools work best, such as 
timed database dumps or a sec-
ond pod that acts as a replication 
receiver to mirror all transactions 
asynchronously from the first da-
tabase server. You can find online 
how-tos for MariaDB [1] and Post-
greSQL [2].
Replication nodes are then useful for 
a rudimentary scale-out scenario. 
Replication means you can launch 
multiple read-only mirror pods of 
the SQL database, which are then 
accessed by application pods that 
require read-only access to the data-
base, which lifts the load off the main 
database pod.

Scale-Out Dimensioning

One of the essential functions of a 
relational database is the relations 
between the tabulated data (queries 
with JOIN), which are queried in real 
time. For this reason, a SQL server 
needs to keep the complete inventory 
of the database on the queried node. 
Concepts such as scale-out and data 

sharding, wherein parts of the data 
are distributed across several nodes 
and no node has all the information, 
are difficult to implement here.
A little-known database named 
NuoDB [3] promises full SQL func-
tionality with scale-out architecture. 
NuoDB relies on two types of nodes: 
the storage manager with persistent 
volumes and the transaction engine. In 
very simplified terms, the transaction 
nodes act as an in-memory cache for 
the storage nodes. If you want to test 
NuoDB, you will find on the project’s 
website a suitable Helm chart for the 
community edition that supports a 
maximum of three nodes. However, it 
only worked in the test environment 
with Microshift running on a fairly 
powerful machine – NuoDB requires 
8GB of RAM per node pod. Genuine 
scale-out is still the domain of NoSQL 
databases, which rely on completely 
different approaches and data and 
query structures.

Cassandra: NoSQL with a 
Structure
The open source Apache Cassandra 
project saves data in tables like a 
SQL server. It relies on its own Cas-
sandra query language (CQL) for 
queries; as the name suggests, CQL 
is strongly oriented on SQL. Unlike 
SQL, however, CQL has no relations 
and therefore no JOIN queries that 
query the data from multiple linked 
tables.
Therefore, Cassandra can redun-
dantly distribute the tables to mul-
tiple nodes. If a single node crashes, 
the system redistributes the lost da-
tasets from the redundancies. If you 
add more nodes, the system also 
automatically rebalances the tables 
to match the number of nodes and 
redundancy specifications. However, 
much like a SQL database, Cas-
sandra requires structured data and 
data types.
Cassandra is well suited as a SQL 
replacement for applications that 
handle data management in the ap-
plication itself and do not require 
higher level SQL functions such 
as JOIN to do so. If you can handle 
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simple create, read, update, delete 
(CRUD) functions on your own, you 
can easily switch your application 
from SQL to CQL and change the 
database back end.
A Cassandra cluster can be eas-
ily launched with StatefulSet on 
Kubernetes [4]. With the right con-
figuration, the nodes will automati-
cally find each other; the replica 
count determines the size of the 
cluster. If you want to try Cassandra 
on a test cluster like the Microshift 
cluster referred to earlier, you need 
to have enough free RAM, because 
Cassandra is written in Java and is 
a little memory hungry. The setup 
for this article ran on an old laptop 
with a Core i7 and 16GB of RAM – 
and that was fine.

Document-Centric NoSQL

Document-centric databases such 
as Couchbase or MongoDB take 
a completely different approach. 
Instead of structured tables, these 
databases save information with 
keys and values. In principle, each 
document could use its own keys. 
These NoSQL databases focus on 
the dataset itself and are therefore 
considered document-centric, not 
table-centric. Index keys allow the 
database to find the stored data 
again. With simple calculated hash 
values, MongoDB and Couchbase 
can very easily distribute their 
documents across multiple nodes to 
achieve redundancy.
This solution basically works like 
GlusterFS or Ceph. Document data-
bases use the vendor’s API instead of 
a standardized query language. Cases 
in which application developers with 
an existing SQL connection convert 

use this data structure store as a 
communications hub, allowing pods 
to exchange data and configuration 
information. Redis runs in-memory 
but can also dump data to persistent 
storage at predetermined intervals 
to reload inventory data after a pod 
restart.

Conclusions

With concepts such as Kubernetes’ 
StatefulSet, classic databases such 
as MariaDB, MS SQL, or PostgreSQL 
can be nicely accommodated in a 
container environment. Kubernetes 
delivers good, if not better, database 
availability than an elaborate active-
passive failover construct with Pace-
maker. However, this setup requires a 
reliable storage back end. NoSQL da-
tabases promise better integration in 
scale-out environments, especially for 
applications with large but not neces-
sarily contiguous datasets. Migrating 
existing SQL applications to NoSQL 
would seem to be, with the possible 
exception of Cassandra, too expensive 
in most cases, because the data struc-
tures differ greatly. 

Info

[1]  MariaDB replication: [https://  mariadb.  com/ 

 kb/  en/  standard-replication/]

[2]  PostgreSQL streaming replication:  

[https://  wiki.  postgresql.  org/  wiki/ 

 Streaming_Replication]

[3]  NuoDB: [https://  www.  3ds.  com/ 

 nuodb-distributed-sql-database/]

[4]  Cassandra deployment with StatefulSet: 

[https://  kubernetes.  io/  docs/  tutorials/ 

 stateful-application/  cassandra/]

[5]  Helm chart for CouchDB:  

[https://  artifacthub.  io/  packages/  helm/ 

 couchdb/  couchdb]

their application to NoSQL are ac-
cordingly rare. The approaches are 
simply too different.
On the other hand, developers of 
modern web applications can handle 
this type of data storage quite quickly 
and easily. Simple function libraries 
exist for every modern programming 
language to simplify the handling of 
document databases greatly and elim-
inate the tedious process of elaborat-
ing a data table and variable structure 
up front.
Nevertheless, the lack of a unified 
query language for document-centric 
NoSQL databases is certainly one of 
the reasons these technologies have 
been slow to establish themselves as 
generic databases for off-the-shelf ap-
plications. If you want to take a closer 
look at these tools, you don’t have 
to look far. Couchbase has a prebuilt 
Helm chart that makes installation on 
Kubernetes a breeze [5].

Special Services

NoSQL databases for general use 
are joined by a few modern scale-
out databases for special applica-
tions, including Elasticsearch, which 
has a document structure similar 
to MongoDB and can be operated 
quite simply across several nodes. 
Elasticsearch, as the name suggests, 
provides a strong search function, 
which is why it is often used where 
comparatively unstructured data (e.g., 
logfiles) need to be searched for spe-
cific information.
Users are increasingly replacing data-
bases with simple key-value stores in 
applications with low data volumes 
or simple datasets. Redis is certainly 
one of the most popular at the mo-
ment. Many scale-out applications 
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Whereas IT organizations in the 
past maintained individual setups 
with separate infrastructures, scalable 
platforms today almost inevitably set 
the tone. Because customers take it 
for granted that their providers will 
continually reduce the cost of IT in-
frastructure and its operation, today 
IT can only be operated efficiently if 
it relies on sheer mass.
In the past, admins might have had 
a few dozen systems in their care; 
however, today they are more likely 
to have hundreds of machines or 
even more. Of course, this also affects 
the applications that run on these 
platforms: They need to be able to 
grow along with the environments. 
Several examples do this impressively, 
including Ceph, which offers storage 
that grows with the usage scenario, 
or applications that adhere to a cloud-
ready design and can internally scale 
seamlessly at every level.
The trend toward scaling does not 
stop at databases either. You might 
think this topic no longer needs 
further consideration. After all, you 
have Galera for MySQL and a cor-
nucopia of solutions for PostgreSQL 
that retrofit scalability. Unfortu-
nately, it’s not that simple. Galera 
(Figure 1) has a fan base, but comes 
with architectural weaknesses that 
often make its use impossible. Post-
greSQL is nowhere near as popular 
as MariaDB or MySQL; it is used in 
far fewer setups and is considered 

more complicated and cumbersome. 
Not to mention that quite a few of 
the replication solutions for Post-
greSQL are also plagued with criti-
cal design flaws.
Vitess [1], a scalability solution for 
MySQL that has proven itself over 
the years at YouTube, deliberately 
does a few things differently from 
Galera. The authors promise seam-
less scalability with reliable consis-
tency, as well as several additional 
features such as an internal engine 
that optimizes database queries to 
eke out more performance. At least 
according to the advertising, Vitess 
– in combination with MySQL – is 
the perfect database solution for 
scalable setups and, in turn, also for 
cloud setups.

Challenges

Before I turn directly to Vitess, it 
might be useful to briefly outline the 
basic challenges of a distributed data-
base system to help understand why 
special software is needed at all to 
implement scaled databases. After all, 
the question of why a single MySQL 
instance on powerful hardware is not 
enough is quite legitimate and not 
at all easy to answer. The same ap-
plies to the question of why a single 
dataset from MySQL cannot be easily 
distributed to any number of MySQL 
instances on the back end.
Basically, databases in modern set-
ups are one of the few places where 
persistent data is backed up. Today, 
modern cloud-ready applications in 

Vitess relies on various techniques to scale MySQL horizontally, while looking like the popular database from the 
outside. But does it deliver what its authors promise? By Martin Loschwitz

Distributed MySQL with Vitess

 Ubiquitous

Figure 1: Galera is a first generation replication solution that suffers from some 
architectural restrictions. © Galera
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particular often take a completely dif-
ferent approach to their data manage-
ment: They logically isolate the data 
assets (i.e., static content such as 
images or videos) from the user data. 
Asset data in modern setups today 
often is outsourced to external stor-
age, such as Amazon Simple Storage 
Service (S3), from where it is then 
mounted directly through an HTTP 
link. This process reduces the load 
on the application and is generally 
faster for clients because storage can 
be targeted geographically with the S3 
protocol and, moreover, can be com-
bined with caches to create a kind of 
mini content delivery network (CDN). 
It used to be quite common to store 
asset data in databases, too, but those 
days are long gone. Why then is a 
single instance of MySQL not enough 
in cloud setups?
The short answer to this question 
is that a single MySQL would be a 
single point of failure and sooner or 
later could run into performance is-
sues, depending on the size of the 
setup. Classic high availability (HA) 
solutions such as cluster managers 
are also anathema to the developers 
of cloud-ready setups. The crystal 
clear requirement for any application, 

plugin, implementing communica-
tion between nodes with its own 
consensus algorithm and keeping the 
contents of the cluster’s database in-
stances in sync.
The Vitess architecture (Figure 2) is 
nothing like that simple. Above all, 
Vitess can’t really be called an add-
on for MySQL anymore. Although 
MySQL still plays a role in the context 
of Vitess as a possible back end for 
storing data, the entire logic of data 
storage and data processing ulti-
mately takes place at the Vitess level 
and therefore in services designed 
specifically for Vitess.
The linchpin of the solution is a 
component named VTGate, or Vitess 
Gateway, a pointer to the function 
of this component. All data that is 
directed to the database must pass 
through VTGate, which is supported 
by an additional Topology Service 
that manages and stores the meta-
data of a Vitess instance. To import 
changes to the metadata (e.g., when 
new databases or tables are created), 
you can use two tools: vtctl, which 
runs directly at the command line, or 
vtctld, which is the back end for a 
GUI that can also modify the data in 
the database.

simply put, is that it needs to scale 
seamlessly and run as an arbitrary 
number of connected instances. Solu-
tions like MySQL are no exception to 
this rule.
Technically, though, a big challenge 
is in making a behemoth such as 
MySQL fit for horizontal scaling. In 
classic MySQL, everything is designed 
to have a central control authority. 
The master instance is the sole point 
of contact for write operations. It 
guarantees consistency without which 
a database can hardly be used in a 
meaningful way. What this looks 
like under the hood is clear to any 
admin who has ever had to deal with 
MySQL. Somewhere in /var/lib/
mysql/, you have the databases with 
their tables, with simply no way to in-
terconnect multiple MySQL instances 
so that they can handle queries from 
multiple instances and uphold consis-
tency guarantees at the same time.

Many Instances and 
Sharding
This problem is exactly what Vitess 
addresses for MySQL. However Vi-
tess is a totally different beast from 
Galera, which slots in as a MySQL 

Figure 2: Vitess is a cloud-native database that relies on MySQL in the background and exposes the MySQL protocol to the outside world. 
However, it abstracts MySQL by means of an intermediate layer. © Vitess
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When it comes to the database 
metadata, control occurs indirectly 
through the Topology Service, with 
which VTGate communicates con-
stantly. To understand the way Vitess 
works, you must understand that its 
gateway implements its own MySQL 
interface in the form of the MySQL 
server protocol. Clients accessing the 
overall construct do not communicate 
with a genuine MySQL instance, but 
with a kind of abstraction layer that 
can handle the MySQL protocol (Fig-
ure 3).
Of course, a front end for storing data 
does not give you a database, because 
the information has to go somewhere. 
Vitess relies on MySQL, but in a dif-
ferent way than you might expect. A 
VTGate instance can have any num-
ber of VTTablet instances assigned to 
it, this being another service from the 
Vitess universe. A VTTablet instance 
always needs a real database on the 
back end where it can store its data 
locally, and Vitess relies on MySQL 
again for this task.
On the basis of this design alone, 
however, it is clear that the single 
MySQL instance here really just acts 
as a data store. The actual magic 

(i.e., the distribution of the data) is 
handled by a team of VTGate and VT-
Tablet instances. A VTTablet instance 
can have several operating modes: In 
primary mode it allows write access, 
and in replica mode it’s in a mainte-
nance state.

Logical Databases

Administrators who want to run 
Vitess in the future need to under-
stand fully the implications of this 
implementation. The classic division 
of MySQL into databases, tables, and 
rows and columns does not occur 
natively in Vitess. Also, in terms of 
the MySQL and VTTablet processes 
running in the background, there is 
no equivalent to what a client sees 
when accessing a MySQL instance of 
Vitess with VTGate. Instead, what a 
client sees through a VTGate instance 
is always the compiled, overall logical 
image of a widely distributed data set 
in the background on the individual 
VTTablet instances. Certain parallels 
to other distributed solutions such as 
Ceph are obvious. There, the Ceph 
Monitor (MON) servers implement 
the abstraction for the client, and the 

Object Storage Daemons (OSDs) store 
data on block storage devices in the 
background. Vitess works in a quite 
similar way, except the individual 
services go by the names VTGate and 
VTTablet.
The question then becomes: How 
does VTGate transpose the data in 
the background (i.e., how does Vitess 
implement the legacy MySQL data 
model)? When an arbitrary MySQL 
client connects to a VTGate instance, 
it will still see databases, tables, and 
rows and columns, but VTGate re-
writes these structures internally. To 
make things slightly complicated for 
newcomers, the Vitess authors use a 
whole cornucopia of technical terms 
to describe their design, which pro-
spective Vitess admins urgently need 
to study.
The analogy for the namespace, for 
example, is the keyspace, which is the 
counterpart to a classical database 
in MySQL at the Vitess level. In the 
Vitess documentation, the authors 
describe a keyspace as a logical da-
tabase. Where the contents of such a 
database ultimately end up depends 
on its configuration and mode of op-
eration – and that’s the rub when it 

Figure 3: From the client’s point of view, nothing changes when working with MySQL. The commands from the Vitess documentation shown 
here would also be usable with a normal installation of MySQL.
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This is all the more true because Vi-
tess also supports the cell as a logical 
unit, which is no less than the tar-
geted distribution of shards across the 
boundaries of physical locations. Con-
sequently, setups for disaster recovery 
are easy to implement with Vitess; 
again, this capability sets Vitess apart 
from other solutions such as Galera.

Tricks and More Tricks

The Vitess developers note at various 
points in their documentation that, 
although useful replication was a pri-
mary design goal of Vitess, it was far 
from the only one. The developers ad-
ditionally looked to address some of 
the issues that were bothering them 
about MySQL but which remain un-
solved to this day. One ongoing prob-
lem is the famous queries of death, 
which seem to take an eternity to 
execute. It’s no secret that many com-
panies would be better off investing 
money in a MySQL consultant than 
in increasingly powerful hardware for 
the database.
In many places, for example, da-
tabase queries have been created 
in applications over the years that 
force MySQL to perform huge in-
ternal queries and that can, in the 
worst case, take down the entire 
database. The problem with MySQL 
is that, once such a query has been 
dispatched, you have no way to stop 
it prematurely from the outside and 
are forced to look on while MySQL 
maneuvers itself into a black hole or 
is eventually reprimanded by the ker-
nel’s out-of-memory killer.
Vitess obviously has a starting point 
for stopping this problem. The VT-
Gate instance can also reach the 
limits of its performance when deal-
ing with complex requests. Unlike 
real MySQL, however, a query can 
be terminated externally with vtctl, 
averting any danger to the functional-
ity of the database. Prevention is also 
possible. LIMIT statements for certain 
query types can be stored at the VT-
Gate level and, transparently from 
the client’s point of view, terminate 
queries automatically after a certain 
wait or not execute them at all.

The Vexed Subject of the 
Quorum

Anyone familiar with distributed sys-
tems – and specifically with distrib-
uted storage – will have started won-
dering how Vitess solves the problem 
of the quorum, which is always 
inherent in distributed systems. In 
fact, the quorum also plays a big role 
when working with shards, but the 
Vitess developers make it very easy 
for themselves. VTGate generates the 
view for clients with the help of the 
Topology Service. The Vitess develop-
ers have simply added an interface 
to cooperate with external consensus 
algorithms. In Vitess, this is Etcd by 
default, which runs in many Kuber-
netes instances anyway. Alternatively, 
Zookeeper can be used.

Performance and 
Redundancy
A running Vitess cluster must be 
thought of as a set of keyspaces 
spread wildly across all existing 
instances of VTTablet and MySQL 
in the form of shards. A shard 
always exists several times, and 
replica shards are used for read 
operations. If an instance fails, the 
missing shards are automatically re-
instantiated on other instances of the 
cluster, which not only helps with 
performance but also guarantees ap-
plication redundancy.
At the same time, VTGate ensures 
that the central consistency guar-
antees, such as those based on the 
atomic, consistant, isolated, durable 
(ACID) principle, continue to be up-
held in Vitess. ACID is the catch-all 
question that comes up regularly in 
the context of distributed databases. 
Whether a database is reliably con-
sistent ultimately drives the success 
or failure of the application in many 
areas. The Vitess developers have 
managed to achieve precisely this 
consistency by using VTGate as a 
proxy server with third-party lan-
guage capabilities in the form of a re-
implemented MySQL protocol, which 
is quite impressive from a technical 
point of view.

comes to Vitess scalability. To achieve 
the desired scalability, Vitess relies 
on sharding, the splitting of a large 
data set into many smaller data sets 
that then end up on different storage 
back ends. Administrators are familiar 
with this principle from mail serv-
ers, among other things: If the space 
available on the back-end storage is 
not sufficient, the only solution is to 
acquire a second storage solution and 
distribute the mailboxes across the 
two storage instances.
Vitess follows quite a similar ap-
proach with sharding. The VTGate 
instance distributes data that be-
longs together across all VTTablet 
instances it knows. Vitess explicitly 
refers to the shard (i.e., a data frag-
ment) as a subunit of the keyspace, 
which again reveals a little more 
about Vitess’s functionality. What 
looks like a database and a table 
to the outside (i.e., when viewed 
through VTGate) is in reality several 
chunks of data located in the various 
VTTablet instances.
The operating modes of VTTablet, 
as previously mentioned, also play 
a role because they are inherited by 
the shards located on a VTTablet in-
stance. Accordingly, shards can also 
be in the primary or replication state. 
The highlight is that the different 
roles of a shard are distributed to dif-
ferent VTTablet instances: VTTablet 
instance 1 can be the primary for one 
shard, instance 2 for another shard, 
and so on. This structure distributes 
load while allowing users to benefit 
from the many storage devices on 
different MySQL nodes in the back-
ground by simply logically merging 
their bandwidth.
Now you can see the core function of 
VTGate: It knows which shards are 
located where and cooperates with 
the Topology Service for this purpose. 
Earlier, I mentioned a compiled and 
logical view of the cluster that the 
clients see. It is VTGate in coopera-
tion with the Topology Service that is 
responsible for compiling this totally 
logical view on the fly and delivering 
it to the client. Needless to say, VT-
Gate is also scalable – many instances 
of VTGate can run in parallel.
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Another similarly useful VTGate ca-
pability targets performance optimiza-
tion. Of course, if all queries to the 
database pass through VTGate, the 
VTGate instances also know what has 
been queried recently, which is where 
deduplication comes in handy. If 
VTGate or an instance from a VTGate 
team detects that several identical 
read operations are taking place at 
the same time, it forwards only one 
of them to the back ends in the back-
ground but delivers the results for all 
of the requests.
Another thing worth mentioning is 
the pooling of connections, which 
Vitess supports out of the box. Tra-
ditionally, each client connecting to 
a MySQL instance requires its own 
standalone TCP/ IP connection with 
its own memory. However, as you 
know, clients in Vitess do not talk 

directly to MySQL, but only to VT-
Gate. Because Vitess is written in Go, 
the connection pooling from this lan-
guage is available: Instead of open-
ing several self-sufficient connections 
to the individual VTTablet instances 
and their back ends in the form of 
MySQL in the background, it com-
bines all of the incoming connections 
into significantly fewer open con-
nections in the background, while 
still achieving higher bandwidth and 
more performance.

Made for the Cloud

Applications designed for the cloud 
today generally trigger certain ex-
pectations on the part of the user 
community. One assumption, for ex-
ample, is that cloud-ready applica-
tions offer extensive interfaces out 

of the box for debugging and, more 
specifically, for analyzing perfor-
mance. Vitess is no exception, and 
the developers of the software de-
liver. Vitess keeps elaborate records 
of practically everything it does at 
runtime, and it offers the possibility 
of parsing the data over standard-
ized interfaces, which then ben-
efits services such as Prometheus 
(Figure 4), for which Vitess even 
provides a native interface out of 
the box.
The service’s data collection capabil-
ity is not limited to individual appli-
cations like VTGate. Extensive met-
rics data also can be squeezed out of 
the individual VTTablets, allowing 
for classic event monitoring in addi-
tion to comprehensive performance 
monitoring. From the administrator’s 
point of view, the most important 

Figure 4: MySQL can only be integrated into Prometheus with its own exporter, as shown in this example. Vitess, on the other hand, comes 
with its own interface for Prometheus along with a dashboard for Grafana.© Percona

Figure 5: As befits its status, Vitess offers perfect integration with Kubernetes and can be rolled out reliably in it in just a few seconds.
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performance, stronger redundancy, 
greater visibility of the details (e.g., 
in performance monitoring), and a 
far more pleasant user experience, 
all told.
Vitess as a state-of-the-art solution 
naturally also offers perfect Kuber-
netes integration and can be rolled 
out directly in a cluster with the Ku-
bernetes Helm package manager, for 
example (Figure 5). In any case, any-
one looking for a scalable database 
for the cloud should have Vitess on 
their radar. 

Info

[1]  Vitess: [https://  vitess.  io]

the scales for the overall performance 
of an environment. This performance 
can be meticulously monitored down 
to the level of individual queries by 
reference to the logged metrics data. 
Vitess can do far more than MySQL, 
for example, out of the box.

Conclusions

The idea of re-implementing a part 
of MySQL on the basis of a different 
architecture understandably triggers 
skepticism among many, and par-
ticularly so with Vitess because the 
solution ultimately still needs a real 
MySQL instance in the background, 
acting as a back end for the VTTab-
let services.
Any doubts, however, are completely 
blown away on closer inspection. 
Unlike first-generation database rep-
lication solutions such as Galera, Vi-
tess takes a far more comprehensive 
approach that translates to better 

thing is to find a healthy monitoring 
balance – precisely because Vitess 
is implicitly redundant and offers 
certain self-healing capabilities. It no 
longer seems appropriate to drag the 
administrator out of bed at 3:00am 
on Saturday because a MySQL in-
stance in a cluster of 20 Vitess nodes 
has died. Vitess will eventually re-
cover all missing replicas of shards 
automatically, and in a short time, 
within the set recovery values.
However, the situation is different 
for central components: If a load 
balancer upstream of several VTGate 
instances fails, access to the database 
will eventually fail, triggering the 
need for manual intervention by the 
administrator.
Performance monitoring is likely to 
be almost more useful than event 
monitoring for Vitess admins in ev-
eryday life. After all, databases play 
a central role in many setups, with 
their performance regularly tipping 
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If you want to respond to higher load 
with more instances instead of a more 
powerful server, you typically need 
stateless applications. Horizontal 
scaling, whether in the cloud or with 
multiple servers, virtual machines, 
Kubernetes pods, or containers, cre-
ates the elasticity and resilience that 
business applications need – espe-
cially in the cloud, where every com-
ponent needs to be replaceable in the 
event of failure and where elasticity 
ensures cost reductions without per-
formance loss.
Hardly any application can do with-
out a database to store data and 
ensure consistency, even with concur-
rent transactions. However, a data-
base is likely to be stateful, and that 
presents a challenge when it comes to 
scaling. YugabyteDB is a cloud-native 
database, is fully open source, and 
aims to achieve PostgreSQL compat-
ibility, which means the ability to run 
the same applications and tools with 
identical application behavior while 
handling complex online transactional 
processing.

Monolithic RDBMSs
You could ignore the modern chal-
lenges of relational database manage-
ment systems (RDBMSs) if you just 
opened them on a single server. This 
restriction allows database processes 
simply to use the operating system’s 
shared memory, which is protected by 
latches (spinlocks or mutexes).
Database users often think their 
database’s shared memory pool is 
only useful as a cache for boosting 
performance, because it removes the 
need for I/ O access to the data file 
in many cases. In fact, one of the 
main reasons for the existence of the 
shared memory pool is that it serves 
as a single source of truth when dif-
ferent sessions need read and write 
access to a given block of data with-
out corrupting the block. However, 
a side benefit is that a larger shared 
memory pool also reduces read and 
write access to the hard disk for 
frequently used blocks. PostgreSQL 
in particular partially delegates this 
cache function to the Linux kernel, 
which is why the recommendation 

is to keep the shared memory pool 
smaller and leave more space for the 
filesystem buffers.
This mechanism limits the database 
to a single server that can share its 
RAM with all processes. One excep-
tion is Oracle’s Real Applications 
Cluster (RAC), in which multiple RD-
BMS instances can open a database. 
However, this arrangement mandates 
complex intracluster synchroniza-
tion, wherein the current version of a 
data block is only allowed to exist at 
a single location and therefore needs 
to be moved back and forth between 
physical machines. This global cache 
and lock management requires a net-
work with exceptionally low latency, 
such as the InfiniBand network of-
fered by Oracle’s Exadata servers. On 
a conventional network, this setup 
will not work between different data 
centers or in the cloud. Addition-
ally, RAC requires block storage that 
can be accessed by multiple virtual 
machines at the same time. This ad-
ditional challenge in the cloud envi-
ronment is unusual. Le
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The world of scale-out is stateless; unfortunately, databases are not. 
YugabyteDB solves this dilemma for PostgreSQL. By Franck Pachot

Scale-out with PostgreSQL

 Load Up
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Over the years, monolithic RDBMSs 
have been beefed up with a variety 
of features to meet business needs 
or to make development and testing 
easier. Thanks to atomicity, consis-
tency, isolation, and durability (ACID) 
guarantees, these applications deliver 
correct results even if race conditions 
or other issues occur. The key is SQL 
with its referential integrity (foreign 
keys) or unique constraints. What 
impresses most is that applications do 
not require any additional code. Once 
a level of isolation is established, 
anomalies that could result from con-
current access are prevented, again 
without additional code.
Another feature that is easy to imple-
ment in a monolithic architecture is 
the various indexes and their auto-
matic maintenance, which means the 
same database can be used for mul-
tiple use cases with more flexibility as 
a bonus thanks to logical-physical in-
dependence. In short, the application 
queries the tables without worrying 
about the access path to the data. The 
database transparently and autono-
mously finds the optimal access path 
through the indexes.

Web Scale and NoSQL

Over the years, the pressure to serve 
the need for scaling across the board 
has become more intense. The 
reasons for this were the Internet, 
web-based business models, and the 
cloud. You cannot serve millions of 
users with a single database running 
at a single location somewhere in the 
world. This setup is impossible for 
three reasons.
First, the latency experienced by users 
when information is moved between 
different regions around the world is 
an unacceptable hundreds of millisec-
onds. No technical approach can al-
leviate this problem because informa-
tion cannot be transmitted faster than 
the speed of light. The only option 
left is to keep the data in different 
locations near the users. Storing data 
at different locations can be a legal 
requirement, as well.
Second, the network between geo-
graphic regions is the Internet, where 

complex online transactional process-
ing (OLTP); developers still wanted 
all the SQL features they enjoyed in 
the RDBMSs used previously but now 
with all the benefits of the NoSQL 
scale-out architecture. As a result, 
the popular SQL came back in a form 
called NewSQL.
Data warehouses and analytical appli-
cations simply used NoSQL’s sharding 
technique to split their data, and each 
shard was its own RDBMS. However, 
this approach does not allow for 
transactions beyond the boundaries of 
a shard, no global indexes, no unique 
constraints, no foreign keys between 
shards, and no joins between parti-
tions. This arrangement is acceptable 
for analytical applications, but OLTP 
applications need global transactions.
Distributed SQL databases are the 
latest development in this respect for 
the time being. They provide all the 
features of SQL, including cross-node 
transactions, foreign keys, and unique 
constraints in a scale-out architec-
ture. Google’s Cloud Spanner, Cock-
roachDB, and TiDB belong to this 
group. Cloud Spanner provides SQL 
much like PostgreSQL, whereas TiDB 
resembles MySQL.
Vendor Yugabyte takes things a step 
further with YugabyteDB by reusing 
PostgreSQL to provide a full set of 
SQL features, then building the whole 
thing on a Spanner-style distributed 
engine foundation. In this way, the 
user gets the best of both worlds: You 
can connect to any node and always 
have read and write access to a single 
logical database (Figure 1).

Distributed SQL

YugabyteDB is based both on proven 
work, as described in a Google paper 
on Spanner [1], and on unique in-
novation. In a two-layer architecture, 
the reused PostgreSQL in the SQL 
layer builds on the underlying DocDB 
layer, which is the distributed trans-
actional key-value data storage layer. 
Applications can connect to any node 
and see a single logical database 
from there. Although the Yugabyte 
structured query language (YSQL, 
the PostgreSQL-compatible layer) is 

packets are routed through an infra-
structure in which performance bottle-
necks and errors can occur at any time. 
If the database only ran in one place, 
the application would become un-
available whenever the network went 
down. All popular RDBMSs implement 
active-passive replication and provide 
read replicas that can be used to output 
reports, even if the primary database is 
down. However, this is not equivalent 
to scaling across different nodes and 
implementing consistent cross-node 
read and write transactions.
Third, some workloads need high 
throughput with predictable response 
times even under peak load (e.g., 
Black Friday trading). The use of 
more CPUs and more RAM in a server 
(scale-up) requires downtime and 
always has limits. To ensure the avail-
ability of the application in all situa-
tions, the database needs to run on 
several servers, the number of which 
can be increased as needed and de-
creased later to save money. At the 
same time, this arrangement allows 
for updates during operation.
This need to scale out has spawned a 
new type of database that partitions 
data into shards, which it then stores 
on multiple servers. One solution has 
been to run transactions essentially in 
the way they were run before the ad-
vent of relational databases: with a hi-
erarchical and distributed structure that 
does not allow for complex transactions 
or guarantees of consistency and makes 
do with very simple storage primitives.
NoSQL databases do precisely this. 
They are similar to datastores before 
SQL was invented but are distributed 
across a resilient and elastic network 
of nodes. NoSQL is great for certain 
tasks for which the access patterns 
are known in advance. Some compa-
nies have migrated their data to these 
kinds of databases. In turn, however, 
it forces additional code on the appli-
cation to replace the loss of SQL fea-
tures. Of course, until some time ago, 
this was the only way to scale out.

NewSQL

The need to scale out arose for 
all kinds of workloads, including 
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the main interface, it can be replaced 
(Figure 2). For example, Yugabyte 
has a Cassandra-like API that can be 
used if the user does not need full 
SQL support and instead wants to 
use the syntax and special features of 
Cassandra (e.g., TTL, or time to live).
The PostgreSQL back end, made 
ready for the cluster with additional 
code, parses the queries and executes 
them. The tables are split into shards 
by a hash or range function and dis-
tributed among the database nodes. 
The default sharding strategy includes 
a hash on the first column of the key 
and an automatic split as the table 
grows.
However, the PostgreSQL syntax has 
been extended to allow full adminis-
trative control. The statement

yugabyte=# create table emp (
  empno int, hiredate timestamp,
  primary key (empno hash)
  ) split into 42 tablets;

creates a table with hash sharding 
based on the empno column with 42 
preset shards (known as tablets). 
The statement

yugabyte=# create index emp_hire
  on emp ( hiredate asc )

  split at values (
    ('2010-01-01'),
    ('2015-01-01'),
    ('2020-01-01')
  );

creates an index for the hiredate col-
umn that is split by range to allow a 
scan of the index range, for which the 
year ranges 2010 to 2020 are preset.

To avoid latency between nodes dur-
ing joins, multiple tablets can be 
stored in the same shard so that all 
joins remain local. Some reference 
tables can be synchronized with mul-
tiple regions. With a replication factor 
(RF)=3 across three data centers or 
availability zones, the database can 
be used even if one of the data cen-
ters fails. Nodes can also be distrib-
uted as part of a multicloud or hybrid 
cloud setup (Figure 3).
By default, the tables and indexes are 
distributed over the entire cluster. If 
latency or data management requires, 
distribution can be limited to a sub-
set of the cluster, such as a specific 
region, achieved with the help of 
PostgreSQL partitioning functions and 
tablespaces. Tablespaces are used to 
map tables, indexes, and partitions to 
the cluster topology. The example in 
Listing 1 replicates a region (eu-west) 
across three availability zones.
Afterward, the tablets are realigned 
with this topology (in the last line). 
This online process moves tablets as 
they are read from and written to, 
and it all works thanks to replication.

Architecture

Given the technical challenges, not 
many distributed SQL databases 

Figure 1: Users can connect to any node to gain read and write access to the database.  
© Yugabyte

Figure 2: The exchangeable API layers on top of the distributed storage engine are a 
special feature of YugabyteDB. © Yugabyte
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need. If you add three or more nodes, 
you can test for resilience (by simu-
lating a failure) and elasticity (by sim-
ply adding more nodes). The simple 
web console lets you monitor auto-
matic data balancing and processing.
The commands

$ docker network create -d bridge yb
$ docker run -d U
  --name yb1 --hostname yb1 --net=yb U
  -p5431:5433 U
  -p7001:7000 U
   yugabytedb/yugabyte:latest U
   yugabyted start U
  --daemon=false --listen yb1

create a network, start an initial 
node, and export ports 5433 for Post-
greSQL and 7000 for the web console 
revealing the tablet server and tab-
lets. Port 7000 can be accessed on 
http:// localhost:7001. After startup, 
any PostgreSQL client can connect to 
the database with

postgres://yugabyte@localhost:5431/yugabyte

To add more nodes, use the --join 
option. You can build a three-node 
cluster with:

in the code that are specific to Yuga-
byteDB are clearly marked. Look for 
IsYBRelation() in the code to get a 
good idea. This approach enables ad-
aptation to the new features of future 
PostgreSQL versions that are released 
every year.

Open Source

Just like PostgreSQL, YugabyteDB 
does not have an Enterprise edition: 
YugabyteDB with all its database fea-
tures is open source, giving you all 
the freedom you need and allowing 
for community contributions. For pro-
duction, the company Yugabyte offers 
support and managed services, but 
the database and all of its features re-
main under the Apache 2 open source 
license. The decision to use free soft-
ware was explained in detail by the 
founder and CTO of Yugabyte, Karthik 
Ranganathan [2].
Because YugabyteDB is open source, 
it is easy to test. It runs on any Linux 
platform – whether server, virtual 
machine, or container. You only need 
local storage and network access. The 
easiest way to test it on a laptop is to 
use Docker. A single node is all you 

provide full SQL functionality with-
out limiting transactions to a single 
server.
Google Spanner started with limited 
SQL but later added protocol and syn-
tax compatibility with PostgreSQL. It 
is still restricted to the Google Cloud 
platform. CockroachDB does the same 
thing but opens up to other platforms 
and provides some core functionality 
as open source. Its PostgreSQL com-
patibility still requires code changes 
when porting PostgreSQL. TiDB is 
compatible with MySQL.
In this article on distributed SQL 
with YugabyteDB, I focus on the 
YSQL API, even though many Cas-
sandra converts use the Cassandra-
like Yugabyte cloud query language 
(YCQL).

PostgreSQL Compatibility

The decision in favor of compatibility 
with PostgreSQL was driven by its 
popularity for OLTP applications and 
its consistency with the SQL standard. 
Having the same protocol and syntax 
and providing the same functionality 
is useful – not only for the portabil-
ity of existing applications, but also 
for familiarity. YugabyteDB is a new 
database, and in the event of a prob-
lem, searching for an answer online 
(e.g., Stack Overflow) would not yield 
many hits.
However, when it comes to SQL is-
sues, the knowledge base in the 
documentation, forums, and blogs 
regarding PostgreSQL also applies to 
YugabyteDB. Compatibility in this 
case means the ability to run the 
same applications and tools used with 
PostgreSQL. YugabyteDB provides 
all isolation levels with the same se-
mantics as PostgreSQL to ensure the 
same behavior in production. Other 
distributed databases only implement 
the serializable isolation level, which 
requires the application to implement 
repetition logic.
The YSQL code layer is based on a 
fork of PostgreSQL that comes with 
many SQL functions and includes 
not only all current PostgreSQL fea-
tures, but also the use of numerous 
PostgreSQL extensions. The places 

Figure 3: Several options for the distribution of nodes. © Yugabyte

Listing 1: Replication

create tablespace "eu-west" with ( replica_placement= $$
  {
  "num_replicas": 3, "placement_blocks": [
    { "cloud": "cloud", "region": "eu-west1", "zone": "eu-west1a", "min_num_replicas": 1 },
    { "cloud": "cloud", "region": "eu-west1", "zone": "eu-west1n", "min_num_replicas": 1 },
    { "cloud": "cloud", "region": "eu-west1", "zone": "eu-west1c", "min_num_replicas": 1 }
  ]
  } $$);
alter table emp set tablespace = "eu-west";
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$ docker run -d U
  --name yb2 --hostname yb2 --net=yb U
  -p5432:5433 U
  -p7002:7000 U
   yugabytedb/yugabyte:latest U
   yugabyted start U
  --daemon=false --listen yb2 --join yb1
$ docker run -d U
  --name yb3 --hostname yb3 --net=yb U
  -p5433:5433 U
  -p7003:7000 U
   yugabytedb/yugabyte:latest U
   yugabyted start U
  --daemon=false --listen yb3 --join yb1

The user can then connect to any 
available node and read from and 
write to it, even if another node is 
down. The same database can also 
be created in YugabyteDB Managed, 
a fully managed database as a ser-
vice (DBaaS) that runs on AWS and 
Google Cloud. A small machine can 
be used free of charge.

Challenges

The query layer is based on Post-
greSQL code; the rows and index 
entries of the YugabyteDB tables 
(YSQL) are sharded. A range or 
hash function handles the distribu-
tion work, which can be specified 
with create table and create index 
by specifying ASC or DESC for range 
sharding or HASH for sharding with a 
hash function. The hash function is 
computed by default for the first col-
umn of the primary key of secondary 
indexes. The default values are used 
to facilitate migration from Post-
greSQL without changing the data 
definition language (DDL).
Sharding occurs automatically by 
splitting the shards (or tablets) as 
the table grows. Additional syntax, 
or management commands, splits 
the tables and indexes manually 
(e.g., before a bulk load). The table 
rows and index entries are all dis-
tributed independently by default, 
but for performance reasons, it is 
possible to group small tables and 
indexes together into a single tab-
let. This decision depends on your 
operations. A cluster with only one 
region can accept a latency of one 

millisecond between availability 
zones; a cluster with multiple re-
gions needs to reduce cross-node 
remote procedure calls (RPCs).
Yugabyte Tablet Server (YB-TServer) 
stores and manages data for client 
applications, which can connect 
to any node. Each node provides a 
PostgreSQL endpoint that forks a 
back-end process for each connec-
tion. Parsing and execution of the 
query relies on PostgreSQL code, 
which has been extended and op-
timized for cluster use. However, 
instead of reading or writing tuples 
from or to the shared buffer cache 
and local data files, as would be the 
case with PostgreSQL, the back end 
sends reads and writes in batches 
to tablet leaders distributed across 
nodes (TServers) in the cluster. The 
PostgreSQL back end is a client for 
DocDB.
Each tablet is replicated for high 
availability, with one of the replicas 
(tablet peers) acting as the tablet 
leader to which reads and writes 
are sent. The name “leader” comes 
from the Raft consensus algorithm, 
which guarantees exactly one leader 
per tablet, even in the event of a 
failure, as long as the quorum is 
present. The leader lease algorithm 
prevents split-brain situations. If a 
leader is unavailable, the quorum 
of followers selects a new leader, 
guaranteeing that no data is lost and 
that recovery time remains minimal 
(recovery time objective, RTO, is ex-
pressed in seconds and is configura-
tion dependent on expected network 
latency).
All SQL layer reads and writes are 
sent to the tablet leader according 
to the tuple distribution method 
(by splitting on the primary key or 
index entry) and are optimized to 
reduce the effect of latency on re-
sponse time. A single leader guaran-
tees consistency of reads and writes. 
Data is distributed and processed by 
automatically balancing the leader 
and followers. Writes are synchro-
nized with followers and wait for 
quorum confirmation. In a cluster 
with RF=3, the change is usu-
ally executed locally and waits for 

confirmation from one of the two 
followers. If the leader is no longer 
available (e.g., because of a server 
failure), at least one of the followers 
will have received the last change 
and can be elected as the new 
leader. In terms of the consistency, 
availability, and partition tolerance 
(CAP) theorem, YugabyteDB satis-
fies the requirements for C and P: It 
always remains consistent with the 
best possible availability.
Each tablet peer is a log-structured 
merge (LSM) tree based on RocksDB 
that stores all changes as new ver-
sions of rows or columns. All isola-
tion levels are supported with pessi-
mistic or optimistic locking. The first 
level of the LSM tree, the MemTable, 
is located in RAM. It is swapped out 
to sorted sequence table (SST) files 
as soon as it reaches a certain size 
(128MB by default), creating many 
SST files with all intermediate ver-
sions. To limit the amount of data, 
these files are compressed in the 
background: The data from the SST 
files is concatenated in a new SST 
file, and deprecated entries are re-
moved; then, the deprecated original 
SST files are deleted.
All changes are sequenced by a hy-
brid logical clock (HLC) to ensure the 
serialization capability of transactions 
despite the possible time difference be-
tween the physical times of each server 
[3]. The title is a reference to Google 
Spanner, which solved the time-shifting 
problem with atomic clocks but then 
limited the use to Google’s own data 
centers. YugabyteDB solves this prob-
lem by synchronizing the hybrid logical 
clock with Lamport’s algorithm. It only 
has to wait for the lock offset in the 
very rare cases of no messages between 
servers.

Roadmap

YugabyteDB is designed to enable 
high-performance OLTP that re-
quires all the SQL features invented 
in the 30-year history of monolithic 
databases and, thus, the reason for 
reusing PostgreSQL. Few features 
are not supported in a distributed 
context [4].
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queries, especially for analytics, 
require further development in Yuga-
byteDB’s query planner and executor. 
This work is ongoing, and the devel-
opers welcome community input. 

Info
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having to send a full set of rows 
to the SQL layer to perform these 
actions.
As already mentioned, besides the 
main PostgreSQL API (referred to as 
YSQL), another API is compatible 
with Cassandra (YCQL). With time 
series, for example, you can choose 
the interface to suit your needs. YCQL 
supports optimal data entry by tak-
ing advantage of Cassandra drivers 
that are threaded, are cluster-aware, 
and do not add overhead by provid-
ing complex transactional semantics. 
YSQL is better suited for queries 
because it offers many functions for 
processing data and many index types 
for optimizing access.
YugabyteDB is constantly being im-
proved, and open source is not just 
about the code. The architecture de-
sign and roadmap are published on 
GitHub [5]. Many new features are 
designed to improve the user experi-
ence; support new cloud-native ap-
plications; or help migrate from Post-
greSQL, Oracle, or other traditional 
databases to Yugabyte.
Although all benchmarks show good 
performance for OLTP, some complex 

OLTP applications also run some ana-
lytical queries for which YugabyteDB 
cannot be optimized. In cloud-native 
applications, these queries are usu-
ally processed by another database 
service developed in-house, which re-
quires more code and components to 
define the extraction, transformation, 
and loading of data into the special-
ized database. YugabyteDB has imple-
mented change data capture, which 
can stream data to other data services 
with the support of Debezium or 
Kafka. Event streaming, however, 
will never surpass the simplicity and 
performance of a converged database. 
Where possible, real-time analysis is 
easier to perform in an operational 
database.
SQL provides many features for run-
ning complex queries with window 
functions, secondary indexes, and 
materialized views. At this point, 
work is being done on YugabyteDB to 
optimize it in a distributed context. 
The main approach is to move the fil-
ters (WHERE), aggregations (GROUP BY), 
and sorts (ORDER BY) to the DocDB 
storage layer. The filters are processed 
on each database node instead of 
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Misconfiguration has long been 
a major problem in the IT world. 
Any admin can recall a scenario in 
which Dev did something, QA did an-
other thing, and other departments did 

their own thing to pass the software 
through its stages of delivery. Finally, 
the product fails because of unknown 
manual tricks and black magic. Who 
could forget the time wasted in painful 

war room sessions, always wonder-
ing and struggling to reason about the 
weird failures? In fact, misconfigura-
tion has been identified as the root 
cause for many recent public cloud 
outages – even for the tech giants like 
Amazon and Google.
How do you solve config misconfigu-
ration and parity issues in the modern 
cloud-driven IT world? Open source 
solutions come to the rescue. In this 
article I describe how to use a tool 
called goss (an acronym for Golang 
server spec) [1] [2] to detect standard 
configuration baseline drift. I’ll de-
scribe how to establish the practice of 
Acceptance as Code so that the same 
configuration flows across the whole 
software development life cycle to 
maintain much-needed parity. I’ll use 
the Footloose and Docker container 
tools to bring up container machines 
for a test setup. Everything was tested 
on my Ubuntu 18.04 LTS laptop, but 
the code examples should run on any 
modern GNU/ Linux machine able to 
run Docker Engine and Golang static 
binaries.

Server Validation

How do you verify a server config-
ured to run a single service or a set 
of services? You get into the server 
and run a set of commands to dump Le
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FROM ubuntu:22.04

ENV container docker

# Don't start any optional services except for the few we need.
RU N find /etc/systemd/system /lib/systemd/system -path '*.wants/*' -not -name '*journald*' -not -name 

'*systemd-tmpfiles*' -not -name '*systemd-user-sessions*' -exec rm \{} \;

RU N apt-get update && apt-get install -y dbus systemd openssh-server net-tools iproute2 iputils-ping 
curl wget vim-tiny sudo && apt-get clean && rm -rf /var/lib/apt/lists/*

RUN >/etc/machine-id
RUN >/var/lib/dbus/machine-id

EXPOSE 22

RUN systemctl set-default multi-user.target
RU N systemctl mask dev-hugepages.mount sys-fs-fuse-connections.mount systemd-update-utmp.service 

systemd-tmpfiles-setup.service console-getty.service
RUN systemctl disable networkd-dispatcher.service

# This container image doesn't have locales installed. Disable forwarding the
# user locale env variables or we get warnings such as:
#  bash: warning: setlocale: LC_ALL: cannot change locale
RUN sed -i -e 's/^AcceptEnv LANG LC_\*$/#AcceptEnv LANG LC_*/' /etc/ssh/sshd_config

COPY setup_goss.sh /usr/local/bin/setup.sh
RUN setup.sh && rm /usr/local/bin/setup.sh

# https://www.freedesktop.org/wiki/Software/systemd/ContainerInterface/
STOPSIGNAL SIGRTMIN+3

CMD ["/bin/bash"]

Listing 1: 

Automated acceptance testing is a powerful tool for catching problems related to misconfiguration. We’ll 
show you how to implement your own acceptance testing environment with a free tool called goss. By Ankur Kumar

Verifying your configuration

 Checkup
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services are running and listening on 
the configured ports. You could also 
add more tests to cover more points 

have correct values. You ensure that 
required services are configured to 
start automatically – and that those 

and verify that the required packages 
are installed with proper versions 
and make sure the configuration files 

Listing 2: setup_goss.sh 
#! /bin/bash
set -uo pipefail

GOSSVER='0.3.18'
GOSSCDIR='/etc/goss'
RQRDCMNDS="chmod
  echo
    sha256sum
    tee
  wget"

preReq() {

  for c in ${RQRDCMNDS}
  do
    if ! command -v "${c}" > /dev/null 2>&1
    then
      echo " Error: required command ${c} not found, exiting ..."
      exit 1
    fi
  done

}

instlGoss() {

  if  ! wget -P /tmp "https://github.com/aelsabbahy/goss/releases/download/
v${GOSSVER}/goss-linux-amd64"

  then
    ec ho "wget -P /tmp https://github.com/aelsabbahy/goss/releases/download/

v${GOSSVER}/goss-linux-amd64 failed, exiting ..."
    exit 1
  fi

  if  ! wget -P /tmp "https://github.com/aelsabbahy/goss/releases/download/
v${GOSSVER}/goss-linux-amd64.sha256"

  then
    ec ho "wget -P /tmp https://github.com/aelsabbahy/goss/releases/download/

v${GOSSVER}/goss-linux-amd64.sha256 failed, continuing ..."
  else
    pushd /tmp
    if ! sha256sum -c goss-linux-amd64.sha256
    then
      echo 'sha256sum -c goss-linux-amd64.sha256 failed, continuing ...'
    fi
    rm goss-linux-amd64.sha256
    popd

  fi

  if chmod +x /tmp/goss-linux-amd64
  then
    mv /tmp/goss-linux-amd64 /usr/local/bin/goss
  else
    echo 'chmod +x /tmp/goss-linux-amd64 failed, exiting ...'
    exit 1
  fi

}

cnfgrGoss() {

  mkdir "${GOSSCDIR}"
  tee "${GOSSCDIR}/goss.yaml" <<EOF
kernel-param:
  kernel.ostype:
    value: Linux

mount:
  /:
    exists: true
    filesystem: overlay
    usage:
      lt: 90

port:
  tcp:22:
    listening: true
    ip:

- 0.0.0.0
  tcp6:22:
    listening: true
    ip:

- '::'

user:
  sshd:
    exists: true

package:
  docker-ce:
    installed: true

service:
  sshd:
    enabled: true
    running: true
  docker:
    enabled: true
    running: true

process:
  sshd:
    running: true
  containerd:
    running: true

dns:
  localhost:
    resolvable: true
    addrs:
      consist-of: ["127.0.0.1","::1"]
    timeout: 500 # in milliseconds
EOF

}

main() {

  preReq
  instlGoss
  cnfgrGoss

}

main 2>&1
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of misconfigurations (e.g., disk space, 
partitions and their filesystems, RAM, 
etc.). So, you are asking your server 
a set of questions and expecting the 
correct answers as per your specifica-
tions. The modern automated way 
to do this is to bake all the necessary 
acceptance tests in your server only, 
with the server providing an on-de-
mand report showing which tests are 
passing or failing.
Goss is a lightweight, no dependen-
cies, free and open source software 
(FOSS) solution designed to achieve 
machine-level acceptance testing. The 
solution comprises a Golang static 
binary (macOS and Windows binaries 
are in alpha currently), so you can 
just put it in your servers, define your 
acceptance tests in YAML files, and 
feed those tests to the running goss 
application – that’s it.

Getting Started

The first step is to create a base image 
to invoke a container machine test 
setup by running the command

docker build U
U

  -t ubuntu2204basewgoss

in a directory where the Dockerfile 
(Listing 1) and setup script (Listing 2) 
are located.
Now you have a base image with the 
goss binary and its test configuration 
baked in. The Footloose configura-
tion shown in Listing 3 brings up 
your test container machine with the 
command:

footloose create

The command should run in the di-
rectory where the Footloose config 
file is located.
To get into the created test node and 
initiate a goss acceptance test run, 
use the commands:

footloose ssh root@node0
goss -g /etc/goss/goss.yaml v -f tap

Congratulations, you have run your 
first Acceptance as Code for your test 
server, and you should see some red 
or green output (Figure 1).

The goss configuration is built around 
a set of resources and their proper-
ties, creating a set of test criteria. The 
goss run checks the current state of 
those resources and declares them 
pass (green) or fail (red). The default 
test configuration file is goss.yaml, but 
you can change the file name with 
the -g global option.
Goss requires an action argument, 
which is -v (--validate) in this case. 
Typing only goss on the command 
line dumps all the possible actions, as 
well as various global options. Every 
goss action takes a set of options that 
is dumped when you append the -h 
(--help) option. The -f (--format) op-
tion to validate dumps the test report 
in various formats, including documen-
tation, json, junit, nagios, and others. 
A silent format doesn’t dump any-
thing but does indicates overall pass 
or fail for tests. You could use environ-
ment variables to set various options, 
as dumped in various help screens.
To summarize, I want to test for a 
GNU/ Linux-based test server with at 
least working SSH login functionality, 
having root formatted with a particu-
lar filesystem and not filled up be-
yond 90 percent, with Docker Engine 
components properly set up and run-
ning. The goss test run verifies these 
requirements compared with reality 
in a report to catch a misconfigura-
tion early, which can save you a lot of 

Figure 1: Output from the goss test run.

cluster:
  name: cluster
  privateKey: cluster-key
machines:
- count: 1
  spec:
    backend: docker
    image:  ubuntu2204basewgoss
    name: node%d
    privileged: true
    portMappings:
    - containerPort: 22

Listing 3: footloose.yaml
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uses; however, 
you can also serve 
the testing reports 
continuously on 
an HTTP endpoint 
by creating a self-
acceptance-testing 
server with this 
feature and run-
ning goss as a 
system service.
To set up this sce-
nario, I’ll create 
another base im-
age to test more 
goodies provided 
by goss in a direc-

tory where the Dockerfile shown in 
Listing 1 and the setup script shown 
in Listing 4 are located:

docker build U
U

  -t ubuntu2204wgossrvc

Note that Listing 4 shows only the 
additions made to Listing 2 that were 
revealed by a diff.
Now bring up your new test node 
by changing footloose.yaml, as 
shown in Figure 3, and executing 

on the system. It’s recommended you 
use the add command on a fully config-
ured system matching your desired end 
state. An autoadd command automati-
cally adds many, but not all, existing re-
sources in your server by matching the 
provided argument. You should delve 
into the goss documentation to try your 
hand at these commands.

More Power to goss

So far I have used goss at the com-
mand line, which is good for basic 

headaches later. If you run the com-
mand pipeline:

wget "https://get.docker.com" U
  -O get-docker.sh && U
  sh get-docker.sh && U
  systemctl enable --now docker

to install and set up Docker Engine, 
then the goss run will show all green 
(you could turn off the colors with the 
--no-color validation option) to indi-
cate that everything is in place on the 
test server (Figure 2).
Goss provides addi-
tional resources to build 
tests covering almost 
every aspect of a mod-
ern running machine. 
You can browse through 
goss resources [3] [4] 
to discover all the tests 
it currently provides. 
Also, when you’re done 
with the test server, 
don’t forget to clean it 
up with the command:

footloose delete

You don’t always need 
to create the goss test 
configuration from 
scratch. You can use the 
add command to append 
a test for a resource. If 
the mentioned resources 
are absent, then the 
added tests ensure they 
do not exist somewhere 

Figure 2: The goss test run after fixing.

Listing 4: setup_goss.sh Diff Additions

5a6
> GOSSVFLE='/lib/systemd/system/goss.service'
9,10c10,12
<     sha256sum
<     tee
---
>     sha256sum
>     systemctl
>     tee
81a84,91
>   tcp:58080:
>     listening: true
>     ip:
>     - 0.0.0.0
>   tcp6:58080:
>     listening: true
>     ip:
>     - '::'
97a108,110
>   goss:
>     enabled: true
>     running: true
103a117,118
>   goss:
>     running: true
114a130,156
> setupGosSrvc() {
>
>   tee "${GOSSVFLE}" <<'EOF'

> [Unit]
> Description=GOSS - Quick and Easy server validation
> After=network.target
> Do cumentation=https://github.com/aelsabbahy/goss/

blob/master/docs/manual.md
>
> [Service]
> Ex ecStart=/usr/local/bin/goss -g /etc/goss/goss.yaml 

s -l :58080 -f documentation -e /status
> ExecStop=/bin/kill -s QUIT ${MAINPID}
> Restart=on-abnormal
> StandardOutput=journal
> StandardError=journal
>
> [Install]

> EOF
>
>   if ! systemctl enable goss
>   then
>     echo ' systemctl enable goss failed, exiting 
...'
>     exit 1
>   fi
>
> }
>
119a162
>   setupGosSrvc
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the command footloose create. You 
should now see the test node port 
58080 exposed on a local port when 
you run the footloose show command. 
If you hit that HTTP port with the 
command

curl localhost:U
  <localhost exposed 58080 port>/status

you’ll see a dump of the goss test 
report. Now that you have a working 
self-acceptance test running on the 
machine, you could further integrate 
the goss HTTP endpoint with your 
monitoring and alerting system to 
roll out a configuration drift detection 
system.
Until now, I have hard-coded proper-
ties and put the entire test configura-
tion in a single file. This approach 

Figure 3: Modified footloose.yaml and HTTP endpoint.

Listing 5: Aggregation Test Files

tee /tmp/kernel-param.yaml <<EOF
kernel-param:
  kernel.ostype:
    value: Linux
EOF

tee /tmp/mount.yaml <<EOF
mount:
  /:
    exists: true
    filesystem: overlay
    usage:
      lt: 90
EOF

tee /tmp/port.yaml <<EOF
port:
  tcp:22:
    listening: true
    ip:
    - 0.0.0.0
  tcp6:22:
    listening: true
    ip:
    - '::'
EOF

tee /tmp/user.yaml <<EOF
user:
  sshd:
    exists: true
EOF

tee /tmp/package.yaml <<EOF
package:
  docker-ce:
    installed: true
EOF

tee /tmp/service.yaml <<EOF
service:
  sshd:
    enabled: true
    running: true
  docker:
    enabled: true
    running: true
EOF

tee /tmp/process.yaml <<EOF
process:
  sshd:
    running: true
  containerd:
    running: true
EOF

tee /tmp/dns.yaml <<EOF
dns:
  localhost:
    resolvable: true
    addrs:
      consist-of: ["127.0.0.1","::1"]
    timeout: 500 # in milliseconds
EOF

tee /tmp/goss.yaml <<EOF
gossfile:
  /tmp/kernel-param.yaml: {}
  /tmp/mount.yaml: {}
  /tmp/port.yaml: {}
  /tmp/user.yaml: {}
  /tmp/package.yaml: {}
  /tmp/service.yaml: {}
  /tmp/process.yaml: {}
  /tmp/dns.yaml: {}
EOF

Listing 6: Local Looping Template

addr:
{{- range mkSlice "kafka0" "kafka1" 
"kafka2"}}

  tcp://{{.}}:2181:
  reachable: true
  timeout: 500

  tcp://{{.}}:9092:
  reachable: true
  timeout: 500
{{end}}
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One benefit is that you can use dgoss 
to create an Acceptance-as-Code gate 
in your container image’s build and 
release pipelines. The usual way to 
run dgoss is to download it and then 
launch it with your goss test configu-
ration, but I’ll use dgoss through a 
Docker driver image to run it contain-
erized without downloading anything. 
To begin, I’ll create a dgoss driver 
image with all the necessary artifacts 
in the working directory where the 
Dockerfile (Listing 7) and goss.yaml 
file (Listing 8) are located:

Container Validation with 
dgoss
In many cases you only have access to 
the physical or virtual servers at the ap-
plication level. Containers have largely 
replaced running native applications. 
Packing the applications in container 
images and running them containerized 
makes everything immutable to up-
grade and rollback on the fly, with fine-
grained control over server resources. 
This scheme also greatly improves the 
packing density of applications to opti-
mize the available server resources.
Containers present different kinds of 
challenges, though, because their true 
colors only show at runtime. Container 
images are always expected to be as 
complete as possible but have the 
minimum possible footprint to launch 
and keep containerized applications 
running dynamically. Acceptance 
testing becomes very important with 
containers because software version 
control and configuration drift are a 
problem. I myself have witnessed folks 
creating containers with images with-
out any standards and then suffering 
major outages because of an unstable 
life cycle. The good news is that you 
can use your knowledge of goss to cre-
ate Acceptance-as-Code gates of good 
quality for container workloads.
The dgoss shell wrapper over goss 
adds some extra functionality [5]. 

could work for 
a small fleet 
of servers, 
but you need 
more dynamic 
behavior and 
modularity 
in configura-
tion to work 
with server 
automation for 
a medium to 
large fleet of 
servers. Goss 
provides a gos-
sfile resource 
to render the 
final test con-
figuration by 
aggregating 
multiple sepa-
rate configura-
tions. For example, you could create 
separate test configuration files for 
each resource in your overall test 
suite and manage a large number of 
tests easily.
I use this functionality to derive the 
final test configuration, at runtime, 
from the tests common to each server 
along with server-specific tests. List-
ing 5 creates the necessary resource-
specific test files.
To render a valid goss test configura-
tion, type the command

goss -g /tmp/goss.yaml r

in your terminal, and you should 
see a configuration dumped to your 
screen similar to that used in the 
earlier section. Now you can validate 
your server with the command:

goss -g /tmp/goss.yaml v -f tap

Goss provides templating functional-
ity to generate tests dynamically and 
interpolate values for various proper-
ties. Value interpolation could use 
environmental variables or values 
provided in YAML or JSON files with 
the --vars option. The test snippet 
in Listing 6 is a quick example dem-
onstrating the loop functionality to 
ensure required interconnectivity in a 
three-node Kafka cluster.

Listing 7: 

FROM alpine:3.12

ENV GOSS_VERSION 0.3.20

SHELL ["/bin/ash", "-o", "pipefail", "-c"]
WORKDIR /tmp
RU N apk add --no-cache --virtual=goss-deps ca-certificates curl && apk add --no-cache bash tini &&  

curl -sSLk -o /tmp/docker.tgz "https://download.docker.com/linux/static/stable/x86_64/$(curl -sSkL https://download.docker.com/
linux/static/stable/x86_64/|grep '^ *<a'|grep docker|grep -v rootless|awk -F '\"' '{print $2}'|sort -nr|head -1)" &&  
tar zxf docker.tgz && mv docker/docker /usr/local/bin && rm -rf docker docker.tgz &&  
curl -sSLk "https://github.com/aelsabbahy/goss/releases/download/v${GOSS_VERSION}/goss-linux-amd64" -o /usr/local/bin/goss &&  
curl -sSLk "https://github.com/aelsabbahy/goss/releases/download/v${GOSS_VERSION}/dgoss" -o /usr/local/bin/dgoss &&  
chmod +x /usr/local/bin/*goss && mkdir -p /etc/goss && apk del goss-deps

WORKDIR /etc/goss/

ENTRYPOINT ["tini", "--"]
CMD ["dgoss", "-h"]

Listing 8: goss.yaml

port:
  tcp:22:
    listening: true
    ip:
    - 0.0.0.0
  tcp6:22:
    listening: true
    ip:
    - '::'
user:
  sshd:
    exists: true
    uid: 101
    gid: 65534
    groups:
    - nogroup
    home: /run/sshd
    shell: /usr/sbin/nologin
process:
  sshd:
    running: true
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docker build -f Dockerfile_DGossDriver . U
  -t dgoss0320driver

Now you can see dgoss in action by 
running the command:

docker run -it --rm U
  -v ${PWD}/:/etc/goss:ro U

  -v /var/run/docker.sock:U
     /var/run/docker.sock:ro U
  -e GOSS_SLEEP=2 U
  -e GOSS_FILES_STRATEGY=cp U
  -e GOSS_OPTS='--color -format tap' U
  dgoss0320driver dgoss run U
  dgoss0320driver sleep infinity

The failures flashed in the run (Fig-
ure 4) are from a quick testing cri-
terion of sshd running in containers, 
which is not true in the case of this 
image. The image is not a continu-
ously running service, and that’s 
why I supplied a sleep command, so 
that the launched service container 
is there during dgoss operations, 
such as copying goss and goss.yaml 
into it and launching a goss test 
run in the newly launched service 
container. The dgoss behavior is 
configurable by a number of envi-
ronmental variables.
A more standard example of a popu-
lar Docker image is the high-perfor-
mance Apache Spark analytics en-
gine. To begin, pull the official Spark 
Docker image:

docker pull bitnami/spark:latest

Next, prepare the spark.yaml goss 
test configuration file in your current 
working directory (Listing 9).
Now, run the command

docker run -it --rm U
  -v ${PWD}/:/etc/goss:ro U
  -v /var/run/docker.sock:U
     /var/run/docker.sock:ro U
  -e GOSS_FILE=spark.yaml U
  -e GOSS_FILES_STRATEGY=cp U
  -e GOSS_OPTS='--color -format tap' U
  dgoss0320driver dgoss run U
  -e SPARK_MODE=master bitnami/spark

Figure 4: Output from a dgoss test run for the driver container.

Figure 5: A dgoss test run for the Spark container.

port:
  tcp:7077:
    listening: true
    ip:
    - 0.0.0.0
  tcp6:7077:
    listening: true
    ip:
    - ::
  tcp:8080:
    listening: true
    ip:
    - 0.0.0.0
  tcp6:8080:
    listening: true
    ip:
    - ::
process:
  java:
    running: true

Listing 9: spark.yaml

Listing 10: goss_wait.yaml
port:
  tcp:22:
    listening: false
    ip:
    - 0.0.0.0
user:
  sshd:
    exists: false
process:
  sshd:
    running: false
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shown in the previous section, it should 
wait for the tests in the goss_wait.yaml 
file to be passed. In this case, I ensured 
that no SSH functionality was part of 
the Spark image (Figure 7).

Another important dgoss feature is use-
ful when you have a set of precondition 
tests. If you create the goss_wait.yaml 
file (Listing 10) in your working direc-
tory and execute the docker command 

to launch a test run against the of-
ficial Spark image. It looks a bit sur-
prising that, although the Spark Java 
service is running, the master and 
user interface port tests are failing 
(Figure 5).
I’ll try once again by executing the 
command:

docker run -it --rm U
  -v ${PWD}/:/etc/goss:ro U
  -v /var/run/docker.sock:U
     /var/run/docker.sock:ro U
  -e GOSS_SLEEP=2 U
  -e GOSS_FILE=spark.yaml U
  -e GOSS_FILES_STRATEGY=cp U
  -e GOSS_OPTS='--color -format tap' U
  dgoss0320driver dgoss run U
  -e SPARK_MODE=master bitnami/spark

Now things look better. If you 
have a Dockerized service that has 
startup delays to run and respond 
(e.g., Java, Ruby, etc.), then GOSS_
SLEEP helps to delay before launch-
ing a goss run in the spawned 
service container. You should see 
all the IPv4 port tests passing now 
(Figure 6).

Figure 6: The dgoss test run with GOSS_SLEEP for the Spark container.

Figure 7: A dgoss test run with goss_wait.yaml for a Spark container.

Listing 11: 

FROM alpine:3.16

ENV DCPS_VERSION 2.12.2
ENV GOSS_VERSION 0.3.20

SHELL ["/bin/ash", "-o", "pipefail", "-c"]
WORKDIR /tmp
RU N apk add --no-cache --virtual=goss-deps ca-certificates curl && apk add --no-cache bash tini &&  

curl -sSLk -o /tmp/docker.tgz "https://download.docker.com/linux/static/stable/x86_64/$(curl -sSkL 
https://download.docker.com/linux/static/stable/x86_64/|grep '^ *<a'|grep docker|grep -v rootless|awk  
-F '\"' '{print $2}'|sort -nr|head -1)" && tar zxf docker.tgz && mv docker/docker /usr/local/bin &&  
rm -rf docker docker.tgz && curl -sSLk "https://github.com/docker/compose/releases/download/v${DCPS_
VERSION}/docker-compose-linux-x86_64" -o /usr/local/bin/docker-compose && chmod +x /usr/local/bin/
docker-compose && curl -sSLk "https://github.com/aelsabbahy/goss/releases/download/v${GOSS_VERSION}/
goss-linux-amd64" -o /usr/local/bin/goss && curl -sSLk "https://raw.githubusercontent.com/aelsabbahy/
goss/master/extras/dcgoss/dcgoss" -o /usr/local/bin/dcgoss && chmod +x /usr/local/bin/*goss && mkdir  
-p /etc/goss && apk del goss-deps

WORKDIR /etc/goss/

ENTRYPOINT ["/sbin/tini", "--"]
CMD ["dcgoss", "-h"]
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Try to change a test in the goss_
wait.yaml to true, and you should 
see dgoss abort the test run because 
of the test failure. The dgoss run af-
ter setting the sshd process running 
state to true in goss_wait.yaml is 
shown in Figure 8.

Container Stack Validation 
with dcgoss
Docker Compose is a popular tool 
that lets you define and run mul-
ticontainer applications. Another 
wrapper created over dgoss tests the 
containers of the entire Compose 
stack: Put the code in Listing 11 in 

your current working direc-
tory and run the command

docker build U
  -f Dockerfile_DCGossDriver . U
  -t dcgoss0320driver

to build the driver image.
Next, create the docker-compose.yml file 
shown in Listing 12 and the kafka.yaml 
file shown in Listing 13 to bring up the 
ZooKeeper plus Kafka container stack 
over which the goss tests are run.
Now you can fire dcgoss to accep-
tance-test each service container,

docker run -it --rm U
  -v ${PWD}/:/etc/goss:ro U
  -v /var/run/docker.sock:U
     /var/run/docker.sock:ro U
  -e GOSS_FILE=kafka.yaml U
  -e GOSS_SLEEP=5 U
  -e GOSS_FILES_STRATEGY=cp U
  -e GOSS_OPTS='--color U
                -format tap' U
  dcgoss0320driver dcgoss run zookeeper

and run all goss tests in the Zoo-
Keeper service container. You should 
see that all the ZooKeeper tests pass 
(Figure 9).
To run an acceptance test for the 
Kafka container, use the command:

docker run -it --rm U
  -v ${PWD}/:/etc/goss:ro U

Figure 8: A dgoss test run with a failing goss_wait.yaml.

version: "3"
services:
  zookeeper:
    image: 'bitnami/zookeeper:latest'
    ports:
      - '2181:2181'
    environment:
      - ALLOW_ANONYMOUS_LOGIN=yes
  kafka:
    image: 'bitnami/kafka:latest'
    ports:
      - '9092:9092'
    environment:

      - KAFKA_CFG_LISTENERS=PLAINTEXT://:9092
      - KAFKA_CFG_ADVERTISED_LISTENERS=PLAINTEXT://127.0.0.1:9092
      - KAFKA_CFG_ZOOKEEPER_CONNECT=zookeeper:2181
      - ALLOW_PLAINTEXT_LISTENER=yes
    depends_on:
      - zookeeper

Listing 12: docker-compose.yml

Listing 13: kafka.yaml

port:
  tcp:2181:
    listening: true
    ip:
    - 0.0.0.0
  tcp:9092:
    listening: true
    ip:
    - 0.0.0.0

process:
  java:
    running: true
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Info

[1]  goss: [https://  github.  com/  goss-org/  goss]

[2]  goss documentation:  

[https://  github.  com/  aelsabbahy/  goss/  blob/ 

 master/  docs/  manual.  md]

[3]  goss resources and usage:  

[https://  github.  com/  aelsabbahy/  goss/  blob/ 

 master/  docs/  manual.  md#  available-tests]

[4]  goss add-ons from the community: 

[https://  github.  com/  aelsabbahy/  goss# 

 community-contributions]

[5]  dgoss documentation:  

[https://  github.  com/  aelsabbahy/  goss/  tree/ 

 master/  extras/  dgoss]

[6]  kgoss documentation:  

[https://  github.  com/  aelsabbahy/  goss/  tree/ 

 master/  extras/  kgoss]
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also provides another wrapper in 
the form of kgoss to acceptance-test 
containers running in Kubernetes 
pods. You need to run kgoss on a 
machine with kubectl already in-
stalled and configured to talk to 
your local or remote Kubernetes 
cluster. The kgoss documenta-
tion [6] clearly describes the instal-
lation and usage.

Conclusion

Server misconfigurations can cre-
ate a lot of havoc, resulting in big 
losses. Goss is an elegant modern 
solution to bake acceptance test-
ing in your servers. The validation 
tool is highly dynamic, supporting 
templating and serving reports on 
an HTTP endpoint. The icing on 
the cake is its added value when 
integrated with modern cloud tools 
like Ansible, Molecule, Kitchen, 
and Packer. The goss wrappers cre-
ated for services running in con-
tainers are very useful for quality 
gating in modern build-and-release 
pipelines. 

  -v /var/run/docker.sock:U
     /var/run/docker.sock:ro U
  -e GOSS_FILE=kafka.yaml U
  -e GOSS_SLEEP=5 U
  -e GOSS_FILES_STRATEGY=cp U
  -e GOSS_OPTS='--color U
                -format tap' U
  dcgoss0320driver dcgoss run kafka

You should see all the Kafka tests 
passing now (Figure 10).
I have combined the ZooKeeper and 
Kafka goss tests in a common file for 
quick testing, showing ok, not ok, 
and skip test results, but you could 
separate the tests into their respective 
gossfiles and mention the correspond-
ing file with the GOSS_FILE environ-
ment variable. Finally, to clean up the 
running service containers, use the 
command

docker ps -q|xargs -I % docker rm -f %

to say goodbye to dcgoss.
Last but not the least, Kubernetes 
has become a de facto platform to 
run and manage containerized ser-
vices at scale, so the goss project 

Figure 9: The dcgoss test run for the ZooKeeper service.

Figure 10: The dcgoss test run for the Kafka service.
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Installing and uninstalling appli-
cations in Windows traditionally 
involves running a graphical wizard. 
Unattended installs that depend on 
this type of installer are often trou-
blesome. In comparison, installing 
an application on Linux is usually 
a piece of cake: Package managers 
such as Apt, Yum, and Zypper make 
sure that the sources are always up 
to date and resolve dependencies, 
and they usually do not require any 
parameters apart from the package 
name. However, Windows users also 
have some practical command-line 
interface (CLI) based package man-
agement tools.
In this article, I look at two solu-
tions for full-fledged package man-
agers on Windows: Chocolatey and 
Microsoft’s WinGet.

Unique Installs

If you want to install a simple Win-
dows program such as 7-Zip, Green-
Shot, or Notepad++, you usually 
download and launch the installer 
(EXE or MSI) and click through 
the graphical wizard, even though 
the same information is typically 

provided every time. All of the pro-
grams support unattended installa-
tion, but hardly anyone is familiar 
with the parameters, and it takes 
longer to look them up than to click 
through the installer. To keep applica-
tions up to date, you usually just in-
stall a newer version. Some programs, 
such as Notepad++ or KeePass, notify 
the user that an updated version is 
available, but downloading and in-
stalling are manual tasks.
Alternatives to the unique installa-
tion and updating of applications 
have been around for a long time. 
Since the introduction of the iPhone, 
proprietary app stores have become 
the standard for mobile devices, and 
Apple offers a similar solution for its 
macOS desktop operating system. 
Likewise, Microsoft has created a 
central platform for installing and up-
dating applications in the form of the 
Microsoft Store, although the platform 
does not enjoy the same popularity 
among software providers as Apple’s 
AppStore or Google Play – for many 
reasons. The bottom line is that even 
Windows end users tend to be reluc-
tant to purchase software from the 
Microsoft Store.

Practical Repositories

For decades, Linux has successfully 
relied on a non-graphical approach 
for the large mass of open source and 
freeware applications and operat-
ing system-related tools: text-based 
package managers that access an 
extensible list of repositories to locate 
applications and libraries, determine 
their mutual dependencies, and ul-
timately enable installs, uninstalls, 
and upgrades. The packages listed in 
the repositories each have a specific 
format that varies from distribution to 
distribution.
The repositories are maintained in 
three ways:

  Distribution maintainers offer 
repositories that they pre-install 
when they ship their distribu-
tion. Most system-specific tools 
and libraries can be found here, 
but application programs are also 
sometimes included in the main-
stream repositories to increase the 
versatility of the distribution. The 
maintainers vouch for the quality 
and mutual compatibility of the 
packages on offer, which means 
some serious overhead for testing 
new versions.

  Software vendors who develop 
applications for Linux, including 
Microsoft, often offer their own 

Chocolatey and WinGet offer full-fledged package management on 
Windows, but which is best for your environment? By Evgenij Smirnov
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repositories that contain only 
in-house products. If common 
libraries are required as depen-
dencies, they need to be obtain-
able from another repository 
registered on the same system. 
Vendor-owned repositories usu-
ally contain the latest versions of 
the products, but the compatibil-
ity of the packages offered with 
individual distributions and ver-
sions can vary.

  Projects or special interest groups 
within a community often establish 
and maintain repositories for pack-
ages that distribution maintainers 
have dropped from mainstream 
feature sets – even though the soft-
ware in the packages is still used 
by end users or other products 
need them as prerequisites.

This architecture, complex at first 
sight, results in a very satisfying user 
experience. With just a few com-
mands, you can search for available 
packages and install or uninstall 
them. When doing so, the package 
manager takes into account the de-
pendencies of the desired application 
and installs them, as well, if neces-
sary, or cancels the installation if you 
do not agree to install or update one 
of the required packages. Although 
the command syntax is not identical 
for the different package managers, 
the logic behind it is very similar, 
which means that you can quickly 
find your way around the new pack-
age landscape when changing the 
distribution you use.
A similar user experience that also 
supports scripting of complex instal-
lations has been on many a Windows 
administrator’s wish list for years. 
Over the years, several developer 
communities have tackled the task 
of providing a full-fledged package 
manager for Windows. Two of these 
projects deserve special mention:

  Chocolatey [1] has a development 
history going back more than 
10 years and has become the de 

The install.ps1 script in turn down-
loads the NuGet package and installs 
the program components in the des-
ignated paths, which, however, end 
up in %ProgramData% instead of %Pro-
gramFiles%, as intended by Microsoft. 
The Chocolatey website also provides 
playbook definitions for organizations 
already using Ansible, Chef, or Pup-
pet. However, this assumes that you 
have already set up an internal NuGet 
repository to which you’ve uploaded 
the Chocolatey package.
Once Chocolatey is installed, you 
have access to the community reposi-
tory, which contains several thousand 
packages for various applications. 
You can search the repository for (and 
install) a desired package on your 
system using:

choco search <part of package name>
choco install <package name>

If administrative rights are required, 
the calling account must have appro-
priate authorizations, and depending 
on the configuration, you will need 
to confirm the user account control 
(UAC) prompt.
You can upgrade to the latest version 
available in the repository or remove 
an application installed by Choco-
latey with:

choco upgrade <package name>
choco uninstall <package name>

The Underlying Repository 
Is Crucial
Repositories make a significant con-
tribution to the success of a package 
manager because only a comprehen-
sive and up-to-date repository guaran-
tees a good user experience when it 
comes to searching for and installing 
packages. A poorly maintained re-
pository is not only unattractive, but 
it can put its users’ systems at risk if 
the present version of a package is 
out of date.

facto standard for command-line-
based package management on 
Windows.

  Microsoft’s open source Win-
Get [2] has an interesting history. 
Developer Keivan Beigi originally 
set out to solve both the technical 
challenges of package management 
on Windows and to overcome the 
organizational hurdles in the pack-
age review and release process 
with his AppGet project [3]. In 
early 2020, Microsoft expressed its 
intention to acquire the author’s 
business and product, but they 
decided against it in the same year. 
Meanwhile, the ideas underly-
ing AppGet formed the basis for 
WinGet. After a media outcry in 
the community, Microsoft admit-
ted [4] to having used AppGet’s 
ideas directly.

The Classic Choice: 
Chocolatey
Chocolatey was developed in 2011 by 
Rob Reynolds. Today a whole team 
works on the product. The original 
idea was to extend the functionality 
of NuGet (installing and including 
components in software projects) to 
entire application packages, thus ad-
dressing the needs of end users and 
system administrators. According to 
the company’s website, the name 
“Chocolatey” is a culinary analogy to 
“NuGet” (nougat), a package man-
ager for reusable code. The choco 
program, which offers all of Choco-
latey’s functions, is itself delivered as 
a NuGet package.
Getting started with the Chocolatey 
Community Edition is simple. You 
can install the product on all Win-
dows versions from Server 2003 and 
Windows 7 in 32 and 64 bit, provided 
.NET Framework 4 is available. The 
installation website shows some setup 
instructions and offers a PowerShell 
one-liner (Listing 1) that downloads 
and executes a script.

Listing 1: PS Chocolatey Setup

Se t-ExecutionPolicy Bypass -Scope Process -Force; [System.Net.ServicePointManager]::SecurityProtocol = [System.Net.ServicePointManager]:: 
SecurityProtocol -bor 3072; iex ((New-Object System.Net.WebClient).DownloadString('https://community.chocolatey.org/install.ps1'))
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The Chocolatey community repository 
contains several thousand packages, 
and some Chocolatey users exclusively 
rely on it to populate their systems. 
However, the packages in the commu-
nity repository are not subject to any 
real quality control, which means that 
someone could maliciously release a 
package bearing the name of a popular 
application that damages the target 
systems when installed (Figure 1). 
This fact was also criticized by Beigi in 
one of his posts [3].
If you want to use only trusted 
sources for your installations, you 
need to set up your own repository. 
The options to do so are described on 
the Chocolatey website [5] and range 
from a simple Universal Naming Con-
vention (UNC) share to commercial 
products such as Artifactory Pro.
If you trust the source, you can add 
packages from a public repository to 
your own repository, which is known 
as internalizing. The instructions are 
included in the Chocolatey documen-
tation. Depending on the edition, 

various tools are available for this 
purpose, but the community edition 
also supports the manual internaliza-
tion of packages that originate from 
external repositories. Likewise, all edi-
tions of Chocolatey support addressing 
multiple repositories simultaneously. 
You can build a more complex reposi-
tory landscape, for example, by having 
individual departments maintain their 
own repositories and make them avail-
able to the entire organization.

Licensed Chocolatey Editions

The community edition of Chocolatey 
(called the Open Source edition on 
the website) already includes every-
thing you need to install and keep 
packages up to date on Windows sys-
tems; however, Chocolatey can do far 
more. Additional functions come with 
the two commercial editions.
The big advantage of the Pro edition 
is automatic synchronization of pack-
ages installed with Chocolatey and by 
other means. Therefore, systems set up 

before you rolled out Chocolatey can 
be included under Chocolatey’s man-
agement umbrella. The Pro edition 
also comes with some additional Pow-
erShell features to improve packaging 
further. Anti-malware integration is an-
other useful feature of the licensed edi-
tion. You can use your installed antivi-
rus software, an upload to VirusTotal, 
or both variants at the same time.
At the top of Chocolatey’s package 
management tree is the Business 
(C4B) edition. In addition to numer-
ous features of the installation engine, 
C4B includes a central management 
server that lets you track, say, which 
machines successfully installed a 
package and which did not. You can 
install the central management in-
frastructure in your data center or in 
Azure, where Chocolatey offers it as a 
pre-built Azure service.

Chocolatey and AppLocker

As mentioned previously, the Choco-
latey package installs the executables in 

Figure 1: You need to take the warning on Chocolatey’s website quite seriously.
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microsoft/ winget-pkgs with a pull 
request on GitHub. The pull request 
triggers a validation process, after 
which your package is released and 
can be found and installed by the 
WinGet instances of all Windows 
users connected to the Internet. 
This process is fundamentally dif-
ferent from submitting apps to the 
Microsoft Store, which requires 
a dedicated developer contract 
and imposes far stricter content 
guidelines.
Initially, WinGet’s command struc-
ture looks very similar to that of 
Chocolatey (Figure 2), which is 
hardly surprising, because both 
package managers are oriented 
toward the Linux role models and 
seek to offer people switching from 
Linux administration as familiar a 
user experience as possible. Beyond 
the basic range of functions, how-
ever, WinGet and Chocolatey differ 
considerably, as you can discern 
from the command set.

Operating Private 
Repositories
Like AppGet, WinGet follows a phi-
losophy different from Chocolatey 
regarding the distribution of binary 
installation sources. Whereas a 

command line: WinGet. Unlike Choco-
latey, the condition for installing this 
tool is the operating system’s ability to 
install apps from the Microsoft Store, 
which is why WinGet is only install-
able on Windows 10 as of build 1607, 
with Windows Server 2019 and older 
left out in the cold. Although you can 
theoretically install WinGet on Server 
2022 (e.g., as described by Andreas 
Nick [6]), WinGet is not officially sup-
ported there.
WinGet is already pre-installed on the 
current builds of Windows 10 and 11, 
which gives you access to two reposi-
tories: winget and msstore. WinGet 
can download and install apps from 
the msstore repository in the same way 
as the graphical Microsoft Store app, 
whereas the winget repository contains 
various programs that are available in 
different formats (e.g., MSI installers 
or MSIX packages, ready-made store 
apps, or scripts).
A WinGet package is represented by 
a YAML manifest that can include 
one or more files. For example, if 
a package is offered in multiple 
languages, its manifest comprises 
at least four files: version, installer, 
default locale, and one additional 
locale file per supported language. 
You can submit a finished mani-
fest to the community repository 

%ProgramData%. According to the default 
AppLocker rules, choco.exe would not 
be executable because the program is 
located in an unauthorized path, so you 
need to add an exception or an explicit 
permission rule for Chocolatey in your 
AppLocker configuration.
Another peculiarity of Chocolatey in 
the context of AppLocker is shimming. 
When you install Chocolatey, its instal-
lation path is included in the system’s 
%PATH% environment variable. Not every 
Chocolatey package installer does this. 
To ensure that each program installed 
by Chocolatey can be reliably started 
by calling its name, Chocolatey creates 
an executable file of the same name in 
its own installation directory, which di-
rects the input directly to the “real” pro-
gram, receives the output from it, and 
returns it to the caller. Of course, these 
files are not digitally signed and are 
not known to the system in advance. 
In other words, the calls will probably 
be blocked by AppLocker, too, if you 
have not allowed the entire Chocolatey 
directory for execution. Incidentally, the 
shims are not removed when you unin-
stall packages.

As of Build 1607: WinGet
Since 2021, Microsoft has offered 
its own package manager for the 

Figure 2: The command structures of WinGet and Chocolatey are similar.
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Chocolatey package always contains 
the installation files, the artifact (a 
deployable component of an ap-
plication) in a WinGet repository is 
typically just a manifest containing 
the download path for the installa-
tion sources and the instructions for 
installation.
Microsoft provides instructions and 
sample code [7] that you can use to 
create a private WinGet repository in 
the form of an Azure resource. The 
resulting REST API is documented 
and can be implemented on an on-
premises web server. A few com-
munity projects make this possible, 
but none have made it to production 
maturity yet. If you want to deploy a 
private repository for WinGet, Azure 
is your best bet right now.

PowerShell Support

As nice as the original command 
line is in Windows, many Windows 
admins now expect to be able to op-
erate the system of their choice with 
PowerShell. The success of Foil [8] 
– a wrapper for the choco command-
line program created with Micro-
soft’s Crescendo technology – shows 
how great the interest in this func-
tionality is in the Chocolatey user 
community. Although this module, 
created by Ethan Bergstrom, was 
still classified as version 0.1.0 by 
the author at the time of writing, it 
has been downloaded almost five 
million times since its release in 
September 2021.
Another PowerShell artifact cat-
egory that is gaining popularity is 
Chocolatey-based Desired State Con-
figuration (DSC) resources, which 
let you keep both your Chocolatey 

installation and the packages in-
stalled with Chocolatey up to date. 
The official resources from both 
Chocolatey and community devel-
opments have six-figure download 
numbers.
At its core, Chocolatey is even more 
intertwined with PowerShell, with 
PowerShell commands providing the 
basis for installing Chocolatey pack-
ages. You also have access to a great 
abundance of PowerShell modules 
and scripts for creating packages.
PowerShell support for managing 
packages with WinGet is not as ad-
vanced, although WinGet is a Micro-
soft product. The highest download 
numbers in the PowerShell Gallery so 
far are for two projects also penned 
by Bergstrom – the Cobalt Crescendo 
wrapper and the WinGet module on 
which it is based.
The reason no DSC resources have 
yet been submitted could be be-
cause WinGet is reserved for clients, 
whereas servers are usually config-
ured and managed by DSC. When it 
comes to creating WinGet manifests, 
Microsoft has so far only offered a 
winget-create [9] command-line tool, 
but not a PowerShell module.

Conclusions

One solution I did not discuss in 
this article is Scoop [10], which 
takes the approach of allowing in-
stallations in the user context (and 
therefore also in the user profile) 
and mutually isolating the packages 
to the extent possible. This natu-
rally limits the selection of avail-
able applications slightly, but at 
the same time it helps the potential 
user base grow.

If you want to establish full-fledged 
package management on Windows, 
you basically have a choice between 
Chocolatey and Microsoft’s own 
WinGet. If you want to manage 
the application zoo on your own 
servers, you are far better off with 
Chocolatey, but you need your own 
repository and package quality as-
surance procedure. WinGet, on the 
other hand, gives your clients access 
to Microsoft-approved repositories 
and can address a private repository, 
if needed, but you have to build it 
yourself, which involves substantial 
overhead. If you want to track the 
lifecycle of packages across your 
entire infrastructure, Chocolatey for 
Business is the best choice. 
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In the Microsoft 365 environment, 
with its variety of configurations and 
multiple tenants to manage, Desired 
State Configuration (DSC) is an ideal 
way to track changes and reset a 
configuration to the desired state. 
Microsoft provides a great deal of in-
formation about the project [1], but in 
my experience, some of it is outdated. 
This article refers to the version avail-
able March 2022.

Preparations for DSC

Before setting up Microsoft 365 DSC 
(M365DSC), you need to create an 
Azure Active Directory (Azure AD) 
application that you will use later to 
authenticate the PowerShell script. 
Alternatively, you could log in with a 
username and password; I will look 
at the advantages and disadvantages 
of these methods in detail.
When authenticating with an Azure 
AD application, you use either a cer-
tificate you create yourself or a client 

secret. This example uses a certifi-
cate because it is the approach cur-
rently recommended by Microsoft. In 
the course of creating the Azure AD 
application, the certificate is stored 
in the certificate store of the cur-
rently logged in user – authentication 
only works for this user.
Working with SharePoint Online is 
essential in Microsoft 365, so most 
administrators use the PowerShell Of-
fice PnP module. Other approaches 
use the Azure AD web portal. How-
ever, I’ll take the Office PnP route to 
create the Azure AD application. If 
you don’t have the module installed, 
the following commands install it and 
grant the necessary rights to the PnP 
management shell in an administra-
tive PowerShell:

Install-module PnP.PowerShell
Register-PnPManagementShellAccess

Then, create the Azure AD applica-
tion with:

Register-PnPAzureADApp U
   -ApplicationName DSCAuthApp U
   -Tenant <tenant name on>.microsoft.com U
   -OutPath c:\DSC U
   -CertificatePassword (U
    ConvertTo-SecureString U
   -String "<SecretPassword>" U
   -AsPlainText -Force) U
   -store CurrentUser U
   -scopes "SPO.Sites.FullControl.All" U
   -DeviceLogin

A certificate is automatically created 
in C:\DSC, and the password of the pri-
vate key matches the SecretPassword 
parameter.
The certificate ends up in the user’s 
certificate store and is uploaded to 
the Azure AD application. Therefore, 
the application is given full permis-
sions in SharePoint (Sites.FullCon-
trol.All, Group.ReadWrite.All, and 
User.Read.All).
If multifactor authentication is en-
abled for the executing user, which 
should be a matter of course for an 
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administrator in Microsoft 365, you 
also need to use the -Device Login 
parameter. Now a code is generated 
in PowerShell, which you then enter 
in the browser window that opens 
before logging in with the username 
and password. For more information, 
see the PowerShell PnP GitHub page 
[2]. After this preparation, install 
DSC with:

Install-Module Microsoft365DSC -Force

The first command after a successful 
installation should be:

Update-M365DSCDependencies

Schedule some time here, because 
the command can take some time to 
complete.
Permissions need to be set in Micro-
soft Graph to match the components 
you want to access in Microsoft 365. 
If you want to use DSC for all com-
ponents in Microsoft 365, the corre-
sponding rights can be queried:

Get-M365DSCCompiledPermissionList  U
  -ResourceNameList (U
   Get-M365DSCAllResources)

To use only individual components or 
simply check which ones exist, use 
the command:

Get-M365DSCAllResources

All permissions for individual compo-
nents, along with read permission for 

a username and password or log-
ging in as a service principal with an 
Azure AD application ID. You also 
have to distinguish between a login 
with a client secret and one with a 
certificate. Logging in with an Azure 
AD application ID and a certificate is 
always preferable to the username-
password solution. On the one hand, 
this reduces the attack surface, and 
the maintenance overhead (disabled 
accounts, password changes) is lower, 
as well. Unfortunately, however, 
M365DSC does not let you log in to 
all components with an Azure AD ap-
plication ID.
Although you can log in to Azure AD 
with an Azure AD application ID and 
a certificate, if you want to configure, 
for example, conditional access, you 
have to use a username and pass-
word. To take a snapshot of an entire 
tenant, your only approach is to log 
in with a username and password. 
You can export the data with

Export-M365DSCConfiguration

and either put together the command 
with its options at the command line 
or launch it with the -LaunchWebUI pa-
rameter. A redirection in the browser to 
https:// Export.Microsoft365DSC.com lets 
you conveniently compose the export 
in a GUI, but note that not everything 
is selected by default (Figure 1). In 
Microsoft Planner task management 
software, for example, nothing is ex-
ported at all. If you want to include 
all data, select Full in the drop-down 

the SharedMailbox and TeamsUser com-
ponents, are set by the cmdlets:

Update-M365DSCAllowedGraphScopes
Update-M365DSCAllowedGraphScopes U
  -ResourceNameList @(U
   "EXOSharedMailbox", "TeamsUser") U
  -Type Read

The list of components is passed as 
an array in the ResourceNameList pa-
rameter; however, it is not possible to 
change (update) the components with 
the command.
This action requires active consent 
during execution. The commands

Update-M365DSCAllowedGraphScopes U
  -All -Type Read
Update-M365DSCAllowedGraphScopes U
  -All -Type Update

set the Read and Modify permissions 
for all components, if you so desire.

Login for Tenant Snapshot

The first step exported the configura-
tion of a Microsoft 365 tenant and 
saved it as a text file (snapshot). Be-
fore continuing, the topic of authenti-
cation needs to be brought up again, 
because it’s important to understand 
the risks involved.
As mentioned earlier, an applica-
tion, including a PowerShell script, 
can authenticate to Azure AD, and 
therefore to Microsoft 365, in multiple 
ways. The two that are relevant here 
are logging in as a user account with 

Figure 1: The -LaunchWebUI switch for Export-M365DSCConfiguration starts exporting a configuration in the GUI.
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menu at top left and then press Gener-
ate at top right.
This action creates a script that is 
copied and then passed to PowerShell 
for execution. The process can take 
several minutes or even hours. You 
might also need to reauthorize the 
PnP Management Shell module, de-
pending on the previous configuration 
and usage.
Once the configuration is complete, 
you have a snapshot of the tenant 
at the time of execution. Although 
that’s all well and good, it’s not re-
ally practical. An unsupervised export 
that runs, say, once a week would be 
preferable. This arrangement would 
require an interactive login, because 
the copied script always prompts for a 
username and password.
One alternative is to log in with the 
Azure AD application. If you do not 
want to export all components, but 
only those that are compatible with a 
login to an Azure AD application, this 
approach is best. You just need to test 
something. The script generated on 
the website requires ApplicationId, 
CertificateThumbprint, and TenantId 
to log in. The ApplicationId and Ten-
antId identifiers can be found in the 
Azure AD application created previ-
ously under App Registration. If you 
go there and click on the app name, 
the header will give you the data. 
You will find CertificateThumbprint 
in Certificates & secrets in the app. I 

imported the private key into the cer-
tificate store earlier.
Because not everything works with an 
Azure AD application, you have no 
alternative to using a personal login. 
The challenge here is to encrypt the 
user password in the script, because 
the password can be changed to plain 
text in the script:

$password = "<Test1234>" | U
  ConvertTo-SecureString U
  -AsPlainText -Force

However, this solution is not ideal. It 
would be better to encrypt the pass-
word with an AES key. To do so, you 
need to store the password and the 
AES key in separate files and refer-
ence them in the script:

$AESKey = New-Object Byte[] 32
[Security.Cryptography.U
 RNGCryptoServiceProvider]::U
  Create().GetBytes($AESKey)
$AESKey | Out-File C:\DSC\<aes.key>
$password = Read-Host -prompt U
  "<Please enter password>" -AsSecureString
$password | ConvertFrom-SecureString U
  -Key $AESKey | U
  Out-File C:\DSC\<password.txt>

The code

$username = "<Microsoft-365-Login>"
$AESKey = Get-Content C:\DSC\<aes.key>
$password = U

  Get-Content C:\DSC\<password.txt> | U
  ConvertTo-SecureString -Key $AESKey
$credentials = New-Object System.U
  Management.Automation.U
  PSCredential ("$username", $password)

handles the login in the script.

Exporting Configurations

The previously mentioned script from 
the website is exported and executed 
in PowerShell. Once it has completed, 
it prompts you for a storage location 
for the configuration. If you do not 
set anything here, the export file will 
always use the same name. To avoid 
this – or if you want to run the script 
periodically – add the command 
Export-M365DSCConfiguration with the 
-Path and -FileName parameters.
Alternatively, you could leave out 
the component list and use the -Mode 
parameter with the Lite|Default|Full 
arguments instead. A call that ex-
ports the entire tenant configura-
tion and stores it in the C:\DSC path 
would be:

Export-M365DSCConfiguration U
  -Mode 'Full' -Credential $Credentials U
  -Path 'C:\DSC\'

Besides exporting, it is also possible 
and important to be able to import 
existing configurations again. To do 
this, the generated PS1 file must first 
be compiled into what is known as a 
managed object format (MOF) file by 
executing the M365TenantConfig.ps1 
file in PowerShell.
However, the MOF file contains the 
password in plain text (Figure 2). 
Even if you used encryption or an en-
crypted user object previously, at this 
point it is always in plain text.
Fortunately, you can use an on-board 
DSC tool to solve the problem:

Set-M365DSCAgentCertificateConfiguration

The command generates a certifi-
cate that DSC uses to encrypt the 
credentials in the MOF file. Be 
careful: The operation will fail if 
you have not configured Windows 
remote management (WinRM) with Figure 2: The MOF file contains the password as plain text by default.
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Excel, but -OutputPath has no mean-
ing, because a file can only be saved 
in Excel. For a comparison use the 
command

New-M365DSCDeltaReport

with -Source and -Destination pa-
rameters, which also point to the 
respective configuration files. In this 
way you create an HTML file; again, 
you need to specify the location with 
-OutputPath. If you omit the param-
eter, the HTML output is displayed on 
the PowerShell console.

Conclusions

DSC for Microsoft 365 can be used 
to archive configurations and re-
store them when needed. You can 
also compare different tenants – and 
don’t forget the possibility to keep 
the settings of multiple tenants in 
sync easily and reliably. The admin-
istrative gains more than make up 
for the comparatively costly setup 
overhead. 
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DSC can restore the desired state from 
the MOF file. This process is adjust-
able, and instructions can be found 
online [3].
An option to clone configurations is 
very useful, especially if you manage 
several tenants that have the same 
configurations. You can create all 
the settings on a master tenant and 
then export the configuration to other 
tenants.

Generating Evaluations

The ability to compare different con-
figurations with each other is also 
interesting and would encompass ex-
ports of the same tenants at different 
times, as well as exports from differ-
ent tenants. M365DSC lets you gener-
ate evaluations in Excel and HTML 
formats. An Excel file only documents 
one tenant, whereas HTML reports let 
you make comparisons. To generate a 
simple report, use:

New-M365DSCReportFromConfiguration

You can also pass in the -Type param-
eter as Excel or HTML and use Configu-
rationPath to define the location of 
the configuration file – not the MOF 
file, but the M365TenantConfig.ps1 file 
(if you keep the default name).
The -OutputPath parameter specifies 
the location of the report. You must 
specify the location and file name. 
Without a file name, if you choose 
the HTML option, you will see the 
output in PowerShell, but the file 
will not be created on the filesystem. 
The Excel option opens the file in 

the winrm quickconfig command. 
If the configuration is good, the 
encrypted password is displayed in 
the file.
Also important to note is that you 
must export a configuration after 
the certificate has been created. It 
makes most sense to run the com-
mand before the first export. When 
exporting, the corresponding certifi-
cate is then also stored in the folder 
and referenced accordingly in the 
ConfigurationData.psd1 file.

Working with Configurations

In contrast to exporting, importing a 
configuration is comparatively simple. 
After all, everything is already config-
ured. The command is Start-DSCCon-
figuration and as an argument, you 
will pass in the path where the MOF 
file is stored. Use the Verbose param-
eter here to have more options in case 
of errors. Again, it can take hours to 
complete the process:

Start-DSCConfiguration U
  C:\DemoM365DSC\M365TenantConfig U
  -Wait -Verbose -Force

You might see an error message 
stating that the request size was 
exceeded in WinRM. In this case, in-
crease the size with the command:

winrm set winrm/config U
  @{MaxEnvelopeSizekb="8192"}

DSC also lets you check a given con-
figuration against a default every 15 
minutes. If the default is not met, 
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In the Microsoft world of Azure and 
Microsoft 365, especially, Azure Ac-
tive Directory (AD) is an important 
component for authenticating users. By 
synchronizing with Active Directory, 
organizations can also synchronize on-
premises credentials to the cloud, en-
abling single sign-on (SSO) scenarios.
As with Active Directory, you need to 
keep accounts in Azure AD organized 
and delegate the management of vari-
ous tasks. Organizational units (OUs) 
are used for this purpose in Active 
Directory; Azure AD has something 
similar to OUs called administrative 
units (AUs). In this article I’ll show 
you how to work with AUs for a bet-
ter way to delegate cloud directory 

authorizations. Although in general 
the AUs in Azure AD correspond to 
the OUs in Active Directory, the two 
differ significantly. In contrast to AD, 
the authorization structures in Azure 
AD are very flat, and restricting them 
is a complex process. Administrative 
units and role-based authorizations 
can be the solution.

Security with Roles in 
Azure AD
Administrative units are intended to 
help improve the structure in Azure 
AD in a similar way that OUs do in 
Active Directory. Administrative units 
are available on the Azure portal 

under Azure Active Directory. They 
can also be configured in the Azure 
Active Directory admin center by 
selecting Azure Active Directory | Ad-
ministrative units (Figure 1).
In Azure, authorizations for all re-
sources can be mapped with a role-
based authorization structure. You 
need to restrict the authorizations for 
administrators so that only those who 
are genuinely necessary are allowed, 
which complicates the configuration to 
some extent but significantly improves 
security. Administrative units work in 
combination with role-based access 
control (RBAC), which means you can 
assign roles to the AUs and then map 
them to users, groups, and devices. 

Figure 1: Administrative units in Azure AD correspond to the organizational units of Active Directory. Management is through the Azure portal. Le
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Azure AD is one of the most important authentication services for cloud environments. We show 
you how to delegate authorizations in Azure AD to ensure better security. By Thomas Joos

Delegate and restrict  
authorizations in Azure AD

 Temporary Admin
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The Azure AD objects to which the AU 
is linked can be managed by the users 
who are members of the roles, which 
in turn are linked to the AU.
After clicking on a user account, you 
can go to the Users section and click 
Assigned Roles to control which autho-
rizations belong to the subscription. 
If you click on a role when manag-
ing the assigned roles, you then see 
all the user accounts assigned to this 
role. The possibility of working with 
Privileged Identity Management in 
Azure AD is also interesting. Doing 
so lets you designate users who are 
authorized to 
perform ad-
ministrative 
tasks only for a 
certain period 
of time. You 
can then assign 
these roles to 
administrative 
units.

Isolating 
Users
Administrative 
units basi-
cally help you 
control and 
restrict the type 
of administra-
tive access for 

devices are currently logged in to 
Azure AD, as well as devices that are 
connected to, but not managed by or 
compliant with, the stored policies. All 
devices lets you see whether all the de-
vices are still required at any time.
For security reasons, it may make 
sense to remove devices that are no 
longer needed. At this point, you can 
also adjust settings of the devices 
and define who is allowed to connect 
how many devices to your Azure AD. 
To do so, call up the Device settings 
menu item where you can link the de-
vices found there to create new AUs 
and delegate the management tasks 
after doing so. It is also possible to 
connect computers dynamically (i.e., 
on the basis of their attributes).

Creating, Customizing, and 
Managing AUs
To create and control management 
entities and their associated objects, 
you need to familiarize yourself with 
the various management tools in 
Azure. They also play an important 
role for Microsoft 365. Web portals 
are used to control most options for 
managing Azure, Azure AD, and 
therefore the management entities.
To manage Azure AD, Microsoft 
365, and Azure, you need to know 
the various URLs, and maybe even 
save them as favorites, to access the 

admins. The purpose is to isolate 
specific users and groups and their 
devices from the admin groups. Ad-
ministrative units let you create ad-
ministration containers and a logical 
structure of authorizations in Azure 
AD. The scope of the admins’ permis-
sions can be flexibly controlled with 
AUs.
Administrative units let you control 
authorizations for users and groups, 
and you can even configure access to 
devices in the preview. In the Azure 
AD admin center, you can use the 
Devices menu item to check which 

Table 1: Microsoft Portals

Portal URL

Management Portal

   Microsoft Azure [https://  portal.  azure.  com]

   Azure AD admin center [https://  aad.  portal.  azure.  com]

   Microsoft 365 admin center [https://  admin.  microsoft.  com]

   Microsoft Teams admin center [https://  admin.  teams.  microsoft.  com]

   Microsoft Exchange admin center [https://  admin.  exchange.  microsoft.  com]

   SharePoint admin center [https://  admin.  microsoft.  com/  sharepoint]

   Microsoft Endpoint Manager admin console [https://  endpoint.  microsoft.  com]

   Azure Cloud Shell [https://  shell.  azure.  com]

   Azure subscriptions [https://portal.azure.com/#view/Microsoft_Azure_
Billing/SubscriptionsBlade]

User Portal

   Azure AD user self-service [https://  myaccount.  microsoft.  com]

   Microsoft user account [https://  account.  microsoft.  com]

Figure 2: Assigning the administrator roles for a new administrative unit.
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various management portals directly. 
The most important portals are 
shown in Table 1.
For AUs, you would either use the 
Azure portal and call up Azure Active 
Directory there or use the Azure AD 
admin center from the outset, where 
Add gives you a quick and easy ap-
proach to creating new management 
entities. The first step is to define the 
name of the administrative unit. You 
can then specify which administrator 
roles you want to assign to the AU 
under Assign roles (Figure 2). The 
process is not complicated and you 
can always customize the roles as-
signed to an AU.
For each role, the Description column 
shows which authorizations it has 
and the tasks for which it can be 
used. You can then assign user ac-
counts to the individual roles, which 
are created in the respective client. 
After assigning roles to the new ad-
ministrative unit, you can then cre-
ate them.

The AU can then be viewed from 
the Administrative units menu item, 
where you can adjust the settings at 
any time and assign users, groups, 
devices, and roles (Figure 3). These 
objects can then be managed by the 
users who are members of the ad-
ministrative roles; in turn, these roles 
are part of the management entity. 
Static assignments are possible at this 
point, but you can also manage AUs 
dynamically.

Dynamic AUs

Dynamic AUs support queries for 
membership in an administrative 
unit on the basis of user and device 
attributes. Therefore, membership 
can be automated to a large extent. 
When you click on a management 
entity in the Azure portal, you can 
customize its settings and assign-
ments (Figure 4). Besides an As-
signed membership type, you can 
also choose between Dynamic User 

and Dynamic Device in the Proper-
ties pane.
After setting up an administrative unit 
with dynamic membership, the Add 
dynamic query link lets you define 
your own rules for membership. You 
can also access the attributes of the 
user accounts or devices. Once you 
have defined and saved the rule, you 
can view the members on the main 
page of the AU and access the objects. 
You can also configure a membership 
rule at this point.

Configuration with 
PowerShell
Administrative units are not a com-
plex product. So that they can con-
tribute to improved security in Azure 
AD, you need to configure the rest of 
the environment to allow the man-
agement entities to achieve their full 
potential, which includes managing 
Azure and the AUs in PowerShell. To 
manage administrative units in Pow-
erShell, use the cmdlet

New-AzureADMSAdministrativeUnit U
  -Description "West Coast region" U
  -DisplayName "West Coast"

Before you can work with PowerShell 
in Azure, you first need to do some 
preparatory work. Almost all areas 
in Azure AD can be managed with 
PowerShell, too, not just the admin-
istrative units. Besides managing 
Azure with the Azure Cloud Shell, 
you can install the module for manag-
ing Azure AD in PowerShell, which 
lets you administer sections of Azure 
AD locally and, incidentally, parallel 
to managing Active Directory. To be-
gin, install the Azure AD PowerShell 

Figure 3: Customizing the management entities in Azure AD.

Figure 4: Configuring administrative units dynamically.
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supervise administrative tasks). The 
individual groups in Azure AD can 
be displayed with the Get-AzureA-
DGroup cmdlet. Additionally, you can 
create new groups, control group 
memberships, delete groups, and 
much more in PowerShell. To re-
trieve all the cmdlets, use

Get-Command *ADGroup*

User accounts that are members of 
an administrative role can manage a 
group. In turn, the role can be associ-
ated with an administrative unit to 
which the group has been assigned.

DIY Administrative Tasks

After assigning admins to adminis-
trative units and associating these 
AUs with users, groups, and devices 
in Azure AD, admins in the AU can 
also perform various tasks to manage 
the objects. However, users can also 
perform many tasks themselves given 
sufficient authorization. The focus 
of the AUs is on delegating tasks for 
managing the linked objects.
Azure AD provides a self-service 
portal where all users can log in to 
manage their own user accounts (Fig-
ure 5). If users also have a Microsoft 
account, it can be found on a separate 
portal. Both accounts can be accessed 
as shown in Table 1 under User 

Azure AD admin center, click Users | 
<user> | Sign-in logs to check when 
users have logged in and where. The 
portal also displays the IP address 
from which the login took place and 
the use of multifactor authentication. 
Multiple unsuccessful logins indicate 
an attack on a user account.
If you type Get-AzureADUser in the 
Azure Cloud Shell or Azure Pow-
erShell, you can view information 
about the user accounts in an Azure 
subscription. If you want to see more 
detailed information about a user or 
group in Azure AD, use the cmdlet 
with the ObjectID parameter

Get-AzureADUser -ObjectID U
  3b47a729-16c1-4be1-9ee2-7f3bd00a346b

You can retrieve the ObjectID for each 
user after entering Get-AzureADUser, 
and you can use UserPrincipalName, 
typically the email address the user 
uses to log in, as the ObjectID. To 
view all the data for a user account, 
pass the results from Get-AzureADUser 
to the select cmdlet and use the * 
wildcard to output all the data:

Get-AzureADUser -ObjectID 3b47a729-16c1-U
  4be1-9ee2-7f3bd00a346b |select *

Administrative units can also be 
mapped to groups that you man-
age in PowerShell, as well (e.g., to 

module on your computer and open a 
connection to Azure AD with

install-module azuread
Connect-AzureAD

To view all of the cmdlets for Azure 
AD management, use

get-command -module azuread

For example, you can display the 
commands for managing administra-
tive units by running the cmdlet

Get-Command *AzureAD*AdministrativeUnit*

When assigning administrative units 
to specific users or groups, user 
logons should be monitored. This 
also applies to the admin accounts 
that are members of the administra-
tive units. Changing memberships 
often requires a new registration at 
the AAD. Whether this login was 
successful can be monitored in the 
Azure portal.
When assigning administrative units 
to specific users or groups, as well as 
to admin accounts that are members 
of the administrative units, you need 
to monitor user logins. When chang-
ing memberships, it is often necessary 
to re-register with Azure AD. You 
can use the Azure portal to discover 
whether the login worked. In the 

Figure 5: Users can handle many administrative tasks themselves.
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Portal. Users can change or reset their 
passwords, for example, and also 
adjust settings and optimize data pro-
tection. You can also review your own 
logins here (e.g., to discover whether 
an account has been hacked). If Mi-
crosoft Office licenses are on file for 
an account, users can also download 
the installation files through the por-
tal. Administrative units are not man-
datory for this action.

Privileged Identity 
Management
In the context of administrative enti-
ties, Privileged Identity Management 
(PIM) is an essential component for 
delegating user authorizations. PIM 
protects resources and user accounts 
in Azure AD – and by extension in 
Microsoft 365 and Endpoint Manager. 
The technology can help prevent at-
tacks on privileged user accounts.
Managing user accounts in Azure AD 
is important, of course, especially in 
the context of protecting privileged 
accounts. In particular, these are the 
accounts that have more rights in the 
environment than normal user ac-
counts and that are members of an 
administrative unit through manage-
ment roles: admin accounts or ac-
counts belonging to support staff and 

users with far-reaching permissions.
Protecting user accounts with el-
evated authorizations is an important 
factor for higher security in the cloud, 
and it boosts the security of the vari-
ous resources in Microsoft 365 and 
other cloud services. Every environ-
ment has users who have access to a 
particularly large number of resources 
or complete applications. The ques-
tion is whether the respective user 
accounts need these rights perma-
nently or only for certain tasks and 
at specific times. In most cases, com-
prehensive authorizations are rarely 
necessary. It makes sense to restrict 
these authorizations for user accounts 
at times when they are not needed so 
that even if an admin account is hi-
jacked successfully by an attacker, the 
resources are protected because the 
account cannot exercise its privileges.
Protecting admin accounts is the 
job of Azure AD Privileged Identity 
Management (Figure 6). This service 
protects accounts in Azure, Microsoft 
365, and environments such as Mi-
crosoft Endpoint Manager. If attack-
ers hijack accounts in infrastructures 
with these services, they can usually 
carry out far-reaching, damaging ac-
tions – even as far as penetrating into 
the local data center. To use Azure 
AD PIM, organizations need a license 

for Azure AD Premium P2. Microsoft 
spells out the license requirements 
exactly online [1].

Managing Azure AD PIM

Azure AD PIM is managed on the 
Azure portal. Searching for Azure 
AD Privileged Identity Management 
in the portal opens the management 
interface for the service, which can 
be used to control access, in paral-
lel with administrative units, in 
the various environments already 
mentioned.
On the service management page, 
Azure AD roles shows the different 
roles and the options for protecting 
these roles. Clicking on Roles takes 
you to the individual roles that are al-
lowed to perform administrative tasks 
in the environment. These are also 
the roles you assign in the administra-
tive unit. PIM in turn protects user 
memberships of these roles and there-
fore user authorizations. By way of an 
example, the Exchange Administrator 
role can manage almost all settings in 
Exchange Online.
After clicking on the role, the Azure 
portal displays the various manage-
ment options. To add user accounts 
to a role in Azure AD and therefore 
also in Microsoft 365 and Endpoint 

Manager, all 
you need to 
do is click 
Roles | Add 
assignments. 
You can then 
choose the de-
sired role un-
der Select role 
and then se-
lect a user ac-
count to which 
you want to 
assign the 
role; the users 
will be able 
to manage 
Exchange On-
line or other 
resources in 
the future but 
are protected 
by PIM.Figure 6: Azure AD PIM works with the management entities for assigning user rights.
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Controlling Access Times 
and Scenarios
Once you have selected the role and 
added the members, the next step is 
to set the access type for the role. In 
addition to permission for adminis-
trative access, at this point it is also 
possible to control the times at which 
user accounts will be granted admin-
istrative authorizations. However, you 
first need to establish the membership 
by clicking Assign. New members can 
be added and removed at any time in 
the role settings. When added, mem-
bers are notified automatically by 
email of the details of the role.
When you call up the role, you can 
see its members and configure the 
details in Settings. In the upper area 
of the details, press Edit to start mak-
ing changes. At this point you can, 
for example, define the user account 
that will authorize administrative ac-
cess for the users of the role. In the 
role management settings, you can 
configure how long access will be al-
lowed once the approver has allowed 
access (Figure 7). You can also stipu-
late multifactor authentication for 
accessing the role’s authorizations. 

the admin is a member of that role, 
which in turn can be a member of an 
administrative unit.

Conclusions

Administrative units enable structured 
delegation of authorizations in Azure 
AD. In the current version, it is also 
possible to manage devices or make 
memberships dynamic. Together with 
role-based entitlement management 
and privileged identity management, 
the management entities can be used 
to create effective structures for man-
aging authorizations in Azure AD. 

Info

[1]  Licensing requirements to use 

PIM: [https://  learn.  microsoft.  com/ 
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However, this is something you would 
generally want to do for all user ac-
counts in Azure AD and Microsoft 
365 anyway.
The buttons in the lower area can 
then be used to configure further set-
tings, such as whether a user is given 
permanent authorization or when 
authorizations expire. You can also 
choose to have email sent when a 
user requests and receives a role.

Role Requests by Admins

Once the customizations are in place, 
you can request access to the role 
by clicking Activate in the Azure AD 
portal when managing PIM. You can 
also see the roles for which you are 
authorized and enable access. When 
doing so, admins must enter a rea-
son. Once access is requested, the 
user will receive an email to approve 
access. However, you can also unlock 
access directly on the Azure portal 
when managing Azure AD roles. 
Once access is approved, the admin 
will receive an email message that 
their request has been approved. (All 
operations are traceable in Azure and 
the monitoring system.) After that 

Figure 7: PIM lets you control membership in Azure AD management roles.
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Data has a central function in the 
digital economy. It is collected in gi-
gantic quantities so that automated or 
autonomous decisions can be made 
on the basis of data analysis. In this 
context, data security is achieved by 
technologies such as encryption, ac-
cess protection, and tools that prevent 
attacks (e.g., SQL injection) on infor-
mation. In contrast, data governance 
involves tools that encourage correct 
handling of data (e.g., managing 
personal and other sensitive informa-
tion) and that implement the associ-
ated risk management with the use 
of, for example, metrics and control 
instruments.

The Basis: Data Overview

To implement data security, not just 
as a local solution for certain data-
bases but to secure all or at least a 
large amount of relevant information, 
you first need to establish the basis. 
Data management informs you of the 
information you have, which is im-
portant because you can't use or pro-
tect what you don't know about.
And a positive side effect is that 

this knowledge is needed not only 
for data security, but also for the ef-
ficient use of data and for data gov-
ernance. More specifically, it’s about 
metadata management and data 
catalogs. Metadata management 
is the functional approach in data 
catalogs that acts as a repository 
of information across the various 
data storage systems. This helps you 
identify data worthy of protection, 
as well as the best data sources for 
the efficient and targeted use of 
information.
Data catalogs and metadata manage-
ment have grown in importance, 
especially in the wake of the Euro-
pean Union General Data Protection 
Regulation (GDPR), with its stricter 
requirements for handling personal 
data. Some of the vendors in this 
market started with products for 
privacy management and then imple-
mented data catalogs and metadata 
management as core components to 
serve requirements other than “sim-
ple” data protection.
The cost of data usage can be re-
duced if users access the most suit-
able sources in a targeted way. The 

potential added value increases to 
match. On the other hand, better data 
governance and data security give a 
boost to security or help mitigate se-
curity risks and avoid potential com-
pliance violations.
In an age of looking not only at in-
creasing volumes of data on increas-
ing numbers of systems but also at 
an increasingly larger number of 
physical systems for data storage and 
management, consolidation tools 
(more specifically, metadata manage-
ment and data catalogs) and integra-
tion systems are required to keep 
track of information. The days when 
IT managers primarily thought of 
relational databases and SQL when 
it came to data are long gone. Mas-
sively growing volumes of data add 
complexity to information handling 
and raise the bar for a comprehen-
sive data architecture.

Data Fabric

Data security and governance are 
central components in a comprehen-
sive data architecture, or data fabric 
(Figure 1). Data architecture in this 

Protecting data becomes increasingly important as the quantity and value of information grows. We describe 
the basics of data security and governance and how they intertwine. By Martin Kuppinger
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context explicitly refers to managing 
and using systems and their archi-
tecture and interaction, not to the 
information itself and its structures. 
Whereas data architecture at the 
information level is conceivable for 
isolated use cases, organization-wide 
approaches in the sense of an enter-
prise data model failed more than a 
decade ago.
A model for data management builds 
on the various sources ranging from 
traditional databases to business 
applications and their data storage 
systems to analytic applications. All 
of these sources often generate infor-
mation themselves, which, in turn, 
can serve as a source for other usage 
scenarios.
The first integrating layer is metadata 
management and the resulting data 
catalogs, which provide an overview 
of what data (and of what quality) 
can be found where. However, state-
of-the-art tools also provide more de-
tailed information on the data lineage 
(e.g., the origin of the data) and en-
able evaluation and collaboration for 
the information.
A level above is data integration and 
quality. Data integration products 

Database security continues to be 
an important subarea in this con-
text, protecting databases against 
breaches of integrity, confidentiality 
of information, and availability. Se-
curity primarily involves functions 
for the information itself stored and 
processed on database systems, as 
well as the underlying server and net-
work infrastructure and access to the 
information.
However, as infrastructures and tech-
nologies for processing and storing 
data change – especially given cloud-
native tools and the resulting hybrid 
infrastructures of modern and legacy 
approaches – the requirements 
change. The core functions of mod-
ern data security products include 
the following functional areas:

  Vulnerability assessment: identi-
fying potential points of attack, 
configuration errors, and other 
dangers.

  Data discovery and classification: 
knowledge of the data and clas-
sification of the data in terms of 
sensitivity (e.g., personal informa-
tion); tools ideally build on exist-
ing infrastructures for metadata 
management and data catalogs.

such as extract, transform, load (ETL) 
and extract, load, transform (ELT) 
support the integration of information 
from different sources and the imple-
mentation of data formats.
Data quality tools check the qual-
ity of information to supplement or 
correct the data as needed. External 
sources such as address databases 
are often accessed for this purpose. 
Master data management (MDM) 
builds on this foundation and deliv-
ers function- and industry-specific 
applications for handling information 
such as product data.
Another level above are the analytical 
applications and functions for data 
usage (e.g., for serving up user-spe-
cific content in digital services or for 
decision support).

Specific Data Protection

The functions of data governance 
act as an overall theme across the 
layers of a data fabric. One central 
topic in this context is data security, 
which in recent years has developed 
beyond individual technical solu-
tions for security of classic, rela-
tional databases.

Figure 1: Enterprises need a comprehensive data architecture (or data fabric) to make the most of and protect information.
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  Data protection: encryption, tag-
ging, and other technologies for 
both storage and data transfer.

  Monitoring and analysis: continu-
ous monitoring of access to and 
the use of data, and analysis to 
detect and respond to anomalies, 
including integration with security 
information and event manage-
ment (SIEM) tools.

  Threat prevention: guarding 
against targeted attacks such as 
SQL injection.

  Access management: targeted pro-
tection of privileged user accounts 
and dynamic, policy-driven access 
control; often handled by special-
ized applications.

  Audit and compliance reporting: 
automatically generated and ad 
hoc reports and dashboards for an 
overview of the current security 
status.

These tools are fundamental building 
blocks of a modern, secure data fab-
ric and must be designed to support 
complex hybrid environments and 
multicloud platforms.

Data Governance

As mentioned earlier, data gover-
nance is more than just data protec-
tion and is best defined as an um-
brella term covering various functions 
of protecting and controlling data 
and data usage. Two other important 
functional areas in addition to data 
security are:

  Privacy management for handling 
information that falls under the 
scope of the GDPR. Like the entire 
topic of data management, it is no 
longer just about structured data, 
but also about unstructured data 
that needs to be analyzed, man-
aged, and protected.

  Data governance and risk is a sub-
area that focuses on concrete met-
rics and control functions that can 
be used to monitor and improve 

compliance with defined rules for 
handling data. On the one hand, 
this sphere includes regulations in 
the area of data protection such as 
the GDPR; on the other hand, it 
encompasses other requirements 
for handling sensitive information, 
as well as internal rules for han-
dling and protecting particularly 
critical and valuable data. Such 
tools typically dovetail with IT 
governance, risk, and compliance 
(GRC) products to deliver data into 
a higher level of risk management.

A good strategy for data governance 
is always built on integration of the 
specific functions with data security, 
as well as the underlying metadata 
management and data catalogs.

Flexibility and Coordination

Perhaps the biggest challenge in 
implementing a data fabric – and in 
sub-areas such as metadata manage-
ment or data governance – is that 
people work with data everywhere 
in organizations. The multiple areas 
of use and numerous stakeholders 
make it difficult to avoid a prolif-
eration of initiatives and technical 
approaches.
However, precisely here, well-
thought-out and comprehensive 
approaches can help, including an 
architecture with associated operat-
ing models (e.g., target operating 
models, TOMs) for the data fabric 
and service-oriented approaches for 
providing the technical implementa-
tion. Experience shows that very few 
divisions in the corporate environ-
ment actually want to implement 
their own tools if they can turn to 
a functionally useful service with a 
suitable operating model. In other 
words, with a correctly implemented 
data fabric as an internal service, a 
corporation has a good chance of 
containing a significant amount of 
undesirable growth.

Communication is important so 
that the different divisions in the 
company know which services are 
available. Because the users and 
areas involved come from both IT 
and business, advisory support is 
required on top of technical ser-
vices. In many cases, today’s tools 
in the wider data management envi-
ronment support functions for col-
laboration; assessing data usability; 
and collaboration among users, data 
stewards, and administrative and 
technical users.

Conclusions

The importance of data security 
means corporations need to move 
away from isolated, incomplete 
tools that are expensive, often fail 
to cover important security and data 
governance requirements, or do not 
do a complete job of providing cov-
erage. An additional consideration is 
that continually introducing new lo-
cal solutions simply takes too much 
time. However, solutions must also 
serve the quite different require-
ments of stakeholders from busi-
ness, IT security, data protection, 
and other areas.
To deal with data efficiently and ef-
fectively, corporations need a strat-
egy in which a holistic view of the 
required elements (e.g., a data fab-
ric) plays a central role. Individual 
approaches in the area of analysis 
are not enough. IT managers need 
to implement both the foundations 
with metadata management and data 
catalogs and the interdisciplinary 
functions of data governance and 
data security correctly to be able to 
work optimally with data and gener-
ate the desired added value. 
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Cyberattacks are constantly on the 
rise, and ransomware is spreading 
rapidly. As a result, corporations also 
need to update their security strate-
gies constantly. And it is better to 
fight against aggressors together than 
go it alone, according to CrowdSec 
[1], an open source cloud service 
and participative intrusion protection 
system (IPS) capable of analyzing 
the behavior of systems and provid-
ing a customized response to attacks. 
The tool acts as a community, shar-
ing attack intelligence and fighting 
cyber criminals together. In this way, 
corporations can rely on data from 
the entire community to protect their 
servers, and not just on information 
obtained from their enterprise.
Information can come from syslogs, 
CloudTrail events, security informa-
tion and event management (SIEM) 
systems, and other sources (e.g., from 
firewalls or the event viewer of Win-
dows servers). Community members 
can access the details of the analyzed 
data and build their own intrusion 
detection systems (IDSs). The process 
of sending and receiving information 
can also be fully automated. After the 
initial setup, the system is autono-
mous. You can check the cloud ser-
vice web console to discover whether 

your servers have been attacked and 
whether you need to take any action.
The software used in a CrowdSec net-
work runs locally, but it can access 
community data offline, which means 
the software agent at the local data 
center can quickly identify unfriendly 
IP addresses drawn from community 
information. If your installation dis-
covers new, unfriendly IP addresses 
itself, it in turn can upload that data 
to the cloud. After verification, these 
new addresses are published in the 
community.

Agent-Based Flexible Use

Corporations do not need to replace 
their entire security setup when they 
start using CrowdSec. Because the 
functionality resides in the cloud, you 
don’t even have to operate your own 
servers. You just need to install agents 
on the individual servers. Crowd-
Sec’s fields of application can be 
broken down into different scenarios 
(e.g., the exploitation of the Log4j 
vulnerability).
Adding your own scenarios is no 
problem. Organizations can decide for 
themselves which potential attacks 
they want to defend against through 
CrowdSec and what information of 

their own they want to contribute to 
the community’s common fight. The 
scenarios are often defined as YAML 
files and can be easily integrated into 
your environment. CrowdSec also 
works with honeypots to attract at-
tackers. The reputation databases cre-
ated in the process are also available 
to the general public.
Crowd security tools have notably been 
successful in defending against the 
Log4j vulnerability. Many applications 
and server operating systems contain 
undocumented components from the 
Java library. As a result, almost all net-
works are at risk. Because of the huge 
volume of data available for analysis, 
CrowdSec detects where exploits occur, 
and if other members of the commu-
nity are using the same product, the 
exploit probably exists there, too.

Installing the Agent on 
Linux and Windows
Installing CrowdSec is a three-step 
process: (1) Set up the web console 
by creating an account with the 
provider (free of charge). (2) Install 
the agent on the servers you want to 
include and connect the servers to 
the console through the agent. (3) 
Use “bouncers” to prevent attacks 

Threats can be detected and averted at an early stage with crowd security, in which organizations form a 
community to take concentrated action against cyberattacks by sharing attack data. We explain how this 
strategy works with the CrowdSec cloud service. By Thomas Joos

CrowdSec crowd security service
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actively, wherein the system simply 
blocks certain IP addresses.
Typically, you can use the pack-
age manager to install CrowdSec on 
Linux. On Debian systems, use the 
commands:

curl -s
https://packagecloud.io/install/U
  repositories/crowdsec/crowdsec/U
  script.deb.sh | sudo bash
sudo apt-get update
sudo apt-get install crowdsec

CrowdSec’s agent is lightweight open 
source software that detects peers 
with aggressive behavior to prevent 
them accessing your systems. Al-
though the Linux client is more ma-
ture, you can connect Windows serv-
ers to CrowdSec with an agent avail-
able on GitHub [2]. After download-
ing the MSI file, which is about 40MB 
in size, you can proceed to install the 
agent on Windows. The installation 
doesn't require any configuration 
steps and can be easily automated.
CrowdSec relies on collections to 
defend against threats. The install 
wizard automatically applies a col-
lection for Windows servers to the 
systems. The installer also drops the 
matching system service into place 
on the Windows device. Servers con-
nected in this way can be managed 
from https:// app.crowdsec.net on the 
web console.

Configuring CrowdSec

Unlike Linux, CrowdSec on Windows 
does not yet support automatic con-
figuration at install time. Some work 
is required after installing the agent. 
The default configuration intercepts 
brute force attacks against the remote 
desktop protocol (RDP), server mes-
sage block (SMB) protocol, or any 
type of remote authentication that 
Windows uses, which already offers 
a modicum of protection. Whenever 
the CrowdSec service is updated or 
customized on Windows, you need to 
restart the service. You can do this in 
PowerShell by typing:

restart-service crowdsec

cscli collections install U
  crowdsecurity/mssql

The collection detects attack at-
tempts on the authentication of 
SQL servers. To monitor SQL serv-
ers you now need to edit the C:\
ProgramData\CrowdSec\config\ac-
quis.yaml file:

source: wineventlog
event_channel: Application
event_ids:
   - 18456
event_level: information
"label":
   type: eventlog

A separate collection is available for 
protecting Internet Information Ser-
vices (IIS)-based web servers:

cscli collections install crowdsecurity/iis

Again, you need to edit a file – in this 
case, C:\ProgramData\CrowdSec\config\
acquis.yaml:

The required files and functions are 
placed in the Windows C:\Programs\
CrowdSec directory. The agent’s exe-
cutable (crowdsec.exe) and command-
line (cscli.exe) files also reside there. 
The various configuration files are 
stored in the config directory, and 
CrowdSec’s internal logfiles are stored 
in the logs folder.
More advanced configuration relies 
on the cscli.exe command (Fig-
ure 1). The installation wizard also 
includes the agent executables in 
the Windows path, which means 
you can run the commands from 
any location in PowerShell, in Win-
dows Terminal, or from the com-
mand prompt.
In the same way, you install different 
collections on a Windows server (Fig-
ure 2). To do this, run the command:

cscli collections install U
  crowdsecurity/windows

Another collection for protecting SQL 
servers is installed with:

Figure 1: CrowdSec is managed on a server with the cscli tool, available on both Linux and 
Windows servers.
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use_time_machine: true
filenames:
   - C:\\inetpub\\logs\\LogFiles\\*\\*.log
"label":
   type: iis

To include the IIS event viewer entries 
from Windows in CrowdSec, use:

source: wineventlog
event_channel:
   Microsoft-IIS-Logging/Logs
event_ids:
   - 6200
event_level: information
"label":
   type: iis

Windows firewall monitoring can be 
enabled by typing:

cscli collections install U
  crowdsecurity/windows-firewall

Here, too, you need to make a few 
changes to the YAML file mentioned 
earlier:

filenames:
   - C:\\Windows\\System32\\LogFiles\\U
     Firewall\\pfirewall.log
"label":
   type: windows-firewall

After adding these collections for 
Windows, CrowdSec offers the follow-
ing protections:

  RDP/ SMB: brute force detection
  IIS: HTTP attacks
  SQL Server: brute force detection
  Windows Firewall: network scan 
detection

The Windows collections mainly 
analyze Windows logfiles and vari-
ous scenarios for protection against 
password attacks. After installing 
CrowdSec on a server and integrating 
the desired collections, you need to 
register each server as an instance – 
more about that later. You can then 
use the web interface for administra-
tion. Typing

cscli collections list

accesses the settings on the current 
server.

Instances and Bouncers

Once the local CrowdSec instance 
is configured, you can connect it 
to the service by typing something 
like:

cscli console enroll U
  cl5zgf4qs00 030wjqmvrt7s30

The web console must be running 
on the computer, and you need to be 
authenticated. After that, you will see 
that instance under Instances in the 
web interface. Clicking Accept adds it 
to the interface. From this moment on 
you can see the status of the server. 
Security information about the con-
nected server can be obtained with 
Alerts, and Activity shows the last 
actions you have performed (e.g., to 
which servers you connected).
Bouncers block the attacks detected 
by CrowedSec. You must install these 
on the server. With Windows, for 
example, the bouncer for Windows 
Firewall manages and automatically 
updates rules for blocking suspicious 
IP addresses. Windows also requires 
the .NET6 framework. The full instal-
lation files are on the GitHub page 
[3]. The bouncer configuration is de-
scribed in more detail online [4].

Conclusions

Cybercriminals often act as a group. 
One way of combating attackers is to 
join a community yourself and lever-
age the information gathered by all of 
its members. Systems such as Crowd-
Sec support most Linux distributions 
and Windows. As shown here, how-
ever, some manual reconfiguration 
work is required. 

Info

[1]  CrowdSec: [https://  www.  crowdsec.  net]

[2]  CrowdSec agents on GitHub:  

[https://  github.  com/  crowdsecurity/ 

 crowdsec]

[3]  Windows Firewall bouncer:  

[https://  github.  com/  crowdsecurity/ 

 cs-windows-firewall-bouncer/  releases]

[4]  CrowdSec on Windows:  

[https://  docs.  crowdsec.  net/  docs/  getting_

started/  install_windows/]
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Figure 2: On Windows, you first need to configure CrowdSec with the cscli.exe file after 
installing the agent.
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Every admin knows group policies in-
side out. Group policy objects (GPOs) 
are still the most effective means of 
centrally managing and, above all, 
protecting clients. They play a crucial 
role, especially when it comes to pro-
tection against ransomware.
Generally speaking, Windows Server 
2022 reveals no technical innova-
tions in the area of group policies 
for local installations. The GPO 
infrastructure and the available 
feature set are static, with no more 
development in this area. However, 
some innovation and change is 
emerging in the cloud, but only if 
you sign up for the right plan. Still, 
there’s nothing out of the box in a 
plain vanilla Azure Active Direc-
tory (AD) that controls the client 
as extensively as group policies 
can locally. With this in mind, I 
look at new or changed approaches 
that have emerged over 20 years of 
group policy design and structure, 
with an emphasis on rules that 
should always be implemented, 
even if nothing has changed techni-
cally and the best practices have 
been valid for years.

GPOs in the Light of 
Ransomware
Where admins struggled with desk-
top configurations in the early days 
of AD, today the greatest effort is 
put into defending the environment 
against ransomware and the sword 
of Damocles called the General Data 
Protection Regulation (GDPR) in the 
event of a possible data loss. Surpris-
ingly, very few ADs are up to these 
requirements in terms of delegation 
and group policies.
The companies affected by ransom-
ware attacks often have many things 
in common, but the main similarity 
is an IT structure built 20 years ago. 
Admins have neglected to change fun-
damentals and keep structures current, 
instead focusing on issues other than 
AD as a core login resource. User login 
works fine, why should there be a 
problem? This way of thinking is now 
getting in the way. After ransomware 
has made it into an organization, it 
spreads with PsExec and a batch file 
distributed by the admin share.
This Windows NT4 technology is 
still commonplace today and many 

administrators use it in their daily 
work. The doors are open internally, 
there is no firewall strategy between 
the clients, no software allowlist, and 
no delimitation of the administrative 
accounts in terms of their spheres of 
action. The passwords in use may be 
“secret” literally but not by nature. 
Instead, you see password recycling, 
identical passwords for various ac-
counts, and a domain administrator 
password that is often 15 years old. 
The last time I tried to change the 
password, so many services failed that 
it was easier to keep the old one than 
to find all the places it was stored. At 
any rate, this and similar excuses are 
often sought when things come to 
light during an audit or health check 
– or simply when talking to a service 
provider. In the worst case, ransom-
ware will exploit these flaws.

One Setting Does Not a 
Policy Make
Admins have spent a long time and 
much brain power worrying about 
configuration and customizing group 
policies. Today, the focus is more on 

We discuss how to manage and secure clients with group policy object templates and look at some 
recommendations from various governmental and non-governmental security advocates. By Mark Heitbrink

Group policies on 
Windows Server 2022

Ph
ot

o 
by

 J
ac

k 
Ca

rt
er

 o
n 

Un
sp

la
sh

 Simple 
 and Effective

70 A D M I N  73 W W W. A D M I N - M AGA Z I N E .CO M

M A N AG E M E N T Win Server 2022 GPOs

http://WWW.ADMIN-MAGAZINE.COM


security requirements, as well as re-
ducing telemetry data. However, you 
do not have to reinvent the wheel, be-
cause the technology is available and 
guidelines exist.
The challenge facing an administrator 
today when it comes to group policy 
is answering the question, “What do 
I need to configure?” The answer, as 
always, depends on your own capabili-
ties: As a policy, some configurations 
are just a single switch and extremely 
trivial from a policy perspective. Not 
much more happens than toggling a 
registry value, but the function behind 
it often requires the right hardware, as 
in the case of virtualization-based code 
integrity protection; or the case of a cer-
tificate infrastructure and processes that 
are required to implement code signing; 
or whether you are confronted with 
organizational issues when you have 
to handle three, four, or even more 
accounts for administrative tasks (de-
pending on the security group or level).
In the search for “what” predefined 
templates can help, vendors already 
offer ready-made policy sets and 
make them available for download. 
Others charge money, or they provide 
a fully documented PDF that you 
have to convert into a GPO yourself.

GPO Innovations in Windows 
Server 2022
Before I talk about the general 
methods and rules independent of 
Windows Server 2022, I’ll offer some 
resources that look at what’s new:

  The Windows Server 2022 ADMX 
and GPO settings in an Excel 
sheet [1]

  Administrative templates (ADMX) 
for Windows Server 2022 [2]

  Group policy settings for Windows 
Server 2022 [3]

Windows Server 2022 comes with 
47 new policy settings, for a total of 
4,442 policies. More key data include:

  39 new policies for the computer 
object and eight for the user

  13 policies in the privacy and te-
lemetry section

  Six policies for Windows Defender
  Another six GPOs that control the 
Windows sandbox

the size was set, no administrator 
believed that a user would ever be 
in more than 1,000 security groups, 
exceeding the token’s maximum 
size. Now that some large companies 
are experiencing their third or even 
fourth AD migration, including tak-
ing the security identifier (SID) his-
tory with them, space is suddenly at 
a premium.
SMBv1 can be considered an ex-
ample of a change for which a long 
period of notice was given. Every Mi-
crosoft operating system from Vista 
onward speaks SMBv2, but SMBv1 
was not removed from the system 
until Windows 10 v1903, and it can 
still be enabled in any build – even 
in Windows 11 – because various 
devices (e.g., multifunction printers 
with scan-to-UNC interfaces) still 
only speak SMBv1.

GPO Templates

Once a Microsoft technology was 
released or allowed, people started 
using it, and getting rid of it was 
very difficult or required individual 
testing and assessment on the part 
of an organization. In this dilemma, 
Microsoft unfortunately cannot act as 
they would like. Although the limit of 
functionality is defined by the ecosys-
tem, that does not mean that it would 
not be better to configure things cor-
rectly, which is where templates and 
recommendations come in. Examples 
include:

  Microsoft security baselines from 
the Microsoft Security Compliance 
Toolkit [4]

  SiSyPHuS, a study of system 
design, logging, hardening, and 
security features in Windows 10 
from the German Federal Office for 
Information Security [5]

  Center for Internet Security bench-
marks [6]

  US Department of Defense Security 
Technical Implementation Guide [7]

  Australian Centers for Cyber Security 
Guidelines for system hardening [8]

  gp-pack Privacy and Telemetry 
from Mark Heitbrink [9]

Before I look at the individual tem-
plates with their advantages and 

Looking at the numbers and distribu-
tion alone, you can see that no major 
changes are required when it comes 
to controlling the operating system. 
Microsoft has added functionality to 
some components, but it’s not as big 
a leap as going from Windows Server 
2003 to 2008 R2 or 2008 R2 to 2016. 
Few companies used the intermedi-
ate versions (e.g., Server 2019). Most 
moved from Server 2003 to 2008 R2 
to 2016, which means Server 2022 is 
now the next step in AD for many IT 
organizations.

Static Windows as a Problem

Depending on the region of the 
world, different institutions claim to 
be able to configure a system more 
securely than when it was delivered. 
This claim poses the question of why 
the system was not already secure in 
the as-purchased state. The answer 
lies in the Microsoft ecosystem with 
its ancient roots. Software that is 20 
to 30 years old is still being used in 
industry, as well as banks and insur-
ance companies. It has to carry on 
working. Companies expect to be able 
to continue using their expensive, 
customized enterprise resource plan-
ning (ERP) systems.
You could also tell the sorry tale 
of Internet Explorer at this point. 
Techniques that were new when it 
was established are still in use. Un-
fortunately, these are not so easy to 
replace and adapt to today’s condi-
tions. Sometimes a solution presents 
intself – bug fixing, hardening, and 
more security courtesy of Microsoft – 
if you simply integrate a patch. How-
ever, security-related changes are 
often only possible after announce-
ments made in advance, because of 
dependencies on the third-party eco-
system (e.g., if you disable SMBv1, 
LDAP signing, or the default setting 
for Excel macro execution). Micro-
soft itself defined in an RFC at some 
point the rules of the game and can-
not change them dynamically. Other 
applications rely on the set of rules 
defined back then. Consider, if you 
will, the access token with its maxi-
mum size of 65,536 bytes. When 
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disadvantages, I can issue a blanket 
statement for all of them: The newer 
templates go back to the Microsoft 
baselines and the older ones align 
with it. Microsoft itself has gone on 
a major offensive and has started 
making recommendations on how to 
make its own system better, in the 
sense of “harder.”
The focus of the templates, with the 
exception of gp-pack Privacy and 
Telemetry, is on operating system 
hardening. In contrast, the reduc-
tion of transmitted data (silencing) is 
usually only rudimentary. It’s about 
security – nothing more, nothing 
less. Data that Windows sends to a 
manufacturer can improve security; 
however, it can contradict the GDPR 
under certain circumstances, and 
guidelines as to what is permitted or 
prohibited are not clear. I recommend 
sending as little data as possible to 
ensure continued secure operation. 
Unfortunately, this plan is defined 
individually, and as long as there are 
no legally effective rulings on what is 
allowed and what is not, admins op-
erate in an unsatisfactory gray area.

Security Template Integration

My recommendation in terms of GPO 
templates is: Import the values for 
settings without much to-do and then 
investigate in the test scenario what 
you can and cannot implement. The 
test shows the values that cause er-
rors. If you try to resolve everything 
up front, you will never get done. 
Often admins even take out some 
values for fear that something bad 
might happen. Of course, you can do 
a rough review in advance but avoid 
addressing all the details, especially 
when many settings are not self-ex-
planatory or refer to algorithm or en-
cryption techniques that you cannot 
evaluate because the basic technical 
understanding is missing.
The approach first uses values with-
out any attempt at evaluation, and 
the test shows whether the value 
should be kept in the recommended 
setting. In the end, you have a con-
struct that is genuinely best defined 
for your company. All values are 

implemented, and only the require-
ments from your own infrastructure 
brought about changes. If an exter-
nal audit occurs with such a set of 
rules, only a few results will show 
up as deficiencies because they were 
not implemented, and you had no 
knowledge of these facts. External 
auditors only apply one of the known 
yardsticks and check for the existence 
of rules.
It is important to note that implemen-
tation is an ongoing process. It does 
no good to enable the rules on a cut-
off date and then just leave them be 
for the next few years without making 
any further adjustments. Rules and 
regulations are not static and need to 
be reviewed every six or 12 months. 
Where vendors provide updates, you 
will want to check and integrate the 
updates as soon as possible. The 
overhead of making small changes 
on a regular or permanent basis is far 
less than that of making massive ad-
justments every two years.
Another important point, quickly 
clarified, is the selection of the appro-
priate template, because – in fact – it 
is simply all those mentioned. There 
is no debate as to which of the tem-
plates is the better or more compre-
hensive. Each provider has their own 
ideas that are important in their own 
value systems, but it would be a mis-
take not to adopt all of these points, 
assuming they only generate work 
and do not cause any problems. 
Time and labor are unfortunately 
still the biggest arguments against 
template integration, which I look at 
in detail below.

Microsoft Security Baseline

The Microsoft Security Compliance 
Toolkit has been at version 1.0 since 
it was released – the version number 
has never been incremented. The 
toolkit provides configuration defaults 
for any current operating system. For 
each build, a baseline is released for 
both the server and the client. More-
over, Microsoft provides suggestions 
for configuring the Chromium-based 
Edge browser and the Office 365 
package outside of a fixed cycle. This 

coverage comprises operating sys-
tems, browsers, and Office, the three 
most important areas for Microsoft in 
the enterprise.
The suggestions are delivered as a ZIP 
file and always with the same struc-
ture. The file contains Excel spread-
sheets with the new settings and a 
PDF that explains the included Micro-
soft security baseline (MSB) blog post 
with the changes. The policies come 
as a Group Policy Management Con-
sole backup and can be imported in 
bulk by a script, but the single values 
can also be integrated into existing 
policies with the local GPO (LGPO) 
utility [10]).
Other administrative templates 
(ADMX files) have the guidelines as 
an HTML report, meaning you can 
take a look at the content before im-
porting. The policies are broken down 
into user and computer objects and 
their use cases. BitLocker and De-
fender are separate policy objects, al-
though they are part of the operating 
system, because these two tasks are 
often handled by third-party software. 
Microsoft saves you a lot of the work 
by removing unnecessary and unused 
settings from the policy.
This approach illustrates an impor-
tant point. Microsoft wants MSB to 
be used and actively removes any 
stumbling blocks that might prevent 
its integration. They have deliberately 
left out some settings because they 
(probably) can never be realized in 
practice. For example, some configu-
rations are set to monitor instead 
of deny or force. You may well be 
shocked to discover how easy it is to 
integrate the policy in practical terms. 
The name “Baseline” is a good de-
scription of the underlying concept. It 
is the minimum that must be defined, 
the lowest common denominator that 
can be introduced without spending 
a great deal of effort and time on long 
integration tests.
Microsoft does not prevent telem-
etry or cloud access in the baseline; 
some criticism may be justified from 
a European perspective. Because 
Microsoft sorts the baseline by topic, 
it often seems a bit smaller than 
other rulesets. Microsoft also tries 

72 A D M I N  73 W W W. A D M I N - M AGA Z I N E .CO M

Win Server 2022 GPOsM A N AG E M E N T

http://WWW.ADMIN-MAGAZINE.COM


This arrangement might look neatly 
sorted and structured, but it makes 
importing the policies more complex, 
because several sources need to be 
read instead of just one.
If you slip SiSyPHuS over the Micro-
soft baseline, you will have no con-
flicts whatsoever with regard to the 
set values. The overlapping settings 
are defined identically. The thinking 
on the question of what is considered 
secure is unanimous. Unfortunately, 
SiSyPHuS is defined for 1809 LTSC, so 
no practical ruleset has emerged here. 
The Long-Term Servicing Channel 
(LTSC) version was never intended 
for normal operation, and most com-
panies have long since switched to 
the semiannual channel versions. 
Moreover, build 1809 is already three 
and a half years old and lagging far 
behind the current requirements.

CIS Benchmarks

The Center for Internet Security 
(CIS) has been providing suggestions 
for hardening IT systems for many 
years, and Microsoft is just one of 
many operating systems covered. 
Microsoft’s Aaron Margosis and Rick 
Munk are involved in the CIS bench-
marks; they also happen to be the 
two leads on MSB. CIS offers security 
configurations from Apache to Zoom. 
These evaluations can be assessed 
retroactively and compared with 
specifications.
CIS is a complete system: In the case 
of Microsoft policies, it provides GPO 
backups and delivers a build kit that 
automatically integrates and rede-
ploys version changes and updates; 
alternatively, it can make changes to 
existing policies. It also comes with 
comparison tools and can work out 
the score that a system achieves on 

back to the time when the major 
concern was reducing the administra-
tor’s workload. Normal protection has 
less potential for error than increased 
protection, so applying the normal 
level of protection across the board 
in AD should be the minimum. If you 
use other adjectives such as “poor” 
and “good” instead of “normal” and 
“increased,” suddenly things don’t 
sound so cozy. Why should an ad-
ministrator settle for a normal (poor) 
configuration when they can imple-
ment an increased (good) protection 
requirement?
If an incident occurs, accusing fin-
gers will point at the administrator, 
who should always try to configure 
the network to the best of their abil-
ity. Administrators will not want to 
implement a weak configuration with 
the knowledge that there is a better 
way. Merging the two templates into 
one would take a lot of political has-
sle out of the system, especially be-
cause you will always have debates 
about every setting as to whether the 
value is now normal or increased. 
Just consider the screensaver. To 
which of the two categories does the 
value belong? Is it normal because 
by now all users have gotten used 
to a screensaver coming on after a 
certain amount of time, or is it more 
of a special factor because a pass-
word is needed to unlock it again? 
Depending on the value at stake, 
discussing how to classify this could 
well be just a waste of time. The far 
easier approach here is to integrate 
without evaluating.
One minor point of criticism relates to 
the way SiSyPHuS sorts the folders in 
the ZIP file. Instead of using a single 
backup folder with a central mani-
fest.xml file such as MSB, BSI stores 
each policy backup in its own folder. 

to define MSB for the as-delivered 
state of the current build and only 
tries to specify values that are not 
already implemented. It does not try 
to reconfigure default values that are 
already correct. Unfortunately, this 
process is not implemented consis-
tently. I found definitions for various 
values in the baseline that have not 
been necessary since Windows 8 
(e.g., WDigest settings). However, be-
cause other templates check for the 
existence of this value, Microsoft has 
continued to include it to avoid errors 
in an audit report.

BSI SiSyPHuS

The German Federal Office for Infor-
mation Security (BSI) expands the 
Microsoft baseline to include items 
such as the cloud. However, it has 
some potential for improvement in 
the area of telemetry. At the time of 
writing this article, a new version of 
SiSyPHuS was in the works; when 
it would be released was uncertain. 
Conceptually, in contrast to the MSB, 
the BSI rules and regulations were 
created to build on each other. Each 
object has a “normal” and an “in-
creased” protection requirement (Fig-
ure 1). The BSI distinguishes between 
individual computers and domain 
members, except for the “logging” 
policy configuration, which is regu-
lated identically for all systems. This 
feature reduces triple configurations 
with identical settings in each policy. 
If you want to realize a high level of 
protection for your computers or us-
ers, you need to apply at least three 
group policy objects: Normal Protec-
tion plus Increased Protection plus 
Logging. If you add up the rulesets, 
the result is then rated high.
You find this type of evaluation in 
other templates, too. The 
problem is the evalua-
tion itself, which has no 
rules and has its own 
value system. The bar for 
grading each setting is 
ultimately something you 
define yourself; there are 
no real-world arguments. 
This categorization dates Figure 1: Increased or normal protection requirements in GPOs? BSI SiSyPHuS knows the answer.
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the basis of the benchmark’s internal 
rating system. Both GPO backups and 
the build kit are commercial products.
Available free of charge is a 1,300-
page PDF that contains all settings. 
This tome can seem extremely daunt-
ing at first sight because of the sheer 
mass, but if you frequently use the 
GPO editor and feel at home there, 
you can convert the PDF into a GPO 
with just two hours of hard work. CIS 
understood years ago that the best 
way to document group policies is to 
follow the structure of the Group Pol-
icy Editor. In the editor, you start at 
the top in Policies and end up in the 
Administrative Templates | Windows 
Update area. This is exactly the order 
that CIS uses for the PDF.
The sheer volume of the PDF results 
from the excellent documentation of 
each value. Each setting has a short 
explanation describing the effect. Ad-
ditionally, the document names each 
value with its policy and shows the 
registry entry behind it so that its ex-
istence can be checked on the target 
to enable compliance.
Also interesting is that the default 
value of the system is documented. 
The CIS benchmark often sets values 
that confirm the default in a GPO, 
which helps orient the actual state 
on the build if the system was not 
installed by the customer (e.g., by 
an OEM hardware partner). By the 
way, third-party installation is never 
a good idea, because manufacturers 
also earn money from advertising. 
You tend to end up with too much 
software garbage on the systems, and 
nobody knows what the software 
manipulates.
The benchmark is similar in structure 
to BSI SiSyPHuS, defining Level 1 and 
Level 2, which are equivalent to nor-
mal and increased. More recently, CIS 
has attempted to provide further as-
sistance in the form of the implemen-
tation groups construct (IG1 to IG3). 
The groups reference other CIS tools 
and attempt to create an assessment 
outside the terms of the Levels. Ap-
proximately 150 evaluation categories 
meet a varying number of criteria, 
from IG1, with some 50 criteria met, 
to IG3, with all criteria met. IG1 is 

defined as essential cyber hygiene.
Just as with BSI, what this vari-
ant is good for remains a mystery. 
Money might be the prime motiva-
tion. Again, administrators will want 
to avoid delivering a system with a 
poorer configuration than they could 
easily achieve. The requirement is 
that the system meet the best pos-
sible configuration. However, this 
can mean something different for a 
machine controller in production than 
for an office PC in administration. 
It is a good idea to aim for the best 
possible approach and not make con-
cessions that mean less work for the 
time being but are likely never to be 
further hardened because no one is 
around to do the work.

DoD Security Technical 
Implementation Guide
The US Department of Defense (DoD) 
delivers a ZIP file with its Security 
Technical Implementation Guide 
(STIG), covering everything from the 
operating system to the browser to 
Office and even Adobe. In the field 
of operating system hardening, the 
browser is often overlooked. How-
ever, it – and email – offer the big-
gest attack vectors in the enterprise. 
Browsers and Office have been ne-
glected thus far in this series, but they 
are worth discussing when you look 
at hardening.
The DoD provides just south of 25 
templates that also cover various 
legacy operating systems. STIG con-
forms to the Microsoft baseline, with 
just one policy per object and no rat-
ing by levels or threat scenarios. No 
assessment tells you which value is 
more secure than any other. As in the 
previously mentioned templates, STIG 
does not have any massive collisions 
with the other templates; it is simply 
another assessment of the state of af-
fairs, with a broader perspective.
Administrative templates especially 
have configuration options that do 
not just cover security issues but also 
prevent calls to the help desk when a 
user has problems – which can be a 
valid argument to hide or not provide 
this function in the first place. The 

DoD regularly works on the settings 
and publishes updates several times 
a year with no fixed cycle. The DoD 
delivers STIG as a GPO backup, each 
policy residing in its own folder in the 
ZIP file. Importing policies is a bit te-
dious because you have to select the 
manifest.xml file from each folder.

System Hardening by ACSC

The Australian Centers for Cyber Se-
curity (ACSC) works with LowPrio, 
MediumPrio, and HighPrio ratings. 
The website has recently been rebuilt, 
and you cannot currently download 
a ready-to-run GPO backup from the 
site. Unfortunately, at the moment, 
the website only provides configura-
tions, plus a DOCX and PDF file; at 
least they give you the content for the 
three categories offline.
The ACSC did not keep to the order of 
the GPO editor, but defined the order 
itself, which makes the learning curve 
for familiarization with a GPO very 
tedious. (One hopes the GPO backup 
will be available online some time 
in the future.) The ACSC has histori-
cally hardened systems somewhat 
more rigorously than other template 
suppliers.
When using the ACSC guide, two 
things stand out in daily work. 
When you call a user account control 
(UAC) dialog, you also need to press 
Ctrl+Alt+Del; the run keys of the 
registry are cleared by the GPO and 
must be controlled by it as well. Al-
though the additional keyboard short-
cut is just annoying, controlling pro-
grams in Autostart with GPOs causes 
a massive amount of work.

gp-pack PaT

gp-pack PaT has group policy back-
ups and PowerShell scripts for privacy 
and telemetry (PaT) and is the only 
candidate in these template collec-
tions solely designed for silencing. 
Hardening has been covered by many 
others, which prompted these sup-
pliers to ignore it. What the package 
aims to do is reduce the exchange of 
communication with Microsoft. All of 
the policy settings are available free 
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Handling ADMX Files

When a new variant of Windows 
Server arrives, updating the ADMX 
files is one of the first items on 
your to-do list. The use of a Cen-
tral Store [12] for the ADMX files 
has become established: Copy the 
complete folder C:\Windows\Poli-
cydefinitions (or its contents) to 
\<name of domain>\SYSVOL\Policies\
Policydefinitions.
The Group Policy Management Con-
sole (GPMC) is designed to search 
on this path and use the ADMX files 
stored there to display the administra-
tive templates in the editor. The path 
is hard coded and cannot be changed. 
The only exception is a computer on 
which the administrator manually 
sets a registry entry to tell the GPMC 
on that system to use the local store 
in C:\Windows\Policydefinitions, de-
spite the existence of a central store:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\U
  Microsoft\Windows\Group Policy
EnableLocalStoreOverride=1 (Reg_Dword)

Whether a central store or a local 
store, at some point you will face the 
challenge of extending or renewing 
the ADMX files. One thing I need to 
point out is that you only replace or 
extend the templates for configur-
ing settings; don’t make changes to 
existing policies at any point – noth-
ing dire can happen, nothing will 
ever break. The complete \Poli-
cydefinitions folder can be deleted 
and rebuilt; nothing is lost. Any file 

and conflicts show up in yellow.
Policy Analyzer is a very good way 
of assessing that any template men-
tioned can be combined in any order 
because no critical contradictions 
exist. Whether the security event log 
is 192MB or 1GB is not critical for 
the time being. Depending on event 
forwarding, central logging, and 
monitoring, the size of the client log 
may or may not be relevant. Policy 
Analyzer also shows you how uni-
formly various manufacturers act in 
their evaluation of security-relevant 
settings, and it becomes clear that 
you need to combine them for the 
best possible approach, because each 
manufacturer defines slightly different 
specifications.

Templates Combined

Microsoft Security Baseline is a must 
on every network; it forms the basis 
for all further configurations. You 
might want to add BSI SiSyPHuS 
next to take German requirements 
into account. However, because of 
its age, you will definitely want to 
add another template. The structured 
template and good documentation of 
CIS is recommended, even if it means 
some manual work.
The DoD STIG and ACSC configura-
tions are maybe just nice to have, and 
gp-pack PaT is somewhat isolated in 
this list because it focuses on a dif-
ferent aspect; however, in addition to 
hardening, data reduction should be 
a consideration in your operating sys-
tem architecture and security strategy.

of charge as an HTML report online. 
The GPO backup for import, includ-
ing various scripts to customize the 
client (e.g., removing apps and Win-
dows features), is available for a fee.
After integrating gp-pack, you might 
experience more problems in day-to-
day operations compared with the 
previous templates. Because commu-
nication with Microsoft is prevented 
wherever possible, features that may 
be desirable are also disabled. For 
example, the Network Connectivity 
Status Indicator (NCSI) calls up a 
Microsoft web page and checks its 
availability every time a user logs on 
or sets up a network. If the website is 
accessible, the system network icon 
reports that it is connected to the In-
ternet. If this information is missing, 
some products could malfunction. 
Outlook and Edge respond to the icon 
and don’t even connect to the Inter-
net – because it doesn’t exist, accord-
ing to the network display.
The big issue with silencing is that 
it involves functionality that is desir-
able but could collide with the GDPR. 
Security and silencing with gp-pack 
are also available for the three major 
browsers (Chrome, Edge, Firefox), Of-
fice, and Defender.

Policy Analyzer

Policy Analyzer [11] displays in a ta-
ble of security settings from a policy’s 
gpttmpl.inf file and administrative 
templates from the registry.pol file 
(Figure 2). Gray fields show values 
that are not included in the guideline, 

Figure 2: Policy Analyzer provides a GPO overview as an Excel sheet.
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contained in it can be copied from a 
running computer or downloaded off 
the web. ADMX files are swappable 
objects that create a file in the policy 
to store the settings that import the 
object. How this value makes its way 
into the configuration file (registry.
pol) does not matter to the importing 
object. (See also the “Additional Reg-
istry Settings” box.)
In addition to being able to write 
entries to the registry.pol file via 
ADMX, Microsoft provides PowerShell 
cmdlets that act through the GPMC 
interface and can modify, delete, or 
add registry values. It is important 
to remember this technical pos-
sibility, because this is your lifeline 
if no suitable ADMX file is avail-
able. Two useful PowerShell com-
mands are Set-GPRegistryValue and 
Remove-GPRegistryValue; the syntax is 
almost self-explanatory. For example, 
to set or add a value and delete a 
value, use:

Set-GPRegistryValue -name <NameOfGPO> U
  -key HKLM\Software\<ThirdPartySoftware> U
  -valuename <DBServer> U
  -value <SRV-SQLDB-01> -type <STRING>
Remove-GPRegistryValue -name <NameOfGPO> U
  -key <HKLM\Software\ThirdPartySoftware> U
  -valuename <DBServer>

All in all, the structure of a \Poli-
cydefinitions folder only focuses on 
the configuration options and how 
they are displayed or documented. 
It can be updated and exchanged 
without any problems – or could be, 

if it weren’t for Microsoft’s develop-
ment chaos.

Long-Standing Encumbrances

The development strands of the 
ADMX files are, to put it kindly, less 
than perfect. Before Windows 10, so-
called “Super Sets” stipulated that all 
previous settings are always included 
in the latest version. It didn’t mat-
ter whether the policies came from a 
server or from a client service pack, 
all the legacy values were always 
included in every new version. This 
status was frozen in Windows 10, 
so there will be no further changes 
or adjustments of the legacy settings 
(2000/ XP/ 2003/ Vista/ 7/ 8/ 8.1). The 
current Windows 10 policies still 
contain settings that were only ap-
plied under Windows 2000 when they 
were distributed to a client or user – a 
cleanup process never took place.
In Windows 10, the idea arose that 
policies would be removed from the 
ADMX settings if they belonged to an 
unsupported operating system and 
would no longer take effect in the 
new build. A review was conducted 
every six months (this is now annual) 
to determine what to keep and what 
to remove.
To its own chagrin, Microsoft itself 
has broken the rule that an operating 
system only has a half-life of three 
builds. Enterprise editions starting 
with 1809 have a lifetime of five 
builds in the fall releases. The excep-
tion is 1803, which was supported 
for five years despite being a spring 
release. On top of this is LTSC (for-
merly LTSB) with a 10-year lifetime. 
Now specific 1607, 1809, and 21H2 
guidelines need to be kept “forever” 
because of an LTSB/ C edition.
Windows 11 now joins this chaos as 
a completely new system – at least in 
terms of nomenclature and the ADMX 
development thread. Support for Win-
dows 10 ends in October 2025, and 
Windows 11 has existed in parallel 
since fall 2021. Different ADMX files 
are available for download for the 
two operating system versions, with 
some settings from version 10 miss-
ing from version 11, and vice versa. 

Administrators now have to deal with 
two ADMX variants and may wonder 
what to do with Windows Server 
2022 and its ADMX files. You will 
find no easy solution for this messy 
system.

The Problem with the 
PolicyDefinitions Store
You can only establish a versioned 
PolicyDefinitions store if you set up 
complex scripts that include perma-
nent renaming of existing folders for 
each version. Incidentally, editing a 
script appropriate for the operating 
system so that it chooses the “cor-
rect” PolicyDefinitions folder is not 
recommended. This action leads to 
more chaos and errors than to oppor-
tunities for the script to improve the 
situation.
In this confusion, it is difficult for 
an administrator to find their way 
through the jungle. Best practices 
now dictate simply using the latest 
templates at all times, mixing server 
and client ADM files in a huge merge, 
and replacing existing ADMX files 
with newer ones. For clients, you 
need to agree on a version. The rec-
ommendation is to use the version 
(Windows 10 or 11) used by the ma-
jority of clients in your organization.
Remember that nothing dire can hap-
pen; there are no wrong ADMX files. 
However, you could have a better fit 
for the current use case. If this hap-
pens, make sure you use PowerShell 
before rebuilding the entire Poli-
cyDefinitions store just to change 
a registry value or make the HTML 
report look nicer.

Overrated Client

Many administrators still see the issue 
of group policies strongly anchored 
to the client, and it is the first system 
they control and monitor with group 
policies. The terminal device is the 
weakest link in the chain and is al-
ways assumed to be the first to break 
when an attack occurs. The question 
you need to answer, though, is: What 
is the method that hackers are most 
likely to use to attack a system these 

Additional Registry Settings

You have probably already come across the 
Additional Registry Keys section [13] in the 
HTML report of the guidelines. The GPMC 
HTML report resolves the values backward; 
that is, the registry.pol file in the policy 
runs through a parser or discovery process: 
For each existing entry, the GPMC tries to 
find a display text in the system’s \Poli-
cydefinitions folder. If it finds a match, 
the registry value appears in a named cat-
egory along with the display name and an 
explanation from the ADMX file. If the ADMX 
entry is missing, the report can only docu-
ment the existence of the value in the file as 
a registry key and value.
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module [15], you can efficiently de-
termine how often a password has 
already appeared in various data-
bases. Armed with this knowledge, 
you can evaluate how urgent the need 
is to change the password. A pass-
word that occurs only 25 times in a 
database is certainly not one of the 
first to be used in an attack, unlike a 
password that appears 46,000 times 
(e.g., secret).

Fewer Rights for Admins

Reducing administrator authoriza-
tions is one of the easiest tasks 
to implement with group policy. 
The organizational aspects are the 
problem, starting with the local ad-
ministrators of a client or member 
server and ending with the number 
of domain admins in the enterprise. 
Only in the rarest of cases will you 
have a clear overview of who has 
to manage which systems and who 
needs administrative authorizations 
for the system.
If you look at it, everyone knows 
this is one of the biggest prob-
lems in any organization and that 
some people absolutely need to 
be removed from specific groups. 
Unfortunately, especially in small 
to mid-size enterprises (SMEs), the 
potential for political pressure is 
high if a veteran colleague insists 
on keeping their authorizations. 

eight-digit passwords without com-
plexity rules. The 2003 rulebook 
from the National Institute of Science 
and Technology (NIST) was a good 
idea but has proven to be a mistake 
over time. Permanent changes to 
passwords have forced users to add 
a counter or append the month as 
a number. All security experts (and 
even the GPO templates) now agree 
on the length of a good password. 
It should be at least 14 characters – 
more is better.
The BSI has responded to this realiza-
tion and now says that a password 
change is no longer necessary if it is a 
long, complex password that has not 
yet been compromised. This develop-
ment is interesting because it means 
that admins need to check the pass-
word quality of their user accounts 
regularly.
A very good tool for this purpose 
is provided by DSInternals [14]. Its 
PowerShell cmdlets let you integrate 
to an offline “Have I Been Pawnd” 
database (Figure 3), which means 
storing a text file of about 30GB on 
the system that contains most of the 
currently known password hashes 
that have already been compromised 
by attackers. The DSInternals cmdlets 
now check whether the password 
hashes appear in the database in your 
own AD.
If you combine DSInternals cmdlets 
with the PwnedPass-Check PowerShell 

days? The route into the enterprise 
currently tends to rely on email, web 
portals, or the cloud, because they 
provide publicly available resources 
that are often secured by a far-too-
weak and simplistic username-
password construct. However, by the 
time the malware reaches the client, 
other systems have long since failed: 
Users use a password that appeared 
in a data leak. The anti-spam filter on 
the mail server forwarded the email. 
The proxy server has not prohibited 
access to the spoofed “company web-
site” where the user data is stored.
These and similar cases are the rule 
today – the theory of the client as the 
weakest link in the chain is no lon-
ger tenable. The client is more likely 
to be the link in the chain through 
which distribution occurs at the end, 
but it is other systems that failed first. 
Sadly, the focus here is on the user.

Outdated Password Policy

Now is the time to talk about the 
skeletons in everyone’s closet that 
every administrator has had on their 
mind for years, but – for whatever 
reason – failed to implement. To be-
gin: password policy.
The whole world is talking about 
two-factor authentication (2FA) and 
passwordless authentication and 
is horrified to find that the enter-
prise still allows the use of six- or 

Figure 3: Websites deliver statistics on how often a password has been compromised by attackers; these are important facts to drive 
password changes in the enterprise.
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Many people feel that something 
is being taken away from them, 
when in fact it is no more than 
self-protection.

Defender Firewall vs. GPOs

Microsoft’s Defender firewall is still 
disabled in many companies. Al-
though various group policies and 
processes are used to prevent an 
attack propagating on the network, 
if credentials such as a local admin 
account are compromised, an at-
tacker can log in to any machine 
in the organization because the 
password is often identical on every 
machine.
With Defender, you can block ac-
cess from the network to a computer 
when assigning user authorizations 
for any local account. When Wanna-
Cry attacked the client via the SMBv1 
protocol, Microsoft delivered patches, 
whereas the far easier way would 
have been to disable SMBv1, if there 
were no dependencies on it. The 
Petit Potam attack became active again 
in April 2022 with a new New Tech-
nology LAN Manager (NTLM) attack 
vector, and PrintNightmare attacked 
systems by way of the print queue, 
which is required by every machine 
that needs to print.
The administrator is quite helpless. 
With the multitude of attack op-
tions, they need a solution for every 
single attack. It would be far easier 
to prevent incoming communica-
tion from a client. If the door is 
closed (i.e., the firewall is enabled), 
the client terminates the contact as 
soon as it registers a communication 
attempt. The network needs seg-
mentation, allowing for machines 
that can access the system for ad-
ministrative tasks; this alone could 
help avoid mass risk and potential 
wildfire spread. The technology has 
existed since Windows XP SP2 – 
now it’s time to use it.

Allow Only Known 
Applications
Software allowlisting is an admin-
istrative monster waking up from a 

deep sleep. An allowlist of applica-
tions would virtually eliminate the 
problem of ransomware. Ransom-
ware launches an executable when 
the attack occurs. The simple logic 
is that if only known and docu-
mented software is allowed in the 
company, and all other software is 
forbidden, the ransomware cannot 
do its job. Although it is a trivial ap-
proach, it works worlds better than 
trying to detect and prevent ransom-
ware from launching with behavior 
detection.
In my security proposals, AppLocker 
and Software Restriction Policies 
are always included as mandatory 
components. However, this solution 
increases workload and costs time, 
and the system needs maintenance 
once it is set up. As with the firewall, 
the technology comes from the age of 
Windows XP SP2.
The latter four security ideas men-
tioned here can be wonderfully 
implemented locally with group 
policies, but they share issues with 
time, maintenance, and overhead. 
Microsoft’s desired solution is to 
move to the cloud. In Microsoft 365, 
you can force the user to use 2FA, 
with no ancient protocols that an at-
tacker can exploit. From Microsoft’s 
point of view, the system is secure 
if local resources are no longer 
important. If the crown jewels of 
the company are in the cloud, then 
admins can encrypt all data locally. 
The response to a security incident 
would then simply be to reinstall 
computers and continue working. 
The time and downtime are still 
annoying and cost money, but they 
are inexpensive compared with a 
genuine data loss by encryption for 
ransom.

Conclusions

Even if Windows Server 2022 does 
not deliver that much new functional-
ity in terms of GPO, it is still impor-
tant to ensure maximum security for 
clients. Numerous GPO templates 
help with this job. Server 2022 does 
not establish any new rules. It’s just 
that the requirements for your own 

network now need to adapt to the 
2022 server version. 
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If you want to know exactly what 
operations a program on your 
computer performs, you have sev-
eral ways to find out. One obviously 
simple method is to investigate the 
source code of the file, if available. 
You can do so easily with script-
ing languages like Python or open 
source software, but if programs 
are translated into bytecode before 
delivery, your job is a little more 
complicated.
Various tools are involved in convert-
ing code into an executable program: 
in most cases, at least a compiler 
and a linker. From the commands in 
a programming language, the com-
piler creates the machine language. 
In doing so, it optimizes the execu-
tion sequence or individual opera-
tions, depending on the configura-
tion, to a greater or lesser extent, 
which can ultimately have a major 
effect on the resulting machine code. 
During linking, the libraries are 

statically or dynamically linked to 
the program. Static linking adds the 
code from the libraries to the result-
ing program. If libraries are linked 
dynamically, the code is located in 
external files and is only added to 
the process’s working memory when 
the program is started.
Binary Ninja [1] is a tool for static 
program analysis. Originally designed 
for use in capture-the-flag competi-
tions, Binary Ninja is now being 
developed commercially. For initial 
insights into the functionality, as 
covered by this article, it’s fine to use 
the free trial version; download and 
install the version for your operating 
system to try it out.

Create a Test Program

To get started with a program that is 
as simple as possible for analysis, it’s 
a good idea to write your own. Name 
the following code admin.c:

#include <stdio.h>
int main(int argc, char **argv)
{
printf("Hello World!");
return 0;
}

You can compile the source code 
with:

gcc -O0 admin.c -o admin

The -O0 entry switches off the com-
piler optimizations to keep the ma-
chine code closer to the source code, 
which is especially useful for debug-
ging during development.

Analyzing Applications

To analyze the program you cre-
ated, launch Binary Ninja and open 
the admin file. The analysis interface 
shows an overview of the symbols 
included in the binary, a code view, 

Binary analysis is an advanced technique used to work through cyberattacks and malware infestations and is 
also known as reverse engineering. We show you how to statically analyze binary programs with Binary Ninja, 
an interactive binary analysis platform. By Matthias Wübbeling

Analysis tour with Binary Ninja
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and the structure of the program in 
a feature map, among other options. 
Binary Ninja offers different levels of 
the generated program code, which 
can significantly facilitate the analy-
sis. The default High Level IL output 
shows generated code that already 
looks very similar to the original C 
code. IL stands for “intermediate lan-
guage”; Binary Ninja offers different 
language levels up to C code. In this 
example, the main function will look 
very similar to the C code.
The call to printf is replaced by the 
underlying function __printf_chk 
(Figure 1), which is called at the code 
level and checks the format string for 
possible stack overflows before out-
putting. If you want to get closer to 
the machine code, click through the 
different language layers and look at 
the different derivations.
Note that the displayed code is gener-
ated from the machine code. It’s more 
of an approximation of programming 
in a high-level language like C or 
C++ than an actual representation 
of the underlying code. This is also 
evident in the generic, and mostly 
not very meaningful, variable names, 
which are oriented on the CPU regis-
ters or memory locations. You cannot 
compile this code again without fur-
ther editing.
Now select Disassembly in the top 
bar, and you will see the program in 
assembler code. The main function 
then contains the commands. In 
addition to operations on the stack 
pointer rsp, you can see how lea is 

Ninja, you can better understand the 
structure and relationships of the pro-
cesses with the flow graph.
If you select Hex as the display for-
mat instead, the program file will be 
displayed in a hex editor. Besides the 
address on the left and the hexadeci-
mal representation in the middle, you 
can see the printable characters on 
the right. For example, here you can 
find the hex values of the string Hello 
World!. However, changes to the pro-
gram are not possible in this mode.
Besides ELF programs, Binary Ninja 
supports many other executable file 
formats. You can analyze the portable 
executable (PE) binaries common 
on Windows systems, as well as the 
Mach-O binaries used by Apple’s 
operating system. You are not lim-
ited to x86 or x64 platforms and can 
disassemble programs compiled for 
architectures such as ARM, MIPS, or 
PowerPC. Because Binary Ninja is not 
a debugger or decompiler, but disas-
sembles binary data in line with the 
assembler for the respective platform, 
interpreted languages or those with 
an intermediate representation of the 
code, such as with the Java Virtual 
Machine (VM) or .NET, cannot be 
meaningfully analyzed.

Extensions and Legal

If you have a valid license, you can 
use the Binary Ninja Python API. With 
its help, you can automate operations 
that you perform regularly or control 
the program (e.g., change settings or 
displays, move around the generated 
code, or launch plugins). If you are 
missing a function, Binary Ninja lets 
you add plugins. Of course, you can 
also develop these yourself. Interfaces 
to C/ C++, Rust, and Python are avail-
able for this purpose. The Plugin 
Manager also lets you install exten-
sions written by other users.
To analyze malware, experts regu-
larly use tools such as Binary Ninja 
or Ghidra [2], developed by the US 
National Security Agency (NSA), 
to convert binary code into other 
representations. Copyright law sets 
narrow limits for this activity. For 
example, you are only allowed to 

used to load the address of the Hello 
World! string into the rsi register 
(Figure 2) – after all, the format 
string resides in the Data area of 
the binary. Next is initializing the 
registers edi with 1 and eax with 0. 
Instead of xor eax, eax, you could 
also use mov eax, 0x0. In fact, this 
is already a compiler optimization, 
because the opcode is two bytes 
shorter, which prepares the argu-
ments for __printf_chk, whereas 
call calls the function. Afterward, 
a 0 return value is stored in eax, the 
stack pointer is reset, and the func-
tion is exited.
You are currently in executable and 
linkable format (ELF) mode in the 
code display. ELF is the Linux binary 
format that is evaluated directly by 
Binary Ninja and displayed accord-
ingly. If you open the menu where 
ELF is currently selected and switch 
to RAW mode, you can view the ELF 
headers themselves, which is where 
you will find, for example, the point-
ers to dynamic libraries or the string 
and symbol tables.
For example, to display the sequence 
graph instead of the linear represen-
tation of the code, select the Graph 
representation in the menu to the 
right – currently still with the Linear 
display. In this small example, only 
the main function is initially displayed. 
For example, if you select deregis-
ter_ tm_clones from the icons on the 
left to manage memory transactions, 
the graph becomes a little larger. If 
you open a real program with Binary 

Figure 1: Underlying printf function. 

Figure 2: Hello World! program assember code.
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convert the code if you hold the 
rights to it yourself or if it is neces-
sary to ensure the interoperability 
of an existing program. Analyzing 
malware to protect your own infra-
structure is presumably not critical 
here, but whether parts of the code 
may be used in the context of public 
reporting is something that needs 
to be examined on a case-by-case 
basis. Of course, it seems very un-
likely that the malware developers, 
who are themselves criminals, will 
enforce their rights in a court of law 
in this case.

Conclusions

Binary Ninja is a neat tool for analyz-
ing binary data and programs. With 
a little practice, you will easily find 
your way around, although analyzing 
third-party code can be a little tricky 
at times. If you just want to take a 
quick look at a binary, Binary Ninja 
is great choice with comprehensive 
display options. 

Info

[1]  Binary Ninja: [https://  binary.  ninja]
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Companies spend huge amounts of 
money on preventing threats and en-
suring data confidentiality caused by 
home office and distributed working 
practices. Microsoft has also identi-
fied this market and, in addition to 
Endpoint Protection in Microsoft 365, 
offers the comprehensive Purview 
Compliance Manager designed to pre-
vent the outflow of confidential data 
through data loss prevention.

Microsoft Purview

The Microsoft Compliance Center 
has been around for a while, but it 
was renamed Microsoft Purview in 
April 2022. With Purview, Microsoft 
combines compliance with data gov-
ernance, primarily to accommodate 
the new hybrid working world, where 
connectivity is required all the time, 
wherever people happen to be. Docu-
ments are exchanged flexibly and 
are no longer simply transmitted 
by email, but by instant messaging 
tools such as Teams or OneDrive. 
The result is data fragmentation and 
data spread across applications and 
devices. Purview offers a number of 
approaches to protect and manage 

data by combining the functions of 
Azure Purview and Microsoft 365 
Compliance.
Purview’s scope is broad and in-
cludes information protection and 
governance, data protection, insider 
risk management, and investigation 
and response. Information protection 
and governance includes the dataset 
management, information protection, 
data life-cycle management, and data 
loss prevention tasks. In this article, I 
take a closer look at data loss preven-
tion. For an overview of the various 
services in Microsoft Purview, see the 
Microsoft documentation [1].

Confidential Data at a 
Glance
The data loss prevention (DLP) mod-
ule is designed to prevent the leakage 
of confidential data. In most cases, 
Exchange administrators are already 
familiar with DLP. This consolidation 
in Microsoft Purview also means that 
DLP has migrated from Exchange 
Online to the new Compliance Man-
ager and can no longer be found in 
the current Exchange Administration 
Center. In the old view, the link is still 

there, but you will be redirected to 
Microsoft Purview.
In addition to Exchange, the DLP 
function also monitors other ser-
vices. For Microsoft 365, these 
include Teams, SharePoint, and 
OneDrive. Also on the table are the 
Office applications such as Word, 
Excel, and PowerPoint. In addition 
to monitoring Windows 10 and Win-
dows 11 endpoints, macOS is cov-
ered starting with Catalina 10.15, as 
well as local shares and local Share-
Point instances. To identify the data, 
extensive content analysis takes a 
closer look – and not just a simple 
text review; the process includes ma-
chine learning algorithms.
Predefined DLP policy templates for 
the different areas that work with 
confidential data take into account 
data protection legislation, personal 
data, or financial data in various 
countries. More than 250 predefined 
confidential data types are available 
and can be broken down to 38 coun-
tries. Custom data types can also be 
created in Microsoft Purview; the pro-
cedure is described in the documenta-
tion. You can find an excerpt of the 
templates provided by Microsoft in 

Microsoft Purview combines compliance and data governance to address the security of confidential data 
in the new hybrid working world. By Christian Schulenburg
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Table 1 and a detailed overview of the 
DLP policy templates online [2].

The DLP Cockpit at a Glance

DLP configuration takes place in the 
browser in Microsoft Purview. You 
can access the page from the Micro-
soft 365 Admin Center or directly by 

  Policies: existing policies are edited 
or deleted and new policies are 
created

  Alerts: notifications originating 
from DLP actions and detailed in-
formation about an event

  Endpoint DLP settings: detailed 
settings for monitoring content on 
Windows and Mac devices

the compliance URL [3]. In Purview, 
a menu for the various services is on 
the left and is also where you will 
find the Data loss prevention section 
(Figure 1). Go there to complete the 
configuration. The DLP toolbar at the 
top comprises the entries:

  Overview: information and re-
sources for DLP

Table 1: Purview DLP Templates

Templates Integrated in Purview Description

France: Data Protection Act Information that is usually covered by data protection law in France, such as the French Carte nationale 
d’identité (CNI) and the French social security number (INSEE).

Germany: personally identifiable 
information (PII data)

Data that is usually considered personal information in Germany, such as driver’s license and passport 
numbers.

Israel: PII data Information that is normally considered personal information in Israel, such as ID card information.

Saudi Arabia: PII data Personal data in Saudi Arabia, such as information on national IDs.

UK: Access to Medical Reports Act Information covered by the Access to Medical Reports Act in the United Kingdom, such as the UK National 
Health Service number and the UK National Insurance Number (NINO).

UK: Data Protection Act Data covered by the Data Protection Act in the UK, such as the UK passport number.

UK: Online Code of Conduct for 
personal information

Information covered by the Personal Information Online Code of Practice in the United Kingdom, such as the UK 
NINO and the UK National Health Service number.

US: Health Insurance Portability and 
Accountability Act  (HIPAA)

Information that falls under HIPAA in the US, such as the US Social Security Number (SSN) and Drug 
Enforcement Agency (DEA) number information.

US: Patriot Act Data that falls under the Patriot Act in the US, such as credit card number, bank account number, US tax 
identification number (ITIN), and US SSN.

US: state social security number 
confidentiality laws

Information covered by state social security number confidentiality laws, such as the US SSN.

Figure 1: DLP policy configuration in Microsoft Purview.
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  Activities explorer: a history of the 
activities related to the data

The Policies window shows the ex-
isting policies. The name, sequence, 
date of change, and status are dis-
played first. The order is important, 
because a further check of subse-
quent rules can be disabled as soon 
as a rule has taken effect. In the 
case of the status, it is important 

to check whether a rule is enabled. 
Your options for a policy after creat-
ing it are Turn it on right away, Keep 
it off, or Test it out first, and this 
can be done with or without policy 
tips. Testing a policy extensively 
before going live is useful to avoid 
having to activate a policy directly 
during the initial implementation 
phase.

Setting Up Policies

If you want to create a new policy, 
press Create policy (Figure 2). First, 
select the data you want to protect. 
You can create policies based on an 
existing template set or choose to 
create a Custom entry, for which you 
will then need to define your own 
rules during the configuration. The 

Figure 2: Microsoft Purview comes with a very extensive template set that already takes many use cases into account.

Figure 3: A policy comprises rules that define the confidential data, but also exceptions, actions, notifications, and damage reports.
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including local user devices. A sepa-
rate license might be required for this, 
as described in the “Keeping Track of 
Licensing” box, but that’s not all, be-
cause the user devices first need to be 
integrated. You have several ways to 
do this, such as Group Policy, Intune, 
Endpoint Configuration Manager, a 
virtual desktop infrastructure (VDI) 
onboarding script, or a local script. I 
will use a local script for onboarding 
available under the Settings section in 
Purview.
The device appears in the device 
overview after a while. Details of the 
Endpoint DLP settings can be found 

protected, the protections, and access 
settings again. A policy definition is 
quickly finished in this way. Alter-
natively, you can customize rules in 
more detail with the Create or cus-
tomize advanced DLP rules item. A 
wizard is then used to configure con-
ditions, exceptions, actions, notifica-
tions, and override rules and to create 
damage reports (Figure 4).
In most cases, you will create two 
content-checking rules that take 
specific actions according to the se-
verity of a data breach (low or high 
number). By default, a low count is 
reached for between one and nine 
positive hits of a data type (e.g., 
credit card or social security num-
bers), whereas a high count is more 
than 10 hits.
The last step is to specify whether a 
rule should be enabled automatically, 
run in test mode first, or remain dis-
abled. Next, you see a summary and 
can check and save the DLP policy, 
after which the policy is ready for 
action.

User Device and Scanner 
Overhead
The big advantage of Microsoft DLP 
is that it can be configured in one 
place for a wide variety of locations, 

templates let you define the details 
of the policies up front. A DLP policy 
comprises rules, which in turn com-
prise Conditions describing the confi-
dential data, Actions, and Exceptions 
(Figure 3).
This example looks at German finan-
cial data and needs the appropriate 
template. The next step of the wizard 
stores the name and a short descrip-
tion. By default, the name and de-
scription of the template are entered 
automatically. The places where the 
policy will apply are then selected. 
Various areas, such as Exchange, 
OneDrive, end devices with Win-
dows 10/ 11 and macOS, and local 
file shares are available for selection. 
Note that some locations are moni-
tored directly after selection, but oth-
ers have requirements that need to 
be met first. For example, monitoring 
local shares requires the Azure Infor-
mation Protection (AIP) Scanner, and 
some preliminary work is also re-
quired for endpoints. I go into more 
detail about the requirements in the 
course of the article.
After choosing the locations, policy 
settings are defined in one of two 
ways. In the simpler case, you just 
accept the default settings from the 
template. Here, the wizard briefly 
prompts you for the data to be 

Figure 4: In addition to the warning overview in the DLP section, the Reports item offers reports with filters on DLP information.

Keeping Track of Licensing

As with all cloud services, if you want to use 
a feature, you need a matching license – and 
the devil is in the details, because different 
licenses are required depending on which 
location you want to monitor. Office 365 and 
Microsoft 365 E3 already include DLP protec-
tion for SharePoint Online, OneDrive, and 
Exchange Online. However, an E5 license is 
required to monitor team chats. If necessary, 
you can order add-ons for existing licenses 
to use the full functionality. When monitoring 
local services, note that all users at the lo-
cation require a license, not just the user of 
the scanner. A detailed check is necessary, 
and Microsoft provides a license overview 
for the required compliance services [4].
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in the matching tab on the Data Loss 
Prevention page. You can enable the 
Advanced classification scanning and 
protection feature here, too. Because 
content is sent from the local device 
to cloud services for scanning and 
classification, a bandwidth limit can 
be configured here. Additionally, you 
can set file path exclusions and detail 
restrictions.
Setting up scanning for local direc-
tories is a little more complicated. 
First, the Azure Information Protec-
tion Unified Labeling Client needs to 
be installed and configured. It then 
connects to the Azure Information 
Protection extension on the Azure 
portal and adds the repositories to the 
content scan job. The procedure is 
described in detail in the documenta-
tion [5].

Policies in Action

Before activating a DLP policy, you 
need to Test it out first. In this way, 
you can check the policy by looking 
at the policy tips, alerts, and activi-
ties. Outlook online and Outlook as 
of version 2013 directly show you 
notices relating to rule violations 
(Figure 5). On the one hand, you get 
to see the unauthorized recipient, and 
on the other, you can view references 
to the confidential information.
If an employee attempts to send a 
sensitive email message from an older 

Outlook client, Exchange Online will 
respond with an undeliverability re-
port, or at least document the email, 
depending on the configuration and 
severity of the violation. For docu-
ments in OneDrive and SharePoint, 
policy tips show up as warning icons 
on the individual entry. Teams di-
rectly adds a notice to the message. 
Not only in the applications, but also 
on the end device, hints can be dis-
played for various file actions.
The Compliance Manager can be 
notified directly of the incident by 
email, as mentioned earlier. You can 
define the scope of the information 
in a status notification in the rule 
settings. If required, the original 
email can also be sent. Alerts also 
appear in the DLP alert management 
dashboard. If you click on an alert 
there, an area opens up on the right 
making it very easy to see what hap-
pened, who was responsible for the 
action, and what policy applied.
The Show details link opens the 
alert and shows the content in more 
detail. Additionally, detailed informa-
tion about the incident is displayed, 
and actions can be performed as 
a function of the incident. For ex-
ample, data found on OneDrive can 
be deleted or sharing of the data 
blocked. The DLP alerts overview 
also acts as a simple case manage-
ment system, and you can assign 
alerts to a user. You can manage the 

entries with the status Active, Investi-
gating, Dismissed, or Resolved.
Purview also has an area for reports, 
including DLP incidents, DLP policy 
matches, and False positives and over-
rides. The reports can be requested by 
email and exported in Excel format, 
and you can create a schedule and 
have reports sent to you on a weekly 
or monthly basis.

PowerShell Alternative

DLP policies can be managed and 
configured by PowerShell with the 
Exchange Online PowerShell V2 Mod-
ule, which you can install and import 
with the commands:

Install-Module U
  -Name ExchangeOnlineManagement
Import-Module U
  -Name ExchangeOnlineManagement

Afterward, the commands

Connect-IPPSSession U
 -UserPrincipalNamechristian@schulenburg.co
Get-DlpCompliancePolicy
Get-DlpComplianceRule
New-DlpCompliancePolicy
New-DlpComplianceRule

let you connect to Microsoft Online 
and use the DLP commands, gives 
you all the policy information at 
a glance, reveals more about the 

Figure 5: Policy tips alert the user to violations at an early stage and offer the option of overrides, like this one in Outlook.
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existing rules, and creates new poli-
cies and rules. For more commands 
that let you manage DLP policies with 
PowerShell, see Table 2.

Creating Exceptions

Not every email with confidential in-
formation should be blocked outright. 
Employees have several ways to send 
messages or store data. For example, 
you can define a policy for the loca-
tions stating to whom they apply or 
do not apply. The filters have a differ-
ent effect depending on the location: 
Exchange uses distribution groups to 
control adding and blocking, whereas 
SharePoint uses sites to differentiate.
Exceptions can also be created di-
rectly in a rule. Note that each loca-
tion can offer different exceptions. If 
multiple locations are selected, only 
exceptions that apply to all locations 
can be configured. For example, 
the recipient, file extensions, and 

about the exception in the Justifica-
tion text in the status report. DLP 
policies provide a sufficient choice 
of exceptions for senior management 
or specialist departments that have 
to work with sensitive data all the 
time so that they are not hindered in 
their daily tasks.

Conclusions

DLP policies provide a quick way to 
check the daily flood of data from 
various Microsoft services for com-
pliance with on-board tools. On the 
positive side, the variety of locations 
that can be included in a single policy 
makes the setup fast and clear-cut. 
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 view=o365-  worldwide]

document name can be selected here. 
Once you have selected all locations 
for monitoring, don’t be surprised 
to see the option to add exceptions 
grayed out.
If you do not have an exception from 
the outset, you can configure an 
override for the end user. To do so, 
enable the Allow overrides from M365 
services item in the rule settings. Op-
tionally, a business justification can 
be requested in the process. A policy 
can be overridden if an employee has 
reported it as a false positive. Over-
riding is done from the policy tip 
client-side.
An option in Outlook and Teams lets 
you bypass the policy when compos-
ing a message. In the window, you 
specify the reason for overriding to 
enable sending, which means that 
users in Exchange, SharePoint, One-
Drive, and Teams can override DLP 
policies, if needed. The Compliance 
Manager is, of course, informed 

Table 2: PowerShell for DLP Policies

Cmdlet Function

Get-DlpCompliancePolicy Displays information about existing data loss prevention 
policies

Get-DlpPolicyTemplate Displays existing DLP policy templates in an Exchange 
organization

Get-DlpDetailReport Lists details of DLP rule matches for Exchange Online, 
SharePoint Online, and OneDrive for Business for the last 
30 days

Get-DlpDetectionReport Displays a summary of DLP rule matches for Exchange 
Online, SharePoint Online, and OneDrive for Business for 
the last 30 days

New-DlpCompliancePolicy Creates a DLP policy in an Exchange organization

Remove-DlpCompliancePolicy Removes an existing DLP policy

Remove-DlpComplianceRule Removes an existing DLP rule

Set-DlpPolicy Modifies a DLP policy in an organization
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Cryptographic hash functions have 
a number of properties. For example, 
one requirement is that a unique 
checksum with a fixed length can be 
generated from arbitrary data. Colli-
sions – where two different datasets 
have the same checksum – must be 
practically impossible. Finally, cryp-
tographic hash functions are one-way 
functions, which ensures that it is 
virtually impossible to reconstruct the 
original data from the checksum.
These properties are ideal for integrity 
checking arbitrary data, because it 
is practically impossible to change a 
message without also changing the 
message’s checksum. Typical applica-
tions for digital signatures include 
X.509 certificates, PGP/ GPG keys, 
software packages, and DNS entries. 
Of course, signatures like this are also 
used when you transmit data over a 
network to ensure the integrity of the 
transmitted data.

Insecure Hash Functions

If one of the aforementioned proper-
ties no longer applies to a crypto-
graphic hash function in the public 

domain, it is considered broken and 
should no longer be used. However, 
you need to make a distinction be-
tween theoretical and practical at-
tacks on the algorithm. Nowadays it 
is possible to break Message-Digest 
Algorithm 5 (MD5) [1] with very 
little effort, which is why it has not 
been used for some time. The situ-
ation is somewhat different with 
the Secure Hash Algorithm (SHA). 
The first version of SHA was pub-
lished by the National Institute of 
Standards and Technology (NIST) 
in 1993. The algorithm generates a 
160-bit checksum. However, because 
of a design flaw, a corrected version 
of the algorithm, commonly known 
as SHA-1 [2], was released just two 
years later.
Even for this version, an attack 
method was presented by Chinese 
scientists back in 2005, demonstrating 
that a collision is theoretically pos-
sible. The same year saw the publica-
tion of an optimized version of this 
theoretical attack, where a collision 
was possible with far fewer opera-
tions. However, the required compu-
tational overhead would have been so 

massive that an implementation was 
hardly practical.
From the findings of the initial at-
tacks on SHA-1, NIST nevertheless 
promptly recommended that SHA-2, 
a SHA-1 successor, be used from 
that point on. SHA-2 was published 
back in 2001, and the hash algo-
rithms belonging to this family have 
a far longer checksum than SHA-1 – 
256 bits (SHA-256) or 512 bits (SHA-
512). In 2011, NIST even officially 
classified the SHA-1 algorithm as 
“deprecated.”

Stubborn

Despite NIST’s recommendation to 
discontinue SHA-1 and despite the 
availability of a secure successor in 
the SHA-2 and, later, the SHA-3 fam-
ily, SHA-1 continued to be used virtu-
ally everywhere without a care. Then, 
in 2017, Shattered [3], a new variant 
of an attack on SHA-1, was intro-
duced to the general public. Scientists 
were able to generate two different 
PDF files with the same checksum 
but with relatively little overhead 
compared with previous attacks.

The SHA-1 cryptographic hash function has been considered insecure for a long time. Some Linux distributions 
have banned or no longer use it – with some consequences, though. By Thorsten Scherf
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SHA-1 can be regarded as definitely 
broken since 2020, when chosen-pre-
fix collision attacks succeeded for the 
first time. This attack makes it pos-
sible to generate the same checksum 
for any two datasets with relatively 
little overhead and inserts additional 
byte sequences into the data [4]. 
Currently, hardware worth less than 
$35,000 is required for an attack of 
this type, and it can be assumed that 
the costs will drop considerably in the 
coming years.

Software Projects Without 
SHA-1
In the meantime, many software proj-
ects have completely abandoned SHA-1 
or have at least severely restricted its 
use. For example, OpenSSL has not al-
lowed X.509 certificates to be signed 
with a SHA-1 signature for some time 
now [5], and OpenSSH has also not 
allowed RSA keys that use SHA-1 for 
signing since version 8.8 [6].
If you still want to use the RSA al-
gorithm for the host key of an SSH 
server, it must be used together with 
a hash algorithm from the SHA-2 
family (e.g., SHA-256 or SHA-512). 
However, OpenSSH does not support 
these algorithms below version 7.2 
[7]. Alternatively, of course, another 
algorithm (e.g., the elliptic curve digi-
tal signature algorithm, ECDSA) can 
be used instead. This option is espe-
cially interesting for older OpenSSH 
servers that do not yet support SHA-2. 
You can create a new host key quite 
quickly with:

ssh-keygen -t ecdsa -b 384 U
  -f /etc/ssh/ssh_host_ecdsa_key

Then, use the HostKey option and 
enter

HostKey /etc/ssh/ssh_host_ecdsa_key

in the /etc/ssh/sshd_config OpenSSH 
server configuration file.

Fedora Drops SHA-1

The Fedora Linux distribution and 
related distributions (e.g., CentOS 

Conclusions

The funny thing about hash functions 
is that the original input cannot be 
calculated from a hash value and, 
moreover, two different sets of inputs 
will never result in the same hash 
value. To be certain, cryptographic 
methods rely on complex mathemat-
ics. However, it is not only errors in 
the algorithms that invalidate the 
two basic requirements in some hash 
methods. Greater compute power can 
also help crack weak algorithms.
SHA-1 has long been considered inse-
cure, and practical attacks that break 
the algorithm with relatively little 
effort have existed for several years. 
Avoiding SHA-1 and using SHA-2 
or SHA-3 instead is therefore highly 
advisable. Logically, Fedora and 
other Linux distributions have now 
completely disabled SHA-1, while still 
giving users the option to revive the 
algorithm if needed; however, you se-
riously need to consider whether you 
have genuinely compelling reasons 
for doing so. 
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Stream, Red Hat Enterprise Linux) 
have completely banned SHA-1 from 
their current versions. Crypto poli-
cies are used to regulate which algo-
rithms are permitted on the system 
and can be used by the individual 
cryptographic components. However, 
the DEFAULT policy disables SHA-1 
so that crypto components on a sys-
tem of this type can no longer use 
SHA-1 to generate or verify digital 
signatures.
In addition to the problems with older 
SSH implementations already men-
tioned, users especially notice this 
change when they use software pack-
ages that still have a SHA-1 signature: 
You can no longer install them on 
a Fedora 36 system [8] because the 
system cannot verify the package 
signature. The correct approach is to 
ask the package vendor to sign the 
software with an algorithm other than 
SHA-1. In the short term, you can 
also turn off signature verification for 
individual transactions:

dnf install --setopt=tsflags=U
  nocrypto foo.rpm

If you prefer to use the RPM package 
manager to install the package in-
stead, the command is:

rpm -Uhv --nosignature foo.rpm

However, I need to point out explicitly 
at this point that installing software 
packages without signature verifica-
tion is not recommended and endan-
gers the security of the entire system.

Fallback to SHA-1

In a few cases, it may be necessary to 
make the SHA-1 algorithm available 
again on a system, at least tempo-
rarily. To do so, you use the SHA-1 
crypto policy to load the policy in ad-
dition to the default:

update-crypto-policies --set DEFAULT:SHA1

However, this process also jeopardizes 
the security of the entire system be-
cause, from now on, all crypto compo-
nents have access to SHA-1 again.
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Today, it hardly matters which oper-
ating systems are used on servers; the 
malware developers working in the 
background cover all the popular sys-
tems. Even specialist operating sys-
tems such as the VMware ESXi hyper-
visor have repeatedly been targeted 
by criminals. This article sheds light 
on the damage potential, pointing out 
ways to mitigate risk and actions to 
help prepare for an incident.
In many cases, you will hear about the 
benefits of virtualization, the added 
security that isolating individual ma-
chines can provide, and how easy 
it is to revert to previous versions at 
any time with snapshots. Modern 
ransomware and the behavior of the 
groups behind it have adapted to this 
kind of reasoning and the technology 
behind it. Today, malware is installed 
well ahead of the attack. The overhead 
required to analyze attacked infra-
structures gives the attackers a clear 
advantage: They already know all the 
systems; the deployed software, in-
cluding the security suites and backup 
applications; the login data; and areas 
of responsibility of the employees and 
their vacation planning.

Attacks on Hypervisors

Attempting to fight this profession-
alization on the part of the criminals 

are IT departments in small to large 
enterprises. Besides handling secu-
rity, they are primarily responsible 
for the continuous operation of the 
infrastructure. In addition to the oper-
ating systems of the virtual machines 
(VMs), the hypervisors on which the 
VMs run have long been the focus of 
attackers. Most recently, ransomware 
named Cheerscrypt [1] grabbed the 
limelight about the middle of last 
year. It is based on the Linux variant 
of the Babuk malware and attacks 
VMware ESXi servers through known 
vulnerabilities and successively en-
crypts the files used by VMware.
In this case, the attack usually occurs 
by way of the hypervisor guests and a 
vulnerability in the hypervisor’s hard-
ware abstraction or isolation. ESXi 
also offers some attack vectors itself, 
though. Although the list of CVEs is 
not as long as for other software, it 
also includes vulnerabilities of the 
highest severity and the ability to 
execute arbitrary code in the context 
of the server software as a remote 
attacker.

Greater Potential for 
Damage
In contrast to attacking individual 
VMs, controlling the hypervisor 
can cause even greater damage 

immediately. Also, basically no mal-
ware protection products are avail-
able for ESXi on the hypervisor itself. 
VMware also does not think that an-
tivirus programs are necessary on the 
ESXi server [2]. This attitude not only 
leads to inadequate protection against 
attacks, but also to failures in detect-
ing successful attacks. It also follows 
that, from the perspective of ESXi 
cluster administration teams, security 
only plays a minor role in day-to-day 
operations.
Running VMs securely is usually 
handled by dedicated administrators 
who are responsible for individually 
protecting the operating systems 
used by the VMs. After all, the VMs 
primarily offer services over the 
network and are therefore naturally 
considered vulnerable. Unfortu-
nately, this always leaves you one 
massive step behind the attackers, 
and when the active VMs become 
unreachable, the ESXi administra-
tors need to respond.
If an ESXi hypervisor is directly af-
fected by malware, if even material 
parts of the active VMs are encrypted, 
these VMs will usually be inoperable. 
If you run ESXi as a cluster in your 
company, the other servers in the 
cluster and the connected storage are 
also affected in the event of a suc-
cessful attack. Ph
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Files encrypted by ransomware have been the nightmare scenario of IT departments, and even specialized 
operating systems like the ESXi server are not immune. We look at how to mitigate risk and prepare for 
recovery if hypervisor protection fails. By Matthias Wübbeling
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Immediate Response to 
Attacks

When responding to a security inci-
dent, the initial focus in administra-
tion is on getting services up and 
running again on the affected VMs. 
Depending on the dimensions of the 
cluster, several VMs could fail more 
or less simultaneously. In the best 
case, you will have comprehensive 
and secure backups and be able to 
have the machines themselves up 
and running again quickly. Whether 
checking and backing up the hy-
pervisor is covered in this situa-
tion depends on an administrator’s 
response.
To get the system up again and, in 
case of doubt, to ensure the survival 
of the enterprise, the people respon-
sible might even consider paying 
ransom to the criminals. At the end of 
June, a public letter from IT security 
experts from academia and industry 
discussed and criticized the pay-
ment of ransom across society [3]. 
Although many insurance companies 
will pay the ransom today, some pro-
viders have already explicitly ruled 
out payment.
Of course, criminals are also respond-
ing to these developments and to 
better backup strategies in the enter-
prise, sometimes demanding double 
ransom payments: Before the data is 
encrypted, it is copied in plain text 
to the attacker’s servers. Companies 
are then asked to pay once to be able 
to decrypt the encrypted data – if the 
criminals actually planned to do this 
– and again to prevent sensitive com-
pany data being published.

Reconstructing the Cluster

Even if you can get critical VMs up 
and running again from existing back-
ups on other servers, the ESXi cluster 
needs to be completely rebuilt. This 
is sometimes a challenge because in-
frastructures often grow dynamically. 
In some cases, the team member who 
created the initial configuration is 
no longer with the company, or the 
documentation is sparse. However, if 
you have access to scripts prepared 

to add 1 before specifying the backup 
file. This means that the UUID is 
overwritten, but this only works if 
the backup was not encrypted. En-
cryption was introduced in vSphere 
version 7.0 U2. However, the key re-
mains in the hardware’s trusted plat-
form module (TPM), and the file can 
only be recovered on the same host 
system. Afterward, you will of course 
need to install all the recommended 
updates and restore the backups of 
the VMs.

Conclusions

This article illustrates the conse-
quences of being hit by a specialized 
ransomware variant on the ESXi 
server and how you can at least pre-
pare for recovery, if you can’t protect 
yourself reliably. 

Info

[1]  Linux Cheerscrypt ransomware: [https:// 

 www.  trendmicro.  com/  en_us/  research/  22/  e/ 

 new-  linux-  based-  ransomware-  cheerscrypt- 

 targets-  exsi-  devices.  html]

[2]  Antivirus protection on hypervisors: 

[https://  kb.  vmware.  com/  s/  article/  80768]

[3]  Ransom letter: [https://  www.  databreaches. 

 net/  ransomware-  ransom-payments-  a- 

 geostrategic-  risk/]

[4]  Kickstart files for VMware vSphere: 

[https://  docs.  vmware.  com/  en/  VMware- 

 vSphere/  7.  0/  com.  vmware.  esxi.  install. 

 doc/  GUID-  00224A32-  C5C5-  4713-  969A- 

 C50FF4DED8F8.  html]

for automatic installation of the clus-
ter, also known as kickstart files, the 
reconstruction work is far easier to 
handle and faster [4].
If you have an Enterprise Plus li-
cense, you can back up your clus-
ter’s configuration profiles and 
the configurations of the virtual 
switches automatically. If not, you 
can run a backup manually or au-
tomate it with your own tools. Use 
the following commands at the ESXi 
command line to synchronize the 
configuration first and then create a 
tar.gz file that you can download in 
your browser:

vim-cmd hostsvc/firmware/sync_config
vim-cmd hostsvc/firmware/backup_config

The output from the second com-
mand contains the URL for down-
loading the file. If you prefer to use 
the vSphere command-line interface 
(CLI), or if it is easier for you to au-
tomate, open the CLI and navigate 
to C:\Program Files\VMware\VMware 
vSphere CLI\bin. Launch the backup 
program there with the command:

vicfg-cfgbackup.pl --server=esxi U
  --username=root -s latest_backup.tgz

You will then be prompted to enter 
the root password. To work around 
this prompt (e.g., in your automated 
scripts), you can pass in the password 
directly with --password=<password>. 
You will then find the backup file in 
your current working directory.
To restore the configuration, you 
first need to install a version with 
the same build ID as the one used to 
make the backup. Copy the backup 
file to the system or the attached 
datastore and then connect to the 
console. When you get there, switch 
the system to maintenance mode be-
fore starting the recovery:

vim-cmd hostsvc/maintenance_mode_enter
vim-cmd hostsvc/firmware/ restore_config U
  /<directory>/latest_backup.tgz

If the universally unique identi-
fier (UUID) of the host system has 
changed in the meantime, you need 
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instance with the default network-
ing configuration will give you an 
instance with a valid IP address. At 
a minimum, an AWS instance has 
one network device attached. The 
maximum number of network de-
vices that can be attached depends 
on the instance type, but it is safe to 
assume that current instance types 
(except T2 and M3) all support en-
hanced networking for Linux. That is 
where the easy part ends, with avail-
able instance configurations reaching 
to 170Gbps with a single card (and 
200Gbps with two cards or the Elas-
tic Fabric Adapter) [2]. Verifying that 
the expected configuration through-
put matches actual wire speed is 
where benchmarking comes in.
Following the advice in Table 1, 
launch two m6in.2xlarge instances 

In the Performance Tuning Dojo ar-
ticle two issues ago [1], I determined 
the importance of baselines to every 
performance analysis. This month, I 
measure a baseline on the cloud and 
confirm it meets my expectations – 
and discuss what to do in light of 
unexpected surprises. Network per-
formance is a complex problem with 
many variables. To make the problem 
tractable, you start by looking at spe-
cific scenarios, as opposed to the en-
tire problem space in abstract. What 
does network performance look like 
in AWS Elastic Compute Cloud (EC2) 
when using familiar tools?

Amazon’s Network

At its simplest, networking in AWS 
is straightforward: Launching an 

located in the same AWS availability 
zone for testing (see the “AWS Test-
ing Policy” box). Rated at “up to 40 
Gbps” by AWS [6] and equipped 
with an Elastic Network Adapter 
(ENA), they should perform well 
with any operating system providing 
appropriate hardware support [7]. 
I am using Ubuntu 22.04 (Jammy) 
for this test in the original us-east-1 
availability zone.

$ aws ec2 run-instances U
  --image-id ami-0ea1c7db66fee3098 U
  --region us-east-1 U
  --key federico U
  --instance-type m6in.2xlarge U
  --count 2 U
  --output text

We launch a network performance test on EC2 to answer the question: Is the cloud as fast as expected?  
By Federico Lucifredi

Network performance in the world’s  
favorite data center

Head in 
the Cloud
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Table 1: Network Performance Factors*

Enhanced networking [4] SR-IOV [5] and better hardware

Elastic network adapter (ENA)

Path MTU Enable jumbo frames Improve throughput, not latency

Direct connection No intervening gateways

Physical distance Same availability zone The closer the faster

Same region

Same continent

Instance type Bigger is better (CPU bound)

Credit-IO instances (like T4g) vary 
performance

Multithreaded application

Elastic Fabric Adapter

* Major cloud network performance factors, roughly in order of precedence.

AWS Testing Policy

Network performance testing on EC2 may 
inadvertently resemble a distributed denial 
of service (DDoS) attack. Although the dif-
ferences between a benchmark and DDoS 
attack are clear, their similarity lies in the 
attempt to reach a target node’s limits with 
external traffic. Nothing in this two-node 
testing should cause AWS to get upset with 
you, but when performing testing with a 
fleet of client nodes, it is worth remember-
ing to review their testing policy [3] and 
determine whether advance notice of your 
plans is in order. AWS may have suggestions 
for your testing plan and will be standing 
by to intervene during your test should the 
availability zone’s network be negatively 
affected.

http://WWW.ADMIN-MAGAZINE.COM
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Dirty Hands

Logging in to the AWS Console, you 
should double-check first that ENA 
is correctly enabled (Figure 2). 
At the instance’s shell, you can 
verify the same by checking that 

The results are shown in Figure 1. 
Here I used AWS’s CloudShell ser-
vice, which provides convenient ac-
cess to the client-side command-line 
interface (CLI) in a pre-configured 
environment hosted in a web 
browser terminal.

the corresponding driver is loaded 
(Figure 3):

$ modinfo ena

The same could have been ascer-
tained through the AWS CLI with a 
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Figure 1: Launching a couple of m6in.2xlarge instances from the AWS CloudShell.

Figure 2: Browsing the AWS Console to verify the instances indeed have an Elastic network interface.
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(-R option) for bi-directional testing. 
Launch the server first:

$ iperf3 -s
-------------------------
Server listening on 5201
-------------------------

Note that the server will listen on 
all the IP addresses of the instance, 
which will come in handy later. The 
results are lackluster; you are pay-
ing for 40Gbps connectivity, yet the 

clever query (Figure 4). You don’t ac-
tually need to repeat this check – pick 
the interface style that most suits you.

Onward and Upward

After updating the package caches 
(sudo apt update), you can install 
iperf3 [8], the standard tool to test 
a network path’s performance end to 
end. Found in the Ubuntu Universe 
repository (install it with sudo apt 
install iperf3), it measures the ef-
fective bit rate 
between two 
systems by tak-
ing multiple 
samples and 
averaging the re-
sults. The iperf3 
tool defaults to 
uploads from 
client to server, 
but the reverse 
is also possible 

benchmark is showing only 4.7Gbps 
were achieved (Figure 5)! What is 
going on?
Inspecting the connection with 
tracepath [9] shows that although 
the client is configured with the 
“jumbo frame” maximum transmis-
sion unit (MTU) of 9001 bytes [10], 
an intervening node is providing 
the standard Ethernet MTU of 1500 
bytes (Figure 6). The explanation 
for this is straightforward: You used 
public IP addressing for your test, 
and 5Gbps is the highest bandwidth 
the gateway node of the availability 
zone (AZ) can supply. Switching 
the test to the private address of 
your instances (remember that the 
two instances are on the same AZ), 
you can achieve a more respectable 
9.5Gbps (Figure 7). As you are now 
hitting the limits of a single network 
socket, your next test ramps up to 20 
parallel connections:

$ iperf3 -c 172.31.20.174 -i 2 -P 20

The log is somewhat unwieldy, 
but the final tally reached 34Gbps 

Figure 3: Checking the network interface at the operating system level.

Figure 4: Querying the network interface from the AWS CLI.

Figure 5: The first benchmark shows 4.7Gbps, but the advertised 
speed is 40Gbps.

Figure 6: Path MTU shows an intermediate node is choking traffic.

Figure 7: Avoiding the intervening gateway results in double the 
performance.
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[https://  aws.  amazon.  com/  ec2/ 

 instance-types/]

[3]  Amazon AWS network stress test policy: 

[https://  aws.  amazon.  com/  ec2/  testing/]

[4]  Configuring enhanced networking 

on EC2: [https://  aws.  amazon.  com/ 

 premiumsupport/  knowledge-  center/ 

 enable-  configure-  enhanced-  networking/]

[5]  Overview of SR-IOV: [https://  learn. 

 microsoft.  com/  en-us/  windows-hardware/ 

 drivers/  network/  overview-  of-single- 

 root-i-o-  virtualization--sr-iov-]

[6]  Instance types by network perfor-

mance: [https://  docs.  aws.  amazon. 

 com/  AWSEC2/  latest/  UserGuide/ 

 general-  purpose-vinstances.  html# 

 general-purpose-network-performance]

[7]  Enhanced networking with the ENA: 

[https://  docs.  aws.  amazon.  com/ 

 AWSEC2/  latest/  UserGuide/  enhanced- 

 networking-vena.  html]

[8]  iperf3(1) man page: [https://  manpages. 

(Figure 8). The final piece of the 
puzzle is unexpected: iperf3 is 
a single-threaded process; thus, 
despite your instances sporting 
eight cores each, the network per-
formance of the test is becoming 
CPU-bound. The older iperf [11] is 
multithreaded, and it delivers the 
best result yet, at 39.7Gbps (Figure 
9). Amazon was not lying after all! 
And this is merely the beginning, 
because some instance types sport 
eight network adapters. 

Info

[1]  “Baselines are more important than the 

benchmark” by Federico Lucifredi, AD-

MIN, issue 71, 2022, pg. 94,  

[https://  www.  admin-magazine.  com/ 

 Archive/  2022/  71/  Baselines-  are-  more- 

 important-  than-  the-  benchmark]

[2]  Amazon AWS, EC2 instance types: 

 ubuntu.  com/  manpages/  focal/  en/  man1/ 

 iperf3.  1.  html]

[9]  tracepath(8) man page: [https:// 

 manpages.  ubuntu.  com/  manpages/  jammy/ 

 en/  man8/  tracepath.  8.  html]

[10]  Network MTU:  

[https://  docs.  aws.  amazon.  com/  AWSEC2/ 

 latest/  UserGuide/  network_mtu.  html]

[11]  iperf(1) man page:  

[https://  manpages.  ubuntu.  com/ 

 manpages/  focal/  en/  man1/  iperf.  1.  html]
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Figure 8: Using 20 parallel connections gets closer to the network 
link’s capacity.

Figure 9: A multithreaded version of the benchmark overcomes the 
CPU-bound network performance.
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Admin: Network and Security is looking 
for good, practical articles on system ad-
ministration topics. We love to hear from 
IT professionals who have discovered 
 innovative tools or techniques for solving 
real-world problems.

Tell us about your favorite:
•  interoperability solutions
•  practical tools for cloud environments
•  security problems and how you solved 

them
•  ingenious custom scripts

•  unheralded open source utilities
•  Windows networking techniques that 

aren’t explained (or aren’t explained 
well) in the standard documentation.

We need concrete, fully developed solu-
tions: installation steps, configuration 
files, examples – we are looking for a 
complete discussion, not just a “hot tip” 
that leaves the details to the reader.

If you have an idea for an article, send 
a 1-2 paragraph proposal describing your 
topic to: edit@admin-magazine.  com.
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